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ferdnfuuavasdoya Log mufisurenadiun

17. nsdlifussuumseunaiifinngdeiv Ussinana uazsuddoyatyitrstidrnsodng
(Account Data) iwﬁquﬁ'ﬁﬂmﬂﬁamaw%m%dnwaniwuﬁnummﬂ"umﬂaamﬁ’aﬁﬁaumsﬁ
sesyuuiniu avdasduiunsinyianadssadtliaenndowmmmnsg i PC DSS L’Jawumam

18. ﬂ‘iﬂm’]ﬂ‘UUiﬂﬁmWUiﬂ’ﬁﬂ’]EJ‘UBﬂ‘V]ﬂJﬂ’ﬁ%ﬂLﬂU“lJEJllasU'eNﬁu’]mi FOWAYLNUATEUIUNG
spasunsdivnidn e wioidssuunduindnidunisies (Exit Plan) uasurunszUIunatedeys
wuufjfulale
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1. ﬂ'nm‘fJumuazi'ﬁquuaaﬂ‘

ﬁU'Iﬂ'l‘SGI'ENmiﬁ)ﬂ‘ﬁﬂB‘lJﬂ'im Firewall LWEJC-’IWGIWI@LWIUE)UﬂiﬂJLﬂLl‘VlﬂiU@'!Elﬂ’lﬂ?jﬁ'm Imaauam
dryguingeinenlul 2569 uazidsas End of Service uag End of Life mummmmwaﬂnmma
WaaMuEame L‘lJumﬂ'L‘Wﬁu”lﬂ’li‘lua'lu"liﬂﬂ@ﬁmmﬂﬂﬂﬂ’llWlNi‘ULU@]iLLﬁ»ﬂ']’iUﬂ'iﬂl‘?J’lﬂLﬂ’iE)“U']E?ﬂE)a’l'i
UDIFUIAS aumqammmmamamnmwam :1ﬂ“luﬂ’rs"iwusm's‘umﬁmmﬂﬂ .

U3l Firewall vnﬁmm'smaamwwamaaLﬁuaUﬂ‘smiﬂmmmﬂaaﬂnalszﬂ,uawuwuﬁ'm
Umnumsmmmhlmuaumw annsadesiumslavdnieleives wazamaasuienssuuyszuy
mi'mnaaaaﬁmUuaumwmmﬂmauaﬂuauma’[,uﬁmmi viwthiiwe nlaumsliusnisan q U909
sy waztlosfumsyngnuelasfsewinglay
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Anuiiuasase folowue siviuai zmniﬂmamumﬂlﬂaE;mmﬂmuwwlmuas’luiﬂuvu’[‘wu
mmmwuauﬂsvavrﬁmwaq #AININTTUUTINUNTIU- ?I\‘J“U'EJ&IGV]LWZJ”UN%]']ﬂﬂ'l'ﬂ‘l/i‘ljim'ﬂﬂaﬂﬂﬁmmm
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NOYINENAUS :umm‘daaﬁﬂam:ummﬁ’rumﬂmmmﬂaaﬂﬂaaﬁaumﬂluivﬂvmﬂa
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2.1 mauﬁumﬂaﬁﬁmmsaumﬂﬂam"mﬂ.g]vzmﬂmmmwau'lwsymﬂ‘lwa wﬂ's.,ﬂaua"mw
M?ﬂﬂ‘di a8 Lﬂuwwam mawmwuw Waamwumummﬂﬁmﬂaummai (Hardware) w38
I'Lisu.n'su (Software) wsaaﬂnimmiamaaaaﬁ ‘M'EE}E}‘Uﬂ‘iﬁ.lﬂ’s’iilﬂﬁﬁ)ﬂﬂﬁlﬁ’l‘iam‘*nﬂ
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4.1 anudeanmsnaly

4.1.1 gUnsad Firewall ua%mamaummaiumwEmtaua m@qmuaﬂﬂﬁmwamaamﬂw
felimeldauunnou u,a.,maqLf]uﬁuwaa‘[.umamﬁwam (Production line) uasfinmssmune w Juiy
na1sUszMaTIAion s Avd lnefimivdesuiesnniuin wioanvvegudnlulszmalng
T,ﬂajuumanmtmaﬂﬁ'luﬂmmmﬂ,u'aummaﬂﬁﬁu3“ﬂfa@'ﬁnm|,wam'sw*zm°m

4.1.2 gun3al Firewall fitaue maqmumimﬂmuﬂﬁm'ﬂﬂsmammmwmumm:jg"lu
ISO w58 UL 38 CSA w38 VDE %30 FCC-B 138 FCC %3e FTZ-B %3a NORDIC #ie CE Insilutisde
Fuses vimenanmudngufendunluiubuenansussmaneilemswndivg,

4.13 Lﬂ‘%‘ﬂdﬂauﬁamaﬁﬁmua (6nd) azfealunde Sunilasunsiusesaannuszuda
wamumammmuaamﬂa o1 191 Energy Star, RoHs, WEEE, EPEAT wiSaifisunitviegenin Tned
muaaa'imaammaﬂmimammmmmumnfm

4.1.4 \03ssreufnesiaves (6D ﬁnﬁmﬁmlé’%’umi%’maﬁvummmwumsgm
ISO9000 Family was 15014001 IﬂEmvmmmu'ia\'imal,aﬂa'l'ival,t,aﬂwammﬁ'mmﬂa’n

4.1.5 E)‘Llﬂﬁm Firewall mauamaqimsumsaamsuuu IPV6

4.1.6 qunsal Firewall Timssondunifiave uavgunsaidy 4 @) fewhamuiufils
peiaiiUszAviE NN

4.1.7 Tumsdimsdaveanauaf mﬂ%qﬁé’ﬂmﬁﬁ?}'wﬂuﬁwmﬁmﬁw‘ﬁ{ﬁaﬁw‘%ﬁ’m AN
mLuumﬂ%ﬁmﬂ"ﬁlﬂsuawa‘[mwau’lumﬂwawmuﬁmﬂan u,awwmamaasuwmaﬁlummmumi
nanwnilesdos vieGunademela q endwedvive wieavETaty

418 mmﬂuﬂﬁ%ﬂ‘wWI‘U'SLLHWF}@EJW’JLWB‘J Aadlifimadeulusunsuweuus (Trojan code)
viselusunauduln Feemeedmansznudevnoudsuinig lnsazdoslintadosusasaniue wndEuy
funofssfuinveulurundemeiingunan

4.1.9 apslszaruauAuninIIuueIsuIATs wardaslintineiueeesuiasilesy
woumnedrsantug danamsal Ltazﬁahuﬁ"aﬂuﬂ'zvmuﬂﬁﬁ”i::ﬁummnn{;:umau Wi Sl AUS
wuzth wazdienenauibifundnauressuiaisiisatos el HUIB9TENLDIEAUNAIINATS
WITmdENAMIa]l way umunﬂunsumumsmmmm-umwummﬁum'ﬁﬂuuulumam\ﬂﬂ 9 lailg

4.1.10 fuedesdeufjiinungmneuasvdninambuiiioates 1wy wiuiRluns
uimsmudssdinunaluladaisaume (IT Risk Management Implementation Guideline) waz
Ussmannasuialsemalnedrdendninaminisifuguannumdssdumeluladansauna
(Information Technology Risk) & nnausinsridun uam'ﬂ‘wsﬂﬁmﬂﬁ’ﬂm'snﬁaunauuﬂ'ﬁﬂ'iwnmmm}
(Business Facilitator) resannTumsiuemgRafiswmsuisswElne s R 51 msufjifaiu
Apaneduifierie wu NI WEsEUUIN TR ngnedmenariuse s umentiu
- uavngmnzrn"amaamﬁf]mﬂuuauﬂimﬂmm'rsauuauuwmﬂmm,mn'ﬁnamﬁ"!aua EMIUNTVEBD1]0
Mo umwma'}ﬂa’laﬁﬂ {(Anti-Money Laundering and Combatmg the Financing of Terrorism:
AML/CFT) s u,avlwﬁu'smmmﬂmmlm SUNATIDRNAY wmaf\aaaumauar\ mavmamwaq
WMDY WhasaeEeumsAITueY IEUUNTIATUANATETUANS 9 'mmamm:saﬂmauawmmwm
NGV way Subcontract (B1d) "lw:immﬂm'umnumummaﬂms‘mawmamﬂmanwﬁu"mmvawu
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4.1.11 fimfedefusesmslimsaduayumamnaiiavesgunsel Firewall flaus NNEHER
viseavaednanlulszmealng T.G]EILL‘H‘ULEJﬂE!’I‘Wlaﬂﬁ’l‘umﬂa'l".lij’ﬂu’m‘lfltluti)ﬂﬁ’liﬂiuﬂ’mT‘Iﬂ’it'ﬂa
MINIEiYeY

4.2 ANENEUzINIENIImATA

ImmuasiedsgUnsal Firewall wissdingeing seemnan 4 Y Usenaudoe

4.2.1 gunsni Firewall wuudi 1 S0 6 Y usasyallaausmRotnalos &

(1) ujuai_lﬂitu Firewall vl Appliance based wuU Next-Generation firewall (NGFW)
foenuuuaniievhniniinnadu ruRu wazteasiilusedu Application, User uay Content d1mdu
W1 Threat prevention lngawis

(2) gumisiedl Security Processor Unit (SPU) dwduvnanusiudu CPU ndn

(3) gunsaideail Trusted Platform Module (TPM) iiieldlunsa%ns daifiu
UBEATINADUATUNABIVBANALATNTWE (Cryptographic Keys)

(4) & Throughput laitieandt 150 Gbps uag IPS Throughput lsitfesndn 40 Gbps

(5) s@9¥u Concurrent sessions ©38 Max sessions LiitioengA 16,000,000
Sessions wag New sessions Litioania 720,000 Sessions per second

(6) i IPSec VPN Throughput laitiesndn 55 Gbps #i Packet Size 512 Bytes

(7) §i Network interface port aestior fai)

(7.1) 1l Gigabit ethernet port %lia RJ45 S1unulitiosni 16 Ports

(7.2) 1i Gigabit ethernet port ila SFP §1urulsitionnit 8 Ports wiau
LUD Transceiver module wuy 1000Base-SX Litiasnit 1 Module
(7.3) 41 10 Gigabit ethernet port ¥%ia SFP+ s1uaulsitiesni 4 Ports
wiouaue Transceiver module WuU 10GBase-SR $1uanliitfosndt 4 Modules
(7.4) 3 25 Gigabit ethernet port ¥ SFP28 shunuliitiosn 4 Ports
(8) @ w1501 Static routing, Policy routing kag Dynamic routing protocol
8un RIP, OSPF uaz BGP Ieifiuntdnation
(9) ansninausuAusTuUMSHgaldInu (Authentication systems) St}
Active Directory (AD), LDAP waz RADIUS
(10) s84FUN1991 Two-Factor Authentication (2FA) ma’{.umaﬂnim Wile
ATIvEEUATIGOA S TNTUE Tt
(11) imrruatuisalun19nn Software-Defined Wan (SD-WAN) 1 o 1@
Ussdvisnm WAN Link saenisasivdeu Latency, Jitter way Packet loss 16
(12) anansevin Address object 18 #i)
(12.1) IPv4 waz IPV6 léﬁ?muu IP Address way Wildcard
(12.2) - FQDN wuy Wildcard 1 * gsb.or.th
(13) ansatoiu wazasiedeunsldaru Generative Al'lg &9
(13.1) 4 Web 38 URL Filtering rﬁa Allow 38 Block wazauisaasag
Log tuwitnnslaaula
(13.2) i Application control fiamnsonsaeunisidaues Al User uag
Use case ilda1u wazanmunsnatha Log Uuwnﬂ'l'i’lfm'mla
(14) 11 Data loss prevention ienTITEeY Keyword Tu prompt 1¢1

j/,_f
L0,



-4 -

(15) enansavih Post-Quantum Cryptography (PQC) dmsu IPsec Key exchange
wietleatun1sTanann Quantum computer lngfiaesesiu NIST FIPS 203 compliant Key Exchange
(KE) groups 1A ML-KEM-512, ML-KEM-768 uag ML-KEM-1024 1{uatinatios

(16) @ansnds IPSec Key 971 Quantum Key Distribution (QKD) §3amsi4 ETSI
API Standard 16

(17) @1u150%1 NAT (Network Address Translation) wae PAT (Port Address
Translation) &

(18) @unsovin Interface link aggregation ATUUATEIU LACP (Link Aggregation
Control Protocol - IEEE 802.3ad) 1#

(19) awnsovin High Availability (HA) wuu Active-Passive #3e Active-Standby
uay Active-Active w3e Cluster ¢

(20) amnsauIMIaN1gUNTaINIY HTTPS, SSH uaw Console ‘I8

(21) enunsnadetaya Log 1‘1.:31JLLUU Syslog ludfsszuu Centralized log %70 SIEM 16

(22) 1l Redundancy power supply WUU Hot-swappable

(23) quasaioanuuumlitiuuuy Rack type anunsofndalug Rack WATFIY
w19 Tld

(24) la¥umsdndudulvioglungu Leader 104 Gartner Magic Quadrant for
Hybrid Mesh Firewalls U 2025 ﬁ%aﬂaﬁqm

4.2.2 quUnsal Firewall wuuil 2 S1uu 4 ya uiasyeilinmautRoddos #i

(1 L‘T]UBUﬂﬁﬂj Next-generation Firewall (NGFW) ﬁaenuuuunﬁav‘iwﬁ'\ﬁ
ATI9YULAEAIUAY Application, User waz Content TasueaninguUssananad nduusnissants
(Control plane) uazwiisUszananadmivteya (Data plane) panainiu

(2) i Firewall throughput Litleendn 50 Gbps

(3) fiszuutesiufuAna1u (Threat prevention) Tnglusauzidanisldatu
Mode IPS Uy Anti-spyware uaz Anti-virus wiaufiu 9u#esses¥u Throughput I8liiffesndn 32 Gbps
uazanansaUesiiufuanau Tasannsodwean Signature TmivuusaluiRlaegatos &t

(3.1) Ueefiu Malware wUU Stream-based Téun Virus, Spyware
download, Spyware phone home, Trojan waz Botnet I9iflustatiat

(3.2) avivduuazlesiu Vulnerability exploits, Buffer overflow, DoS,
Non-RFC Compliant protocal, Port scans, Host t sweeps, Malformed packets, IP Defragmentation
way TCP Reassembly lauseetion mumawmmﬂiuumﬁuLLuwmnﬂﬂnmu (Custom
signatures) lesnuA1uABIng

(3.3) asmduLaztesiu Virus VU Protocol wuu HTTP, FTP, IMAP, POP3,
SMTP, SMB ¢

(@) 1 Storage wuu SSD Bitieann 400 GB

(5) 9993U Concurrent sessions W3a Max sessions litioenin 5,000,000
Sessions way New sessions litiend1 270,000 Sessions per second

(6) @nsevin Dynamic routing protocol 1un RIP, OSPF ,BGP, Multicast ua
Policy based wuu Policy based forwarding %38 Policy based routing leidiusenation

-
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(7)  @wu5nvinauluy Route mode (Layer 3) wag Virtual wire (Transparent
mode) 191
(8) §i Network interface port aeiation fivi)
(8.1) 1 1/2.5/5/10G Ethernet port ¥iia RJA5 s1uiulaitiosnin 8 Ports
(8.2) 11 1/10G Ethemet port %iin SFP/SFP+ 1uruliitieandn 12 Ports
wieulaiaus Transceiver LUy 10GBase-SR Twuhidesnin 8 Ports
(83) i 1/10/25G Ethemet port %iin SFP/SFP+/SFP28 smunulsiieandn 4 Ports
(84) 11 40/100 Gigabit ethemet port %Tin QSFPZ8/QSFP+ S umibitiasmn 4 Ports
(8.5 11 1/10G Ethernet port ¥Tin SFP/SFP+ tiieldd m¥uusnisdnnis
Taeawiz (Out of band management) laitiaendn 1 Port Tnsuenesnann Network interface Uni
(9) a@nnsavih Address object 14 #aii
(9.1) IPvd ua IPv6 éauuu 1P Address wa Wildcard
(9.2) FQDN uuu Wildcard wiu *.gsb.or.th
(10) @nunsavin Post-Quantum Cryptography (PQC) dm3u IPsec Key exchange
wetlpaiunislan@iann Quantum comnputer lngfiessasiu NIST FIPS 203 compliant Key Exchange
(KE) groups Aun ML-KEM- 512, ML-KEM-768 uaz ML-KEM-1024 1Jlusntinstion
(11) aansafs IPSec Key 910 Quantum Key Distribution (QKD) enslé ETSI
API Standard 161
(12) annsaviauwiussuunsivgaddany (Authentication systems) il
Active Directory (AD), LDAP tiaz RADIUS
(13) #10130A5I9d0Y Traffic finsda Faen1su SsL Decryption (Rauuy
Inbound uag Outbound) TaenT3vh SSL Decryption broker #3a Network packet broker leiuu
fgunsal
(14) annsahdeyauuandluguuuy Graphical ieligguassuvannsaiiiu
Activity Tunwsnresgunsal Tnsannsauansdoyaldetieton il
(14.1) Network activity
(14.2) Threat activity
(15) mmmﬂi‘uum'§ﬂa~31umumwmaqmi (Custom report) wazdinon
(Export) Tuguuuy POF I8 uethnetion wiesnisanandamenieinme e-mail wuusAliAliuwigUnsal
(16) @un30¥i1 High Availability (HA) wuu Active-Passive vise Active-Standby
ey Active-Active 3o Cluster 1¢1
(17) annsauimsdamsgunsaliy HTTPS, SSH wae Console ¢
(18) amnsndedoya Log Tuguuuu Syslog Tudfaszuu Centralized log vie SEM 16
(19) # Redundancy power supply wuU Hot-swappable
(20) gunsaipenuuuinitiuuuy Rack type anunsodndslug Rack wasgry
qunm 19 Tald
(21) leFunsdadusulioglungu Leader 04 Gartner Magic Quadrant for
Hybrid Mesh Firewalls U 2025 v3ala1gn
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2

423 qunsal Firewall wuuil 3 $1umu 2 ya Tnousinzyailiguautfodneoy fail
(1) 1Wugunsai Next-generation Firewall (NGFW) fieanuuuuititeiimiiagi
ATI9VUMATAIUAN Application, User waz Content TasuanniasUssunanad miuuimssanis
(Control plane) uazmireUszinanadmivdoya (Data plane) sanannfiu
(2) i Firewall throughput hitieenin 78 Gbps
(3) fiszuutlesiufennatu (Threat prevention) Tagluvazilianisldanuy
Mode IPS uaz Anti-spyware uaiw Anti-virus wieufiu axdeesesiu Throughput I#laiteandn 58 Gbps
wazannsatasiuionnau lnsannsodman Signature Tminuudaluifildesatos fail
(3.1) Usaffu Malware WUy Stream-based Tgu Virus, Spyware
download, Spyware phone home, Trojan waz Botnet eiiuseatioy
(3.2) asrvduuazlosiiu Vulnerability exploits, Buffer overflow, DoS,
Non-RFC Compliant protocol, Port scans, Host t sweeps, Malformed packets, IP Defragmentation
wa¥ TCP Reassembly leifuse1atiae iummmmmﬂiuumwuuwaanaﬂﬂmu (Custom
signatures) laaunudiaams
(3.3) av1eduwayieariy Virus U Protocol WUy HTTP, FTP, IMAP, POP3,
SMTP, SMB s
(4) 1 Storage Wuu SSD laitipunin 400 GB
(5) 3835y Concurrent sessions W38 Max sessions Litiasnia 9,000,000
Sessions wag New sessions Litioenin 380,000 Sessions per second
(6) @nun3avin Dynamic routing protocol léuA RIP, OSPF BGP, Multicast wag
Policy based uuu Policy based forwarding %3a Policy based Routing Iéfiupgnstios
(7) @nnsovineuuy Route mode (Layer 3) way Virtual wire (Transparent
mode) lat
(8) il Network interface port ot 1tion fisl)
(8.1) 1 1/2.5/5/10G Ethernet port ¥iia RJ45 s1ulaitiosnin 8 Ports
(8.2) 11 1/10G Ethernet port %ilm SFP/SFP+ $7uaulitiosndt 12 Ports
wiswiaiaue Transceiver WU 10GBase-SR drunlsitfonnn 8 Ports
(83) 1 1/10/25G Ethemet port wia SFP/SFP+/SFP28 smnulitiennn 4 Ports
(8.4) 31 40/100 Gigabit ethernet port ¥5in QSFP28/QSFP+ S1uiuliities
M1 4 Ports
(8.5) 11 1/10G Ethernet port 4iia SFP/SEP+ 1ieldd m¥uusuisdanis
Ineaw1z (Out of band management) laitiowndn 1 Port Ineusneonain Network interface Un@é
(9) amnsoviv Address object T st
(9.1) IPva uae IPv6 Iiiauuy IP Address uay Wildcard
(9.2) FQDN wuu Wildcard i * gsb.or.th
(10) amnsovia Post-Quantum Cryptography (PQC) d%u IPsec Key exchange
wiedoafunsTaufann Quantum computer laada3pe3u NIST FIPS 203 compliant Key Exchange
(KE) groups Aun ML-KEM-512, ML-KEM-768 uaz ML-KEM-1024 1{ustnedion
(11) @ansa@e IPSec Key 311 Quantum Key Distribution (QKD) §hen1s14 ETSI
API Standard 1@ '
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(12) awnsovinerusmiussuunsigaidiny (Authentication systems) fiail
Active Directory (AD), LDAP wag RADIUS
(13) @1U130A52980Y Traffic fdsWa Frun1sin ssL Decryption (Hauuy
Inbound waz Outbound) T N5 SSL Decryption broker #38 Network packet broker l¢uy
Agunind
(14) ansoideyauuanslugiuuy Graphical ma”lmmmai“wmmimwu
Activity Tunwsnmesgunanl lneannsouanstoyaldeeielios it
(14.1) Network activity
(14.2) Threat activity
(15) mmsnﬂwumsma'zumummmaaﬂﬁ (Custom report) wazdsaan
(Export) fugUuuu POF Ifuetnation wiemisanandsmemeinams e-mail wuusalaiR g Unsal
(16) @ usavin High Availability (HA) wuu Active-Passive w3 Active-Standby
wag Active-Active 5o Cluster 1@
(17) annsaumsdansgunsalsiau HTTPS, SSH ua Console ¢
(18) ansrmoneetioya Log Tuguuuu Systog lUdsuy Centralized log vide SIEM 14
(19) 1 Redundancy power supply WUU Hot-swappable
(20) guninipanuuulmTunuy Rack type mmmﬁm%ﬂuﬁ Rack 1nAsgTu
e 19 ild
(21) lWSumsdaduiulviaglungu Leader wae Gartner Magic Quadrant for
Hybrid Mesh Firewalls U 2025 vi3eldgm
4.2.4 gunsnl Firewall wuuil 4 $7u7u 3 9n winsyrlianautRotnelon &l
(1) Wugunsal Next-generation Firewall (NGFW) fieonuuuunifieiandii
ATI9IULATAIUAL Application, User way Content lnsuanniaalszinanadiviuuinssanis
(Control plane) uazmhpUssananadviutoya (Data plane) sananiy
(2) i Firewall Throughput hitiosndt 8.2 Gbps
(3 diszuudesfufoanaiy (Threat prevention) Tneluy e dinnsl4ay
Mode IPS uaw Anti-spyware uaw Anti-virus Wieuiu 3w#Be589350 Throushput T8liteanin 4.2 Gbps
uazenansatosiunioanam laeaninsagwan Signature TmivuusaluiRldesatos fei
(3.1) Uo9fiu Malware uuu Stream-based léun Virus, Spyware
download, Spyware phone home, Trojan waz Botnet Ididustatioy
(3.2) mva9dunarlesiu Vulnerability exploits, Buffer overflow, DoS,
Non-RFC Compliant protocol, Port scans, Host t sweeps, Malformed packets, IP Defragmentation
wae TCP Reassembly lallusgation mnmmmmﬂauumﬁuuwamﬂﬂnﬁ'm (Custom
signatures) lamumudinems |
(3.3) esavduuazUesiu Virus uu Protocol wuu HTTP, FTP, IMAP, POP3,
SMTP, SMB 15
(4) & Storage wuu SSD lifeendn 100 GB
(8) 3895y Concurrent sessions #3530 Max sessions Lsitieunin 940,000

Sessions uaz New sessions laitfpenda 100,000 Sessions per second@
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(6) @mninvin Dynamic routing protocol A RIP, OSPF BGP, Multicast wag
Policy based wuu Policy based Forwarding %38 Policy based Routing éi{uagnios
(7} @nsavineusuy Route mode (Layer 3) uay Virtual wire (Transparent
mode) lat
(8) i Network interface port sehatios §ai
(8.1) 1 10/100/1000 Ethernet port wlia RJ45 drunilaitieanin 8 Ports
(8.2) §i 1/2.5/5G Ethernet port ¥iln RJ45 $rualbitfesndt 4 Ports
(8.3) 1 Gigabit ethernet port ¥lin SFP druanilsitiosni 6 Ports
(8.9) 1i 1/10G Ethernet port wfim SFP/SFP+ §1uaulsitiosndn 4 Ports
wiewaiaue Transceiver WUU 10GBase-SR s1ualaitosnd 4 Ports
(8.5) % 10/100/1000 Ethemet port ¥in RJ45 ilelddmiuusmsdants
Ineawnz (Out of band management) hitfeendn 1 Port lnsusneanain Network interface Uni
(9 @anson Address object 1¢ fafi
(9.1) IPva uaz IPv6 Idauuy IP Address uaz Wildcard
(9.2) FQDN wuu Wildcard @y *.gsb.or.th
(10) anansavi Post-Quantum Cryptography (PQC) d1w3u IPsec Key exchange
ietlasfunistasfian Quantum computer lagd®439¢5u NIST FIPS 203 compliant Key Exchange
(KE) groups 1A ML-KEM-512, ML-KEM-768 uag ML-KEM-1024 1{uaeatioe
(11) @mnsads IPSec Key 911 Quanturn Key Distribution (QKD) #aemslé ETSI
API Standard 141
(12) annsavirusauiusyuumsiigaifianu (Authentication systems) fati
Active Directory (AD), LDAP uag RADIUS
(13) @unsanTI9a0U Traffic fd15Wa #ron19vin SSL Decryption (fasuy
Inbound uaz Outbound)
(14) ansmhdeyauuandluguuuy Graphical weliifauassuuannsaui
Activity Tunmsiuvesgunsal Tnsanunsouansdoyalsiegietos dail
(14.1) Network activity
(14.2) Threat activity
(15) @150UTUBASSI89IUAIUAINABINTT (Custom report) uavdasn
(Export) luguuuu POF iduetnetios wianiarenmdsmemsnms e-mail wuugaliain leuusagunanl
(16) @509 High Availability (HA) WUy Active-Passive visg Active-Standby
uay Active-Active %3 Cluster 1¢i
(17) aunsouImsInnsgunsalsiiy HTTPS, SSH uag Console ‘It
(18) anwnsnestoya Log Tuguuuu Syslog TUdfaszuu Centralized log vise SIEM 14
(19) i Redundancy power supply Wuu Hot-swappable
(20) guasaieenuuunlibuwuy Rack type annsodndslug Rack inasgnu
e 19 Sl

(21) lafumsdndudulioglundu Leader 109 Gartner Magic Quadrant for

Hybrid Mesh Firewalls U 2025 wietla1gn O
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4.2.5 Subcription &1%5U Firewall ﬁa‘ﬁ
(1) Subscription dwSugunsel Firewall wuuit 1 $1uau 6 Subscriptions
(2) Subscription d@w3ugunsal Firewall WuUft 2 Sy 4 Subscriptions
(3) Subscription dw¥ugunsal Firewall wuu#l 3 $1uau 2 Subscriptions
(4} Subscription dwSugunsal Firewall uuufi 4 $1uou 3 Subscriptions
4.3 mMsuimslAsang
4.3.1 YuRnismuInsiasinig IﬂEjﬂ%umﬂuﬂﬁlﬁﬁﬁ-’ﬂﬂﬂ’]‘ﬂﬂ‘ix‘lﬂﬂ‘iﬂi@)ﬂﬂﬁn
Fauaiduenlasams msnawsuenlasims msdifuenidasems MIADUMNULAENITAIUANIIY
lA5ams MsUaaulasims
4.3.2 Tfenasruluun A sgunszuaumsuimslasnis aufisunessvun
4.3.3 avhilalaseaiefinnuy (Project Oreanization) SURIVLAUVIUIVIMTTie ety
4.3.4 daliiyrarnslulasensfifinuandfvazyszaunmsailusruuimn vansu
voulwanMsiiuay dwivaidulassmaazliduusiSnwvnaenszeziialasems
4.3.5 Jaiunusattiua1ulasinis (Project Plan) wazlasead1eAanssuatuLy ueny
(Work Breakdown Structure) Mg lusunsuuivsdnan1slasens (Project Management Software)
WU Microsoft Project Liiglviauna1sia1san
4.3.6 vivnsmmudesedaims lnedssdiuamudsmesianssy wastvuauuinag
Uosfumazussimaundesasianssy
4.37 'Lumfﬁﬁtﬂumuﬁwﬁmﬁaﬁﬁﬁ%mﬁmmi u’%amuﬁﬁmaniumuﬁam%’u‘%nﬁ
suIA1TIURNI1e (Wide impact) R“U'1EJFIENW‘\)'ITW'ILLE!N@VHLLNLIQﬂLﬂULLﬂ“‘LLU'JW]»?]‘lJQUﬂT.um‘iﬂﬂ‘u
JEUU Lwa’[,mﬁmmﬁmmsmwuﬁﬁﬂﬂﬂaawwammmﬂ'lmmqvaﬂqm W wHusessunmsAiugina
DE9BLUeY (Business Continuity Plan : BCP) uaymumsiunamﬂnmmavﬂauauawameamim
AnundAvaleiues (Cyber Incident Response Plan) wiaudnassninenssesdunissniiusuagis
diawe Tussiuiisnmsaninsad musuusesiumssiugsisetdediomwessunasliasnndes
Ml uasdalvidiniamagauuny BCP S2uffusuIATT uway Subcontract (G13) eenatialay 1 Avs
naanszEzia N sTulssiuardyginisdisedne @) wieuieindesesunanismaasuly
susuuenasuazgUuuenasBEnMseting eliisuansuszmelneannsonsnaeuls
4.3.8 Ussyusaufusuasauiisuiansiivun esenumuAuminnisinduy
Yaymuazguasse uasmsvimsemnudsslasims gawiﬁ"uﬁmuﬁqéuqﬂiﬂsanﬁ
4.3.9 FisauenuAunimedlasmadunining dweldlunsusmsiasens
AenumnuAuni Ygymuarguasse luusaztuneunsineueslasinms sstooiieuay 1 A%
WIOAUA TN Z W

4.4 msenausy
4.4.1 aeslimsinousuniemenansussnoumussneuiwinuassumsifinug
uauﬂ'num’l,awmmiaﬂgummlaammﬂswawﬁmw ‘{ﬂammaﬁaqiuwwﬁaum'lsmamﬂmu
tumsinoummnads w Aaonwiineuss Fewns Aenans wazgUnsallumstineusy Ammmesu - da
wilnrressnaslumsdiunaly - ndu sinswnarseeududinnulvefeanuitineusy sy
4.4.2 dpsdununsiineusu MeanBeavdngasuazionansusznaunisiinousy Su nan
wazaauilinuznssunimstuiasifiureuntely 30 fu tudaeintuiiswansividoudals
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sutiums wasslinstnaususaninnuresswmsaelussezna 15 Su Susnniufisuiaiss
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U9 : NANGAT Y | du | dnnu
: : M| Awgu | Twiu

(1) | vanaastuaudmiugldaussuy 1 5 2

@) | vangasiugedmiudguassuy 1 5 2

9

443 msevaibihiaualunvilne mnuavdngasisnuduiudedddgiduary
ndlszve desdaliigulailunteilvelussminmstineusy

4.4.4 desinvinenansusznaunsinousiudaz wangas Tudhulidesnitdiuy
zjvé”n%’un'ﬁamu’imma 'suimaia]auﬂammsum'iaJnanu dewanligidnfumsiinausy

4.4.5 mmamaummusm’[uumaywanam AoeduauLENa1TUTENBUNTOUTY
wiouMANg UM ITIaUTY ’Lu'iﬂuumaﬂmﬁamﬂwiauﬂaﬂwﬂmvnssumﬁmswwwaﬂ U 1 9n

4.4.6 Zuﬂimm@uwanamwmaa’l,“mﬂ'saaﬂaummaﬂummnauw HY18AaIdnnT
Lﬂsaaﬂaummaﬂuuaamﬂmmummsvmsdaamu’mwanamuu 9

4.5 mIsiuayusuendIs

ﬁmﬂéfma“fmmu%aé‘fﬂﬁmawﬁiuaumﬂmmmﬁﬁnmm Witusuensmelu 30 Ju tudaan
'm‘vrﬁmﬂﬁwmaauﬁlq‘twml,uuﬂﬁ wsaumﬂsuﬂialwmaumﬂuﬁaamumaammaamﬂpu ogliAn
Aldela 9 diunnsums uewdesdweuluguUUeNaNS 1LY 1 90 uavi't}uwtaﬂaﬁal,aﬂwsaunﬁ
mwﬁmm'smwuﬂi@aﬁmm'smmiamlﬂLLr’ﬂ‘auiuﬂmwmmmuam‘Lﬂ U 2 90 BEeipy bl

4.5.1 wnasgazdyatoninuanufens (Detail Requirements Specification :
DRS) (61131

4.5.2 mﬁemswmsw%’wﬁﬁus’w’mmﬁiuiaﬁaﬁaumﬂ (IT Asset leun Hardware
uaz Software) AmuguuuuiisurA1sivue ‘S’JNVNLLNuﬂ’IiU'I‘N‘Em-}’I UDEUNUTRITUNSWE Fusnu
wmiuiaa‘m'sﬁumﬁﬁ“lnaa]vauaﬂmamﬂmwu (End of life) maﬁuaanwawauumﬂ'ﬂm (End
of support) MNEHARNIOLTIVBRER U

4.5.3 gilamsfinaa (Installation Manual) Alion sl u (User manual)

5. MEEUeTIAN

5.1 ;Eﬁu%’mauaﬁmmu%’uuazmnawﬁﬁﬁmm’mamﬁsﬂﬁzmé’nwmsmms Tunisdnde
gunaal Firewall wiaudradgednw svesinan 4 U uaglidarh Statement of Compliance tile
uamamsaauiu anude 4.1 fede 4.3 \Huswde Wasunnde nukduenauuuiietes @)
Iﬂslumaaulm
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52.1 wasi 1 Useneude %awamuawwmummuﬂuavmai,auaau 9 91U 3 Yn Euativ
19 dwwn 2 90) Uszneueienanseng 4 fai
(1) AueuTRvesBulomue
(2) dowauemeiunaliruasteiausdu q Ussnause
(2.1) wikdodusumsussdalimfusumusimionde 2.2
(2.2) wikApTUTBINATIUALTE 2.3
(23) wnaavdnguarie 4.1.1 99 4.1.2 40 4.1.3 90 4.1.4 uasde 4.1.11
(24) TorusiualauasioEnody 9 auds 4.1 uaeds 4.2
(2.5) wAnm@en uaz/vieneaudanndnunsame
(2.6) Teyavietaiauadiuynainsisuiinvousemsduiivay wazlsn
AuwrthBnyinaeaszeziailasims MeuedfuasUsvaumsal ande 4.3.4 sgrtioadel
(1) Fo- UG
(2) Usei@msfinyn Msiineusy waw Certification (§7%)
(3) nidsdesutasmsvharunasnay
(@) sl wmmmﬂmﬁwﬁ ez e-mail ﬁmm'ﬁﬂmma"l.ﬂ
Wiats ﬁmﬂ1?uaawua‘nﬁwfavLUaﬂuu.UaqUﬂa1niwtaualﬂmumwuaums
mﬁlfdaauuuﬂmmuaanﬂﬂumwaqﬁ]vm‘lﬂrmamalﬂmLaua’lmmmswmmn wazlasuaitu
Wugeungswasmslasimaviierivinais i mvnnguc»fmuuwuammmmamue\amwaa
mnnuwmvwah Imaﬁaamaauuﬂawammmnmﬂmwuw wazasinuvenalurnuadwese
suvAndrldseviadndemefumAuansuaslild wane s lidunsiadvisuianslusui
alut.saﬂml,asmamnmwgawamumﬁgwwmaul'amﬂaﬂ
@7 u.wu'u’%m'smwmimﬁmmqﬁ'sﬁﬂ (Business Continuity Plan : BCP)
suiuRuTuladsluues (Cyber Resilience Plan) 184 wﬂmmam ‘Lunsmmamuwﬁvmunﬂms
mmmm@uwmammmmm mmwsmaﬂmﬂmmanmu FeiRss o maﬂemfwmmlmai
vigid ma‘lmmlmmulﬁ]lm'l NEJ‘LJ’HBLE’NEHJﬂ’J"lﬂJ‘W‘S’e)!JI‘lJﬂ’lﬂWUiﬂ'ﬁLLﬂﬁ‘U’?ﬂTﬂﬂ mnmnmwnm'mwwmu
5.2.2 %999 2 Foiauedusian IﬂEJLLEJﬂi'lﬂ'l(ﬂ’lSJL’eJﬂa’I'i‘lJSuﬂE]UIULﬁuB’TIﬂ'} (lonanTuL)

UM CRYeL): ANTIsINATSIG
(viae) _ (um)
1AW ane Wty
(1) fin Hardware uazA1 Software
(1.1) fingunsnl Firewall u,wﬁ 1 a1uve 4.2.1 6 9 4,381,900.00 26,291,400.00
| (1.2) Angunsnd Firewall Ltpgyl 2 mm;aiqi 22 | 4w | 671890000 _ 26,875,600.00
(1.3) Argunsal Firewall wuuil 3 audie 4.2.3 2 70 14,983,100.00 29,966,200.00
(1.4) Angunsnd Firewall wuui 4 mude 4.2.4 3 9 1,262,400.00 3,787,200.00
(2) Fin Subscription B I R
(2. 1) A Subscnptaon ?f’Wl'iUE)‘lJﬂsm Firewall 6
o 333,800.00 2,002,800.00
wuudl 1 U7 1 anadie 4.2.5(1) Subscriptions
(2.2) A1 Subscription dwsUaUnTal Firewall 4
i v ' L 1,212,300.00 4,849,200.00
wWuun 2 U 1 auva 4.2.5(2) Subscriptions

e
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(2.3) 1 Subscription E%’m%'uqllnicﬁ Firewall
WUUh 3 U9 1 anude 4.2.5(3)

U
(viue)

Subscriptions

FIAMNANATUIAITANUA
(uw)

AN

2,503,900.00

5,007,800.00

(2.4) A Subscription dwiuaunsal Firewall
WuUi 4 U9 1 mnude 4.2.5(4)

3
Subscriptions

1,178,900.00

3,536,700.00

(3) Adgeinwm

(3.1) Ardhza¥nwgunsal Firewall wuudt 119
wuesiATiuenIldifiudesas 8 dal niude
522(1.1) Wuszeziial 4 Ududaanniuasv
Avuaszezansulse iy

2,103,312.00

8,413,248.00

(3.2) Aningeinwigunsal Firewall wuud 2 1%
wuesanlusnslsiiuiosas 8 et aude

522 (1.2) Wuszeziian 4 U dudnainiuasu
AnuAsEEZIANSUUSENU

2,150,048.00

8,600,192.00

(3.3) Antige¥nwigunsal Firewall wuudi 319
wussiAtlusas1luifudesas 8 del miude
522 (1.3) \Wuszegiian 4 U dudnainiuasu
AnuasEezlIa1suUse iy '

2,397,296.00

9,589,184.00

(3.9) Adngednegunsal Firewall wuudl 4 1%
wuasiabudasldiiuiosas 8 doll aude

5.2.2 (1.4) Wuszeziiai 4 U dudaansuasu
AuuAszazasulse iy

302,976.00

1,211,904.00

(3.5) fin Subsaription d1uFugunsal Firewall
WUl 191 25 §7unu 6 Licenses mudie 522 (2.1)
Wuszeznan 4 U tudranTuasuiiwuassesiaan
Fulsznu

2,002,800.00

8,011,200.00

(3.6) @ Subscription d1vFugunsal Firewall
WUUT 2 T91 2.5 $19u 4 Licenses martio 5,22 (22)
Wusveziaan 4 U Tudnanfuasuiivunszesiaan
Fulssfiu

4,849,200.00

19,396,800.00

(3.7) Ain Subscription @1m3ugUnyal Firewall
WUUT 3 U7 25 §1uru 2 Licenses sariie 5.2.2 (2.3)
Wusvezom 47 PudranTuasuiiwuaszeziaan
sulsziu

5,007,800.00

20,031,200.00

(3.8) @1 Subscription ﬁ’l"ﬂ%’uqﬂﬂ'ﬁzﬁ Firewall
wuuil 4 991 25 $au 3 Licenses snuda 5.2.2 (2.9)
Wuszezina 47 Tudmanfuasuimunszsgiia
Juusefiu

3,536,700.00

14,146,800.00

sauthutuvisau

191,717,428.00

w
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6. wannasinazanslunnsiensandawiue
FUIATIElEMENNISRAITUINITUTEMATIAMUY 2 909 9897t 1 TalauemestumaiinLas
forauodu 4 wesit 2 fowuensdunan Taseefivsandedu ausuneusslui
6.1 ﬁmmnﬂmau‘ti‘c?i"uaqﬁ?)u%muamuﬁaﬁwum
6.1.1 nmyRasuiiinaUs iy surmsRAndumATREsURE AR Bieve
WARZIIEI nJuwauwarauawuNaﬂsiamuﬁmnunumawamumﬂUau a Tulsemadszniesiaiie
mawivevielal uav%vd'sumﬁmmjamam;al,auavmawﬁlmsumiﬂmaanﬂaumﬁmﬁsum’l,maumwm
6.1.2 msinsananauiRvesiutoeue mnmauﬂuamuauﬂmauumhmﬁwa’tﬂwwm
maLuﬂsuu"Nmﬂumaaamawauu q A vual’ szlairunsiasanauau TR uavmmuww
*uamuavnmum‘swmszu'mzuauum '«J“’Lm'sun'ﬁwammwamuamuwnﬂuﬂ’luawumalﬁ
6.1.3 'Lumswm'sm ﬁmmsawaavmwuamameﬁmwaummaumw’l.mr‘ﬂm \ens19dey
Tunsdiin oasde mmﬂuﬁuamuama\ameﬂm'muamam At lildsumshinsan
6.2 FnsneemniRved 1 Jaruemanlauas oaueiy 9 ﬂmwammﬁuamwﬂ’aﬁﬁmﬂ
6.2.1 andeuioduemeiumaiiauazdoiauedu q “ll?NNEJ“IJ‘LIE)LE!UEJV]ﬂi']EI Tneffiu
TelusIzABNAuDTIBAXBuAgNABIASURIY WassunMsIUSE RV MwaTisunAsRIvue (@)
6.2.2 lumsiasanswiaisersdeuaiuienisdingiuioiavenelailduazens
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Torauadu q uauamiuwawamuammumﬁwmﬁmwal,auamamaumt.aumn,auaau 9 wlasums
AsantaEuenuIatludsuaaly
6.2.5 MINTUIAITABINIS AU LAUD (Presentation) WIDABINTIANAADUTEUUNT O
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7.1.1 N“H’IE}‘\]vﬁa\ifﬂﬂVI']LLN“;JG}'IL‘I,J‘lJﬂﬁIﬂNﬂ’li‘?jElElUﬂ'im Firewall wiaudneungeinw
ssepnm 4 U Wieuznssumansisiuiag Ransanniely 30 u tudaamiuasuniludyan
712 WnAMENITIMIATINTUNERNII S Wiumsud luusudiiiums ande 7.1.1
dneavsidunsudlabiudnaianielu 7 Su Tufnnnfuiisuansiviedeudeidiiuns
7.2 cjmacﬁ'aaﬁmﬁ%uaseiquﬂmaﬁ Firewall mue 4.2 anuunudidumsiinaenssums
arnfuianiiurouliud naSentelu 90 Yu dufannuiiswasiintdeudslisuiuns Taesuwens
yaanuAnslunsidsuulasanuiidaseuardawouldniua i say lnglviogludiuraves
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