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sion %38 Release) wazavuaundndnsiniondnsmsliliiosuimsiomelaglifnaldanelag
U

(Ve

M

=

€

o)

el

(5) nsdinfinisudlalusunsuiteudtgmninde 13.2.32) furedosdaneu
Fumeu viedsmsuilotywilisunms Tngliifnalddelag shaau
(6) Lfﬁmﬁﬂﬁmm@m&Jﬁmﬂﬁﬁmmdﬁmmié’aqﬁmmflumiﬁwwmm
Tusunsu (Software) Wweehad mnusngindmihfivesfunelifirnu vieussaunsalfia suians
mwaLU?;auLLanL%’mﬁwﬁﬂuhﬂwﬁwaag’g"’uwlﬁ wazfvedasimduiunisfindanageusaui
s1nA3 TnglsiRnenlddnela 9 shau
13.2.4 furefeaiuayunis Update Software Tnafunsdsdausniiunisfindouas
nageuTnAusuias tngliRarldaneln o heau
13.2.5 guedesdaviwmilidedaeuaiuy davisenunstigednu Software v 6 Liou
dweulihensian surmseendudtinelug uazdundehessuunuuinisgaimén noly
30 U HudeanTuAsuAUUe 6 Lhoy
13.2.6 wingueliufivinmde 13.25 surmsazusudusesu Juas 1,000 v (wieiu
vmd) TususuiifureufiRtndeuls audendldufigndesdeulufngn
13.3 Subscription
13.3.1 AIieAy
“Subscription” 131804 Subscription U84 Software MUAIANUIN . 9 4.3.2
Feseadniunisliisurasldsuansnisidaudeidestunaonilussesina 4 ¥ Tudaaniuasy
svuansiudsetu TngliRnarldanela  sau
13.3.2 gungdesdanautenarsndngimdnsnislda Subscription lffusuasyndl
tudaniniuasuivunergdnsnisidim Suoscription vsusiazd Tnyssezinafoswaioiunaon
speulIan 4 U

ﬁqﬁmné&uwlﬁﬂﬁﬁamwﬁa 13.3.2 suasazUSuilusiedu uag 1,000 U
(nilauumiiu) Tusausfursufmunlidaeusudisiuidweuldgniosnsudou &l

(1) w3l 1 Fesdsuauienansudng1udnsnisldnu subscription tudaen
TupsUAMIUANITSUUsEAY

(2) dWHUUT 2 Fesdenauionansudngudninsidoy subscription tudaan
Funsutmuneng@vsnisldnu Subscription smsenansfidsuaunde 13.3.2(1)

(3) dmSud 3 dosdsmpulonansvdnguAndnislday Subscription Tudaan

Tupsuimunegansn1sldau Subscription auenansideauniuds 13.3.2(2)

Qe
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(@) & w3uT 4 Fosdewaulenansvdngiudnsnisldaiu Subscription Hudaann
FunsurmunegAnsasldanu Subscription nalenatsiidweunute 13.3.2(3)

13.3.3 nsdifszegnatvesdvianisléanu Subscription vataslisioidleatu duredos
sfunslisunanslasuansiaoveulunisldaudingm Tgluanalddneln 4 fodu wasdneses
Suinvaulunsdififinandrivileaes vieSendndemela 4 mndwesdudns wiednstnsiy

13.4 maveseuAMLUaeafsvesszuuAoniiges (VA Scan) §unedesdaiusumsUatedlg
way ml,uumiﬂmﬁuaaimmmwmumamimaaaaummﬂaamﬂaaﬁaummawmma (61130)
Tudnadonelu 45 u fudnonfuiisunmsivilsdoudsidniums
vailmngangliufiinute 13.4 sumsasdSudunetu Suae 1,000 um Milafuum
o) ﬁw&xqLwﬁ’uﬁémaﬂﬁﬂaﬁmﬁaulm wﬁﬁma‘tﬁﬂ;‘jﬁamﬁa’qL’%‘laulmﬁma'n

135 elddnela q Mfadusnmsdrgeiam fueesdediulinreusdu

14. AnufesnsiuausiuacaenfeasaumeA

furededusonufiiauulounsmusiunsasn foansaumavossuinis saude ulsute
fds uazABU TR R Tnefiunagy Reil

14.1 flauaszuiindamssnuianuiuasasadoludeyanaznindduvessuians uay
Suileerlumsdanisiumnusiuasiasafeodoya

14.2 mnflenusufulumslideyaildnogludusuiuly desooygnanidosdons way
aqunaludyalilamedoyavadsunnng ﬂ'aulﬂ'ﬂ,%’%’aagmfu 9

14.3 Shwanugniesuazaadutayavessuans neunsitlvldauvienaaey

14.4 fmsrdnanslunsidldandeyaiddiyuassuinis

14.5 fnsdansmgnsaifiinansenudesuiiuaasadonenayiamed nadssuuay

]

ddmSessuunuiiinansemusedliuinislunhafnanisugassin desduiunmsianisvenisaii
finanszmusiemusiuasasadonsaeniinged Wy unuudnisausieiilomnegsda (Business
Continuity Plan) kHufAuseuY (Disaster Recovery Plan) wiuuiladsleiues (Cyber Resilience
Plan) 1Judu

14.6 wimnhsnusumsinuauguanisinuiui lunsdfidamnnisalagfinnusiuag
UaoniuanTaunAYesUIATg

147 Bugenlifsunans mhenunieueniisutasueumag wiemhenufiiuguasiais
favslumsidasiegeumsyhau swddvslumsiFongdoyaiiiiedos

148 duiunislisuinsldanilneveulunslésendusndfduduivesdeans vie
ansong viendwdaumstlyandu q uazsuRavevlunsdifiinmandniin Hee¥es wieBenAndeme
10 9 ;nd1veddedns viedvstng M’%@%%’Wéaumqﬂmmﬁu 9

nsfidawmuIensiLIs mauamnmwma%ﬂmm it (Source code) ALy

nssudnt viedvdns viedvdusssunans

14.9 yniimsidedislunisianliiusuins sxfesaiuaugual il Sudnagaujifianu
ulsuemnusiuaasadoansaumavedsums mufeinduasisufoafiiesteatuienty

14.10 Yhahgunsaiussanasaiialldvessuinns sndeudedrfussuuiniedionielures
suiAs Vuwsildfueyannnmbenusuiasiinauauguantsinny
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s u v v W

14.11 Kanhfeyauasdeidudeyandnegluddududuiulusanainsurans Taghifing
AUANTIV A

14.12 Fevvimifsdosusaailefuiuresuiatsdn sendurinnussinndldfuamuresuians
Lifilusunsuueuudavdeldsunsussireln q uasmnsunasamany fesduiiaveulunuidemed
\RnTu v

14.13 nsfidraiamnsyuuauy dedldnesndoans (Service port) vosszULaY AuTiswiAs
sl

14.14 wuuﬁﬁmi%’u-dﬁayjaﬁ’wmmmmauaﬂﬁmma Foudeusedeluslanoaitrswd
wuudaenste 1y SSL/TLS/HTTPS/FTPS wieukadnmlususssnsdidnnsefindarngldusnng
panlufuses (Certificate Authority: CA) Tundedoliiusuians maammqé’zyayﬂ%ama WAY/%30
dud Tealisuiissesnansuuseiume

ﬂizﬁszwﬁﬁmﬁu—ziﬁa;dar"fwﬂ'mmumauaﬂﬁmmiﬁﬁmﬁﬁmummmﬂaaﬂﬁ’a

Hunsiawy 1w VISA, MasterCard Wildlususesmedidnnsefindanufivinesus viesuansimun

14.15 asaimIdamssuuvsegunsalaeuianes desiinunaIuinsgIusuAlasnse
(Security Baseline) aufisurAisinvun vi'mLTJuizU‘uvf%aqﬂﬂ'ﬁﬂﬂwﬂﬁﬁmmsé’alﬂﬁmumm
wesguduausiuaslasady (Security Baseline) simunphaaaenfomusnsgiu Center
for Internet Security (CIS) #3® National Institute of Standards Technology (NIST) ‘vﬁammgm
uladitimnuniidetie uasdmingiielsiusuians

14.16 nsdldussuuiideaduin Log mungvane wiesmsguiisuiasdesUfioR WU PAl DSS
deadnifiuuavdsdoya Log puTisuAns e

14.17 asdhussuvasaumaitiinisdaifi Yssinana wasudidoyatiyivastidnnseind
(Account Data) saufassuuiiiinisifeurenieeradmansenuiiuanusiunslasn fuansauimns
soszuudneiy szfosduiumsdnumaraendtlfaenndesmuunsgiu PCl DSS efiudign

14.18 ﬂiﬁﬁmﬂ%ﬁms@’lﬁﬁmsmauaﬂﬁﬁms%’mﬁu%’auﬁamaqamﬂﬁ ADITANLNY
NTEUIUNNTTRSUNIAlENLEN d1e iethszuunduunaiiunisias (Exit Plan) LagLHUATEUIUATS
angdeyauvugaulsila
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TUAZIBUALATAMAN BULIANIZYBITTUUIATDIABNR MBS WATgUNSa]

(Hardware and System Software)

Gl

4.3.1 szuulATRInaNRInasuazaUnsal (Hardware and System Software)

J o ] 1 0 o 1 173 ]
1) tATRIARNRILARS LY 8d I NS USE UL pe19tipY pe19%ipY -
29.A512%%30 yaUsEuIaNATIUUIIY 1 10384 1 @309
(Production)
A a BR] o v A ' o ) %
2) LASRIARNRILRes w18 InLNT ag19UDe aenatioy -
Application and Web Server (Production) 2 1P 110309
(3) tAsegApuRItmesulYradInTusEu - - pEetioy
auns1eidie yaimuruaziaday 1 LA584
(Development and Testing)
A a B ° v oA ' v
(4) LASRIANRILARS w18 I NN - - peatioy
. . ° 'Y o
Application and Web Server d1%3U%n 11A99Y
Walurwasnaday (Development and
Testing)
d ~y ] o s o £ { 1 ¥ 1 v
(5) LASoeRauRILmaswlYed T uianiag pE9TioY 2E191i0Y -
Backup/Restore Server 1 1A304 1 1A799
(6) aunsaldnifudauanisusn (External DMLY DERNIRE) -
9 U
o
Storage) 1 1#509 1589
) gunsnldsesdoya aenatioy -
-
1 1A599
(8 | gun3al Fiber Channel Switch (SAN Switch) |  aghatley atafey -
2 \A5eq 2 1A504
(9) | aunsal Network Switch REERIGE aeatoy -
d o
2 \@599 1 @509
(10) | s¥uu Console 2819ty 1 9n | Bgatiey 1 ya -
q 9
4.3.2 Wsunsuaauiamasaiuayy (Supporting Software)
0 @ o O I . .
(1 garAwISE MUY Virtualization Management
(1.1) woWALI$IZUY Hypervisor dmiugn | A8 U A qu | AsBUARY -
Usguanaszuudnu (Production) a1ude | n1stdequ | n1sldeu
4.3.1(2) Hardware Hardware
e 4.3.12) | fude 4.3.12)
(1.2) 9aWdLITIEUU Hypervisor dmsu - - ATEUAANNTSLY
yp )
yaRmuIuaznaasy (Development and 41U Hardware
Testing) AUTD 4.3.1(4) At 4.3.1(4)
(1.3) gandulsssuuusnisdanis 881910y PEARDGE -
A1NEIUNAY 1 s3UU 1 58Uy

\/)/V - U

o
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2 | ¥aWAkITdImIU Backup/Restore atg13t0y LRI -

VEHE EEATY 1 s8uv

4.3.1 5:1J°uLﬂ"?"aaﬂauﬁmma%uazqﬂﬂini (Hardware and System Software)

(1) iiesnaufwesuitedmiussunannseitin yalsEInaNasEULNY (Production)
dmiugudneuiinmesndn Suiuedfos 1 1nses uazdwiugudasuiameddises Sruaueis
ffoy 11303 TnousaziadoalinaiauiRagretosd

(1.1) TmheUszinananan (CPU) Aiflantinenssuuuy RISC viefnd fiamuda
dyauinbideenia 3.0 GHz Swunuliviosndn 2 Processor usias Processor fis1ulsidosndn
8 core (8 wnuwen) laeiUnaldeu (Activate) ldfosnda 16 core (16 unuwdn) seaiunsuseanana
WUU 64 Bit w3eilusdvEnmgendd

(1.2) fnheanudman (Memory) wuu ECC (Error Correction Code) WUU 8GBIT
DDR4 vizofini vualivesni 256 GB

(1.3) inredaiiudeya (Hard Disk) ¥ila Solid State Drives w3afinin uay
fienugliffosndt 800 GB Snunuliitfesndn 4 mite uiazviesesfunisneaAsuLuy Hot-Plug
%39 Hot-Swap

(1.4) i Slot dmumaBeusiogunsaiuuy PCle viefnin laitfandt 10 Slots uag
Tusnunuiifuuuy Pcle Gens hitfesnda 8 Slots /O Slot way Port USB Wiemwesonslday

(1.5) Tveudeusiessuuiaetne wuu 10 Gigabit Ethernet SFP+ %i30findn S1unu
laitloendn 4 Port

(1.6) TvommuBeudegunsaitiuteyauuy Fiber Channel (FO) mnaifalaidos
N71 16 Gbps/port 411IUBENUeY 4 Port '

(1.7) 1 Power Supply wuu Redundant Power Supply, Hot-Plug %38 Hot Swap
Sruvedalen 2 it iansnsavhaunaunuiuld wevannsoidsuvaseiorinuegld

(1.8) Furdossanuuuliuuuy Rack uagannanfndelug Rack TuInuAsgIL
19 fi7l¢

(1.9) @m1sansiadunisviiueesgunsallusyuu 1w Processor, Memory,
Hard Disk Iiuegdioy mnfimuilnunfivesgunsel

(1.10) HwanAwrsszuuUURnis (Operating System) 18U UNIX %39 Red Hat
Enterprise Linux Sever La854ua1gn wiau Support wuu 24x7 ﬁﬁﬁmﬁmémﬂ%’mugﬂé{aq
punguanesuLiisanesenisldan Faaunsainuimtvssuuaosinaeifauslfediedl
UEANGN M

2) rinsmeufmesuitieyimiil Application and Web Server (Production) ¥y
Tudnwae Virtualization Technology dm¥uguéasufiumesndn druluseelion 2 3o uas
dmiuguireniiawmesdnses siuauednelion 1 in3es Tnsusanaiosdinuaudiosnetasdil

OZ ;
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(2.1) fimireUsezutananas (CPU) Aifaaninenssunuy Intel Xeon Gold
Processor #3afind1 danuiidygraufinlidosndt 2.9 GHz Sruaulifesndn 2 Processor
wsiag Processor dd1uruliiosnia 16 core (16 uAUNAN) 5895UAISUTTUIANALUY 64 Bit
fmirganudiuuy Cache Memory liiffoandn 24 MB w3efiuszansniwgand

(2.2) fimdeanudaman (Memory) wuu ECC (Error Correction Code) LRDIMM
DDR4 %3854 vuiahitesnin 32 GB s1uauliddesndn 12 miie seefunisaenulaliiesnia
1.57TB

(2.3) dndredaiiiudeya (Hard Disk) il Solid State Drives w3011 way
fiavwqgliifiosndn 480 GB Snuawbitfesndn 3 wire udaymheTesiunisnenIUAguULUY Hot-Plug
%39 Hot-Swap

(2.8) @wn5a¥in RAID 0, 1, 5 1@ fuataiios wiauail FBWC w3e Cache n30
Wiguwin aualivesnin 2 GB

(2.5) 11 1/0 Slot wag Port USB Liganadanisiaanu

(2.6) Hosdousiassuuiniotie WUy 10 Gigabit Ethernet niefinda s1uau
laitioenin 4 Port

(2.7) fveadousasruuinietts wu Gigabit Ethemet wSefinan sawavlides
i1 4 Port

(2.8) fldoamadeusiegunsalifiueyauuy Fiber Channel (FC) arundiliites
N1 16 Gbps/port IMUIUDENUDY 2 Port

(2.9) & Power Supply WuUU Redundant Power Supply, Hot-Plug %38 Hot Swap
Jruruedees 2 miae flauisaviaumaunusuld LLasmmimUﬁammzLﬂ%ﬂﬁﬂ'\uagﬂé’
wiongUnselsrunsauieunaunsaldiulnihusedu 220 Taad/50 Hz 16

(2.10) Fipdesvanuuuliiuuuy Rack uagarunsafndelug Rack 1un
wwsgu 19 Gld

(2.11) @wunsansIadunisiteuvesgunsalluseuu Wy Processor, Memory,
Hard Disk liiluseietios wnfiaufinunfivesgunsal

(2.12) Hansenfua? Virtualization Management naidfe 5.2.1.1 14

(2.13) fwanduasssuuuifinig (Operating System) Microsoft Windows 2022
Standard w3e Version igsni1 wia Open Value AifidvAnsnisldsnugnieaniungnuie
wioudvimsldau sunuisamerenisidan Faawnsarausiuiussuuneufuneifiaueld
pgelusEAVE AW

(3) taSesmsufinlnefuit ed mivszuuasasIeRdie YARMUILAENAA DU

(Development and Testing) $1uaustnation 1 1edeq Tnsusasidosinuausfegratossl

(3.1) mhelsziananant (CPU) flandpenssuuuu RISC wiodnd1 Sanuisa
dyaanniinilitesnii 2.9 GHz Swnulitesndi 2 Processor Idmnulitiesnin 8 core (8 unumdn)
Toulaldenu (Activate) Litioundn 14 core (14 unundn) 5095UN15UTEUIANALUY 64 Bit U8
fUsaAvEn Mg

(3.2) fimireAudanan (Memory) WUy ECC (Error Correction Code) wuu
8GBIT DDR4 %30fin31 vunlitasni 256 GB
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(33) Ansredaifiudeya (Hard Disk) w@ia Solid State Drives #38fini1 uaz
firwglaidosndt 800 GB duaulitesndn 4 mie uiasmiesesiunsneasunuy Hot-Plug
%39 Hot-Swap

(34) T Slot dwmFumsidieusiegunsaluuy PCle udofindn litiesndy 10 Slots
waglusrunilifuuuy PCle Gens laitfoenan 8 Slots i 1/O Slot uag Port USB iianasonislda

(3.5) TvoudfeusiosruuATor18 wuU 10 Gigabit Ethernet SFP+ wiafindn 11w
Lsidfosndn 2 Port

(3.6) fdesmadousenunsalifiutoyauuy Fiber Channel (FO) aruidalalosna
16 Gbps/port 9MuIUBENLBE 2 Port

(3.7) # Power Supply WuU Redundant Power Supply, Hot-Plug #38 Hot Swap
Swauedrdes 2 wie frannsavhoumaunuiuly wavaunsndsurnsiaioninmuedls
(38) fuatesenuuuliiuuuy Rack LLazmﬂ,Jﬁﬂaﬂﬁ"’\ﬁuﬁ Rack vununsgu
19 il '

(3.9) @m150n5293UN15Y191uv09gUNTallusEUL 19U Processor, Memory,
Hard Disk léldueenetios minflenuiinnfvegunsal

(3.10) HwadwisszuuUURAng (Operating System) 18y UNIX 50 Red Hat
Enterprise Linux Sever 11854ud1gn wiou Support WUy 24x7 ﬁﬁﬁmﬁwémﬂ%mugnéfaa
arunginesuIuiisanesenisldau dsamnsarinusiafuszuuneufameifiausld
oeediuszans AW

@) n3eneufiamesuiteiudi Application and Web Server duiugainiug
wagnaaay (Development and Testing) ¥i191uludnwaeg Virtlalization Technology 1 usgn4
Yiow 1 1nes InsudasirdosiinuautRetnatossil

(4.1) flwiasUszurananans (CPU) fiflanrtinenssuuuy Intel Xeon Gold
Processor #38#n31 finnnuSadygrauinnlalfesnda 2.9 GHz S1uaulitfesnda 2 Processor
wiag Processor i3 1uulidounin 16 core (16 WnUndn) 5895UN1TUSENIANALUY 64 Bit
fimheanuduuy Cache Memory liifioendn 36 MB viseiluss@vsamgandy

(4.2) TwurwArmdan (Memory) Wuu ECC (Error Correction Code) LRDIMM
DDR4 w38fnin vunalivfosndn 32 GB drunulidesnit 12 mie sesfumsveneldlidosndn 1.5 TB

(4.3) Anuredaiudeya (Hard Disk) ¥fln Solid State Drives #38fn41 uag
feugliitfesndy 48068 Sruauliitfesndn 3 winy usazmesesiumsneadsuiuy Hot-Plug
%39 Hot-Swap

(4.4) @u15a%i1 RAID 0, 1 1éfuseretios nieusiell FBWC w3e Cache e
Wiguwin aunabitesnii 4 GB

(4.5) 1 1/O Slot wag Port USB iiganasenisidau

(4.6) TpadousesruuAietne wuu 10 Gigabit Ethemet wiafnin Shuauliitios
n71 4 Port

@7) Tdoudousesvuuinietne wuu Gigabit Ethemet vieRndn srunilaitfeend
4 Port

o
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(4.8) u‘zI?JWINL‘UEJﬁ,JME]E]Uﬂi alfiudoyauuy Fiber Channel (FC) aunsalaivfes
A71 16 Gbps/port 91uIusg19tioy 2 Port

(4.9) % Power Supply WUy Redundant Power Supply, Hot-Plug %38 Hot Swap
Smnuegutiey 2 wiie flaunsavhaumaumiduly LLavmamaLﬂaawmulmmwmuaalm niou
gunsalszuneeuouTlanunsaldiulniusedy 220 Taad/50 Hz 14

(4.10) saipToteanuuuliiunuy Rack uagauisnfadelug Rack vum
195g1U 19 HlE

(4.11) @wsansrdun1sineuvesauniniluszuy 1y Processor, Memory,
Hard Disk léiJuaghetios minfinnuliaunfivesgunsel

(4.12) Hadawensuad Virtualization Management mude 4.3.2(1)(1.2) 14

(4.13) TwowsusszuuuURnng (Operating System) Microsoft Windows 2022
Standard w3e Version figendn wila Open Value Afdwan3nsldsugniasnunguune
wiondvsnisldau dunuismedenisléau Fenursarusuiussuureuinmesmausldosis
Nszdndnm

(5) 1ATesnouRResLLY1ed MTuT ANt Backup/Restore Server €145 u

Audaeufinimeindn Sruiusgties 1 1adeq wagdmivgudnauiumesdises Iuiuestelon
1 1309 TnouraziaTasdanauifoshatiosdsil

(5.1) fimiasuszunananans (CPU) fAflan1tlnenssuuuy Intel Xeon Silver
Processor ¥38fin1 fianusidygauninildidesndn 2.4 GHz sruanlitiesndn 1 Processor wsiaz
Processor #31uaulitosnda 10 core (10 Wnuvdn) 595UNSUSEINERALUY 64 Bit InUleammsLUY
Cache Memory lsitioendn 13 MB viefiuss@vinmgenda

(5.2) AnureAruIman (Memory) wuu ECC (Error Correction Code) RDIMM
DDR4 wiadnd vwalaidesndn 64 GB wavamsaveeligeanlsdfosndt 768 GB

(5.3) fimhedafudeya (Hard Disk) fia SAS Aiflawmisrsevlsitfasnin 10,000
sousiewfl niewiln Solid State Drives ¥30And1 wavilanuglaidesnin 600 GB Sruaulaifeendn
2 whe usazmhesesfunmsnenueuuuy Hot-Plug 3o Hot-Swap

(5.4) fiedanfivfeya (Hard Disk) Solid State Drives w3afina1 wazfiniug
Liitieandn 960 GB Swanliidesndt 2 mie udasmiiesesiunisnenUdeunuy Hot-Plug w3
Hot-Swap

(5.5) @139 RAID 0, 1, 5 tifusdnaios wiowsiall FBWC vido Cache o
Wiguwin vunaliitesnin 2 GB

(5.6) % /0 Slot wag Port USB tiiganasan1siaeu

(5.7) fveadeusiossuuipiets WU Gigabit Ethernet y3efnTn s1unulaitos
171 2 Port

(5.8) fifoudousiogunsalifiudeyauuy Fiber Channel (FQ) aranalaidforndn
16 Gb 91uug9LBY 2 Ports

(5.9) I Power Supply wuu Redundant Power Supply, Hot-Plug 38 Hot Swap
Fruruegetios 2 mile faursoiisunaunuiuld uas mmamﬂa&Jusumvlmaawmuaalm
w¥eugUnsalszunsmnuieudiansnsaldfulniiuses 220 Taad/50 Hz 16
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(5.10) FupIesoonuuulfiiuwuy Rack LLazmmmﬁmﬁ”’ﬂuﬁ Rack 9u1@
wmsgIu 19 Gld

(5.11) @1u150n5739UAIUYeRUNIAllUTEUY WU Processor, Memory,
Hard Disk #lUusenetios mnfimufinunivesgunsal

(5.12) fwenduassyuuUfiRns (Operating System) Microsoft Windows 2022
Standard 3e Version g4n11 %ia Open Value Aflavansnisldaugniesmiunguuie
wionansn1slda Sruuilmenanisiday Seusaveusiutussuunsufinnesiaueld
agniluszAvSaw

(6) a‘dﬂimmﬂmamamauaﬂ (External Storage) mmumuaﬂammmawaﬂ mmu

aeatios 1 1AT04 uay dmSugudroniinmesdises Sruaustraton 1wn3es Tnudasiaios
finauanifogneionsi

(6.1) ugunsalivianiiAdaifiudoyauuunisuon (Exteral Storage)
Faanansavihauluszuu SAN (Storage Area Network) 1

(6.2) Controller @wnsavinarukuu Dual Controller 58 Active/Active

(6.3) ¥ Cache Memory wesssuusulidifosnin 256 GB

(6.4) fioaiaus Disk WU SAS wieRnd1 vwmemglitosnia 2.4 TB Aflarusy
sauliidosndn 10,000 seusieundt Sruaubitesnda 24 e

(6.5) faieu Disk LUy SSD e uglitionndn 1.92 T8 Sailsitfesnin 8 wmiae

(6.6) 5033UNSAnRa Hard Disk légeanlaitesnin 190 wite Tngassessaiu
Hard Disk ila SSD, SAS, waz Nearline SAS (w30 SATA) 16

(6.7) § Host Interface WUy 16 Gbps Fiber Channel #3ofn31 sauaulitiounin
8 Port

(6.8) i Power Supplies ay Cooling Fans 119144 UU Redundant, Hot-Plug
%39 Hot Swap 1t

(6.9) @duayuN1TYILUY RAID 6 w3alfisumi wioRnin

(6.10) @wnsavir Snapshot, LUN Copy (38 Clone) wag Thin Provisioning 161

(6.11) $895UMTVNULUY Automatic Tiering ldlaitieanan 4 Storage Tier

(6.12) 5895UN19¥I Data Replication
(6.13) awsnve1eAINNRVEd LUN 38 Volume wuu On-line &

(6.14) soe¥UnITiUTINAUTTUVURURN SR elUT Microsoft Windows
Server, Linux, VMware, Hyper-V, HP-UX, IBM AIX lag Solaris Juednationy

(6.15) adfuayunsdwan Firmware Tnghisiomenssuy

(6.16) il Software aelun1suSmsdnnis Storage

(6.17) @m13a9i Replication Yayaldmufisurarsimun nfeuvs License
ﬁmmsa’tﬂé’fmulﬁmauﬂqummwaqqﬂmaﬂ%’mﬁu%’aga

(6.18) mmmﬁﬂﬁgﬂug’f Rack 11asg1uaung 19 9 16
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(1 gunsnidrsestoyn dmiugudrouinmesvdn dnnustisios 1 des Insusaziedes

fnumniRogatiosssd

(7.1) \DugunsaldmAudeyantsusnuuy NAS (Network Attached Storage)
%39 SAN (Storage Area Network) #Saifisuwivsefinid

(7.2) mhwenugunisvinmu Controller Srnulitfesndn 2 Controllers Tapvinem
WUU Active-Active 1@

(7.3) fmreaudndmsu Storage sawlaitieundn 24 GB

(7.4) fifaduuy SAS uSe SATA 3ednin Nla11ug 6 T8 Sruaulddesnd
4 b wazanunsavenelaglifadldsindugagalitosndt 12 miwe

(7.5) anunsnaeadsuviefinia Hard Disk Drive ilagliifesmannsyiauees
JEUU

(7.6) 5895Un15¥1 RAID wuuitesfufadidenianioudu 2 gn luudas
ngu RAID Balaitfusau Disk My Hot Spare

(7.7) sessumsldanulusianea FC wag iSCSI Iiiduatneios ,

(7.8) Tdeudeusiogunsaiifiudoyauuy Fiber Channel (FO) fimnuidslidesndy
16 Gbps 91u1usEWleY 4 Port

(7.9) Features U Storage System At ianennanesRsdufonaus License wuu
Lidiauusiaurfiiiaue wiedonaus License wuuAnanusiuau Controller

(7.10) annsauImsdanisszuulugluuy GUlla

(7.11) fsvuuudaieurnunng E-Mail dlerdeainilym

(7.12) gunsalfiausdeaduviiafioonuuudmiufiansly Rack wieugunsal
dmiuRndaly Rack 11AsgIuA 19 Tald

(8) gunsal Fiber Channel Switch (SAN Switch) dwSurudneufinmaindn Sruiuees

Yfow 2 1ATes uazdmugudnoufiunesdises Saauedrates 2 indes Tneudazindosdgauaudi
agationsa

(8.1) awnsasioderimumAlilad Fiber Channel (FO) ' Sruanlaiforndn 16 port

(8.2) annsndeussusay port idmuiedates 16 Gbps

(8.3) se9¥unsifeusiawuy Short-wave was Long-wave I8 514 Slot WUy GBIC
(Gigabit Interface Converter) %39 SFP (Small Form Pluggable)

(8.4) il Transceiver %38 SFP+ wiin Short-wave (SWL) fiasnsaviaufimnugs
9819Uoe 16 Gbps/port Sruulsitiesnin 16 wiae

(8.5) 385UNIIVNIULUY Auto-Sensing 8, 16 Gbps Iatlusgratiae

(8.6) @w13avin Switch Zoning &

(8.7) 5835UN15TANTTHIY Web browser ag CLI 58 Secure Shell 1§ waz
Serial Port 16

(8.8) fouaueniouany Fiber Optic dwiuidenselffiumonunislidau

(89) anunsofndlug Rack msgiuvun 19 i 1

(8.10) HugunsaliifindeamunenisAndesdugunsaidaifiudeyanisuen
(External Storage) fhiiaue
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(9) gunsal Network Switch dmsugudrenfinmeivdn s1uiuedwiles 2 1ndos uay

dmiugudaonfiumesdises Sruauedalion 1 1n3es InsusasirdesiinauaniRoseliondsil

9.1) Lﬁuqﬂmaﬁ Ethernet switch fivinanuléia Layer 2 Uag Layer 3 14 OSI
Model 7if Switching capacity #3® Switching fabric litieanin 128 Gbps wazil Forwarding rate
58 Throughput Litfeendt 96Mpps ‘

(9.2) fiwedn 10 Gigabit Ethernet WUy 1000Base-SX (SFP+) drurulaitiosnin
2 wese wiauiaus Module 1000Base-SX druaulaitfaenin 2 Modules

(9.3) fivmirgAnudwuy RAM vualaitiosnda 2 GB uagmiismuswuy Flash
uahitesnin 1 GB

(9.4) 5995U Jumbo frame Tivualaiifosndn 9,198 Bytes

(9.5) afuayun1svin VLAN lalaitfesnda 1,000 VLANS

(9.6) aduayuIIL MAC Address lalitiornda 32000 MAC Address

(9.7) 5843V IPv4 Routing tag IPv6 Routing

(9.8) il USB port eg1atios 1 Port way Console port agetias 1 Port

(9.9) @duayun1sMIIUAIUNINTFIY IEEESD2. 1D, IEEEB02. 1w, IEEES02. 1,
IEEEB02.1p, IEEE802.1q Way IEEE802.3ad

(9.10) @wsavi Access Control List (ACL) %1 IPva uay 1Pv6 Tngasnsatisfy
nslFnleiilussau Port was VLAN 14

(9.11) @1mnsafmnuaRMAINNITLU3NIs (Quality of Service) WUY Priority
Queuing, Shaped Round Robin (SRR) %38 Weighted Round Robin , Tail Drop w58 Weighted Tail
Drop (WTD), Rate limiting , Committed Information Rate (CIR), Policing %58 Weighted Random
Early Detection ¢

(9.12) fauanansasu Network security il

- BPDU Guard "3atfigulyin uay Port Security
- Dynamic ARP Inspection (DAI) wag IP Source Guard #saLiguLni

(9.13) @1u19991 User authentication WUy IEEE 802.1x way User/Device
MAC-Authentication s7ulUfq IEEE 802.1x WUy Guest VLAN, VLAN Assienment, Per-User ACLs,
Voice VLAN 18

(9.14) ﬁ’ﬁ/iumgULL‘U‘Uﬂﬁ Authentication wuu IEEE802.1x, MAC authentication
waie Web authentication

(9.15) 5935UA15¥ SPAN %38 Port mirroring Tagansnsayin Remote SPAN %3e
FRSPAN %38 Remote mirroring 161

(9.16) UIMIIAN1TRUNIOINU SSH, SNMP, RMON way Web-based ¢

(9.17) 5893UN"3 Programmability network @78 Yang models §11 NETCONF,
RESTCONF protocol %38 Rest APl

(9.18) 1 Redundant power supply

(9.19) anansofndslug Rack 1msgIun 19 i I
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(10.1) gunsaladudeyans (KYM Switch) dwsud Rack ldmuaunisiinuees
iwesneniumofisltneiiaue Swauiisamesemsldo

(102) flwenmuuualad TFT LCD wiofindy wiakuifiuls swalddands 17 89
wiouutuiun (Keyboard) uay Touch pad wiSeiiiguirin

(103) FaTeseanuuuliifiuuuy Rack LLasmmmﬁmé?ﬂué’ Rack 11915§7u
um 19 17 1§

(10.4) #igunsalu3uisdnnis (Hardware Management Console - HMC) tileana
Aan3lanu

(10.5) quasaidu q Asududwunishndadniug Rack uazdmiudeusonis
THnuiuedowrenfanefuitisuasgunsalfiiave Weannsaldousuiildosaivsyaniam

4.3.2 Wsunsurauiamesatiuayy (Supporting Software)
fouteiauedeaauslusunsunsuianedaiivayu (Supporting Software) fv
nsldnugndesmunguing dnnuissmesenisldau Uszneusisegatodll
(1) wondurIsdmTusiindafl Virtualization Management 1 unuy Open License
w3ou Subscription svezian 5 U uasilAvavigndesmnguane Ussnoudae
(1.1) wenAwiissuy Hypervisor dmiugnussuianaszuuiny (Production)
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(1.1.1) maqmwuﬂﬂmammmqmu Hardware °lmma“ﬂauwamaﬂauaulﬂ
WU AvUALIUIY CPU, Memory, Disk 1Jufu

(1.1.2) Fesdnassmbeanusilifurenfinmefiaiioulsiiumbearusi
flog g3auAdDIRaume LTy

(1.1.3) Fosfndaldarufiu Local Storage %59 External Storage 14U SAN,
NAS wag iSCSl e

(1.1.4) afvayunisidrouinmefiaiiousna q A5 annsodhusu-deu
Storage diunanslandon o Au Inglifinansenusensyhaureusazaeufinnesiailou

(1.1.5) #osinsiensufamesiaiiouainnissnaufanesuldionis
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(1.1.7) awnsasessunisvihauldegnsesiios (Zero Downtime) Tnglaivih
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(1.1.8) saaldaru Network Port laannnan 1 Port wien o AulunnsSuds
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(1.1.10) peufininefiaiioudadeiuaiuisadianeszuuyfoanasla
wa1Aviane Wy Windows Server 2022, Windows Server 2019 uag Linux Idifuesgneiae

(1.1.11) ssuvdjiinsiadiousieslinisiuuseiuwaglasvaduayunieiny
walanuTEngnEavseuTEnduvugnanlulsanalnelaenss

(1.1.12) s095un1sldusIuiusEuUU Antivirus dmsunsuiiainesiaiiou
Franunsavinsaunfarussuuiedouddnsldlaense Inglidesiae Agent vuiAdoswronfiunes
G

(1.2) wawdiwIsssuy Hypervisor dmsugainiuuasaaeu (Development and

Testing) Suaudnsnisldauiisme aseunquiniesneimesiuidng dmduyaiauuasnaaoy
puto 4.3.1(8) IneTlnuautRegnedondel

(1.2.1) deosivunmmaudAnIaing Hardware Tusiazasuiunesiadouls
W fmuasual CPU, Memory, Disk tHusu

(1.2.2) dosinassnisanudlinuasuiumesialioulmiundisainud
ﬁﬁagjﬁ]‘%quuLﬂ%aﬂauﬁ'maﬁlmha

(1.2.3) Foshnnsldsrufu Local Storage %38 External Storage 1%y SAN,
NAS wag iSCSI g1

(1.2.0) afuayunislyimenfmediatiousw q i amnsaduisu-dou
Storage @unanslanion ¢ fu lnghiflnansenusensvinuveiusasaeuimnesiaiiou

(1.2.5) faavhniséreneufiamesiadouainaiosnenfnnesultienis
TugsBnindesnaufiamesudtienis Tnglifnansznudenisyiausazlidoslnnisiiaues
TUsunsuivhaueguunenimesiatou

(1.2.6) #osdelinouRnnefiaioudranisiuluvunionsufinmes
witeesaslaiuuusnluld Tunsdiledesmeufinmeuddrefundsme

(1.2.7) feslde1u Network Port Taunnnda 1 Port wieu ¢ Aulunissuds
Yoyauiadorfulditeiuusyavsamlunmsiudsdoya

(1.2.8) AouRamesiafieufiarsiuauisofnaessuufuanisla
waINuae Luu Windows Server 2022, Windows Server 2019 wag Linux Imluseetiey

(1.2.9) szuulfjiRnisialieudedinissudseiuwatlasuatuayunadu
wiallpnUITREavTeUTEnI U REluUsemelnelaense

(1.2.10) s995unTlEusINAUTEUU Antivirus dmsuasuimesiaiiou
Feanusarnmsaunubfaruszuuiteasideldlaonss Tnglidosias Agent ULIASBIABNAADS
wdlou 4

(1.3) waWdwIsszuvUsmsdnnsnndinats dwivaudaoufiameivan 41w

agatley 1 sruu uazdwiugudnaufiamesdises Snuedieiles 1 svuu Inslinuauified ey
il

(1.3.1) arwnsaiguaznsiaasuaniuen1sineulags1uved Physical
Server, Virtual Server uwazudafiou (Alert) JymilAntu

(1.3.2) @msausnisannsninensdmsunenimesiaiouaindiunany
Wy CPU, Memory, Storage Way Network
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(2) wewsudmiy Backup/Restore doya dwiugudnouiiamesudn Suiusdrados

1 syuv uavdmiugudnenininesdises Suauediaios 1 ssuu TnsfinumniRehedesdal

(2.1) 1Husguu Backup Solution Anelugdeafufil Module s895un13vi1a1u
Unedoyanseunquituedasmoufiameigning (Client) uazadosmeniiaimeiusitng (Server)

(2.2) uszuu Backup M5095Un1vhaTusIY Network wag SAN

(2.3) $895UN191197U Backup LUU LAN-Free Tuan1uuindonn1sv1e iy
SAN 18

(2.4) $995UN17 Backup WU Client Agent lduunany Platform 1y Windows,
Linux tHusu
so95uUNsdedu Backup fauuy Full Backup Wwaig Incremental

Wussuuiiatiuayun1svi Scheduler wuy Calendar View
fugaiisnuuuiamzdmivdsesdeyassuiluanimuindewaiiou s
VMware ESX o Microsoft Hyper-V Virtual System Iﬂaiaﬁ%’umiﬁﬁmmu Granular Recovery
99nMsYi Backup LganSaie)

2.5)
2.6) 5995UAMENURNT5YIN De-Duplication
2.7)
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5.4.1 Aszuuiasasmeuiamaiuavaunsal (Hardware and System

Software) AMUAMANWIN N.YD 4.3.1

(1) 1ATpemaNRImasultned MSUsTULALATIZTT IR
YauszuIarasEUUIU (Production)

o a vt ° v o . .
(2) wipsrauRmaiudvyhuinf Application and

Web Server (Production)

o a 3 [ o s salay
(3) L ATD9ADUN AR DTUUIBFINTUTZUUALATIE IR
YRRUILAZYAaBY (Development and Testing)

{ a [ o v . .
(@) Lrsosnaniunasuiurevihmiing Application and
Web Server d1uiugadaiuilacvundsu

(Development and Testing)
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Backup/Restore Server

(6) gunsnidauivdeyanieuen (External Storage)

(7) gunsnidhsesdeya

(8) qﬂﬂiﬂi Fiber Channel Switch (SAN Switch)

9) Qﬂﬂiﬁﬂ Network Switch

(10) swuU Console
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5.4.2 Alusunsumauiiwmasatiuayw (Supporting Software) aumasuan n. 48 4.3.2
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(2) wodwr§dmiu Backup/Restore doya
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