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3.2.1 gunsal Load BaLanc:er way Web Appllcat[on Firewall ﬂ‘uﬁlﬂauwa Wasnan
Fuau 2 wies fnumutBedvios feil

(1) LUuaUﬂ'sm Application Delivery Conitrol Immﬁwqu 1%l Throughput litieendn
40 Gbps lusyAu Layer 4 wag Throughput aitiesndn 30 Gbps Tususiy Layer 7

(2) 5845 500,000 Connections per second Tusedu Layer 4

(3) 5893y 1,300,000 Requests per second Tusséu Layer 7

(@) annsadiudadaya (Compression) Ialsideunia 20 Gbps%\g
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(5) il 1/10 Gigabit Ethernet port #5im RJ45 Srurulaifasnia 4 Ports uagil
1/10/25 Gigabit Ethernet port lin SFP/SPF+/SFP28 d1unubitioandn 4 Ports
(6) ansnvin SSL Offtoad In Taeeedu SSLv3.0, TLS v1.0, TLS vi.1, TLS V1.2,
TLS v1.3 Idhfuaghallon |
(7) anssavinaulUL Hardware SSL/TLS Offload wagsasiu RSA lalkitieenin
30,000 TPS (2K Keys) waz ECC leilitfosnin 14,000 TPS (ECDSA P-256) wawil Throughput lsitfeand
20 Gbps Bulk encryption
Y (8) @389 SSL Connection mirroring ¢t 1iter3e$hen SSL Connection
letfin Fail-Over du _
(9) @w13ai Load balance Toeld Method wuu Round Robin, Ratio, Fastest,
Least Connections, Weighted Least Cannections, Observed, Predictive 1ag Least Sessions & Wuegaios
(10) @330y Connection persistence Iﬂﬂﬂ‘mn Cookie, Destination Address,
Hash, Microsoft Remote Desktop, SIP, Source Address, SSL wag Universal et
| (11) darnuamrsalunisan Server load A38 One Connect, RAM Cache,
$SL acceleration and offload (s
(12) d@rursnldeeiun1slaud Web application OWASP Top10 16 wagdl
Dashboard weimsn1tUesiy OWASP Top 10 9asusiay Web application
(13) anunsatesfudayaiidiaamdrdey Taenas Encryption Credentials wie
Encryption Data Tusesiu Application Layer Lﬁaﬂmﬁ’uﬂﬁﬁﬂﬁﬁa;&amﬂ Malware %38 Spyware 161
(14) 5895un15Y11 Web scraping prevention w38 Web scraping detection 'I6i
Iagenanansey Non-human users 19 tngldivadia JS 13 JavaSciipt wag CAPTCHAS
- (15) amnsatfosfiunislauiussnm DDoS Aisefu Layer 7 1#eii8ms TPS-based
Detection, Stress-based detection, Heavy URL. protection uag Behavioral Detection 9
(16) s8a%Un13de Notification BuNa SNMP traps waz e-mail Wfluetatos
(17) fl Redundant power supply #UU Hot-swappable
(18} ansgvin High Avaitabitity (HA) wuy Active-Standby uae Active-Active 16
(19) gursaleonuuusryidiu Recktype snsnsoRandhu Rack srpagmansn 19 il
3.2.2 gUnsal Gateway Internet Banking Switch fudnasfinmeiundn $1umu 2 1ades

L) 1 2

finmuasnifetneion il

(1) 4 Switching capacity W3a Switching fabric 3a Switching bandwidth
laitiaenda 330 Gbps

(2) 1 10/100/1000 Ethernet port wiiia RJ45 Srunilaitienndn 48 Ports

(3) 1l 10 Gigabit Ethemet port %iin SFP+ viSeirin Sunllidtieents 4 Ports

(4) 895U MAC Address lalaitfaenda 64,000 MAC Addresses

(5) see¥u VLAN leilifiesndn 4,000 VIANS

©6) serfumsvi Stack lalsitiaenii 8 4

(1) seviusNAIEU OpenFlow Version lainin 1.3 vide NETCONF 15'% N
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(8 am13adta IP Routing AeselUil Static Routing, OSPF, OSPFy3, BGP,
BGP4+, IS-S for IPv6 wag Policy-Based Routing 16
(9) @wnsavin Multicast WUU PIM-SM, PIM-DM Lag IGMP Vl,vZ,vB '
(10) aﬁ’uauumiﬁwwmmmmgm IEEE802.1q, |[EEES802.1ad, IEEE 802.1D,
IEEE 802.1w, waw IEEE 802.1s 1¢ |
(11) a3yt Authentication tuu IEEE 802.1x, MAC address authentication uay
Radlius authentication 16
(12) firwum QoS (Quality of Service) M1MINS§IY [EEES02. 1p 5909811150
AmupAWUL Weighted Round Robin (WRR) was Priority Queuing (PQ) It
(13) yeasuwmlulad Virtuat Extensible LAN (VXLAN) &
(14) § Redundant power supply WUt Hot-swappable
(15) Umnsdiansgunseliiy SNMP, Telnet, SSH uaz CLI ¢
(16) qursaloemuusilithaumy Rack type sarseionslug Rack snasgmuansn 194415
3.2.3 gunsal L3 Switch quémesfamaivian $1uau 2 indes finuaudiosslion il
(1) 4 Switching capacity %38 Switching fabric 138 Switching bandwidth
laitfondn 330 Gbps
(2) 1 10/100/1000 Ethemet port %Tin RIA5 Smnuliitiosnin 48 Ports
(3) 10 Gigabit Ethernet port win SFP+ wSafinit shumnlliiasndn 4 Ports
(@ 095U MAC Address 8lsitfaunih 64,000 MAC Addresses
) smedu VLAN litfosndh 4,000 VLANS
(6) 985un1ivi Stack lelsitdesndn 8 gm
(7) ses¥urnmsg1u OpenFlow Version laifng 1.3 Wie NETCONF 1
(8 @1u3n¥ IP Routing stasaludl Static Routing, OSPF, OSPFv3, BGP,
BGP4+, 1SS for IPvé Uag Policy-Based Routing ¢
(©)  awsany Mutticast WUy PIM-SM, PIM-DM wae IGMP viv2,v3 1a
C(10) affuayumsinausIaanIgy IEEE802.1q, IEEES02. 1ad, IEEE 802.1D,
EEE 802.1w, @ IEEE 80215 14
(11) @winsnvin Authentication WUy JEEE 802.1x, MAC address authentication was
Radius authentication 1a ,
(12) f1um QoS (Quality of Service) RINUINSFIY EEESOZ. 1p saufiednunsn |
ATIAANLUY Weighted Round Robin (WRR) ez Priority Queuing (PQ) 16/ |
(13) seesumelulad Virtual Extensible LAN (VXLAN) 161
(14) & Redundant power supply Wuu Hot-swappable
(15) UImsdnmsguniaining SNMP, Telnet, $SH uag CLI 1@
(16) aﬁﬂ'ﬁmaamt,wmimﬂuu,w Rack type ﬂmﬂmﬂm’mm Rack 1npramaiig 19 u’.ﬂ.%ﬁ
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3.2.4 gunsal Out-of-Band Management Switch Fudrewfalnasvdn S1au 2 il
flanaudhoghetiay feil |
(1) i Switching capacity W38 Switching fabric #38 Switching bandwidth
laitfeurmin 280 Gbps |
@ 1§ 10/100/1000 Ethemet port wila RJ45 rualaivisenda 24 Ports
(3) # 10 Gigabit Ethernet port i SFP+ v3ednan Shuilitiasnda 4 Ports
@) 993U MAC Address lakiffornin 64,000 MAC Addresses
(5) sesiu VLAN lalsitfesndn 4,000 VLANS
(6) sas¥umai Stack lAlaivieendn 8 ya
(1) ses¥urnnagms OpenFlow Version laifindn 1.3 w3e NETCONF 16
® awnsavi IP Routing Wiasaludl Static Routing, OSPF, OSPFv3, BGP, BGP4+,
IS-S for IPv6 wae Policy-Based Routing 1
(9 @ansevin Multicast WUU PIM-SM, PIN-DM wa IGMP viv2v3 16
(10) advuayunIiusuNesgIu IEEED2. 1q, IEEES02. 1ad, IEEE 802.1D,
JEEE 802.1w, uw IEEE 802.1s 1§
(11) sansevin Authentication Wu [EEE 802.1x, MAC address authentication Wa
Radius authentication 16
(12) AMmun QoS (Quality of Service) A3NNASFIY [EEESO2. 1p To8den3150
AWLARMUU Weighted Round Robin (WRR) wag Priority Queuing (PQ) 1
(13) sesfumnlulad Virtual Extensible LAN (VXLAN) 1&
(14) &1 Redundant power supply WU Hot-swappable
(15) Udhnsdnmsgunsaiing SNMP, Telnet, SSH uaw CLI 6 |
(16) gumsnieeniurbuwy Rack type snsnsafdidhsl Rack srwsgmann 19 4306
3.2.5 gunsal Load Balancer Wag Web Application Firewall Audreufamosdrses
F1uau 2 e HnmuauiRednalios feil
| (1) Wugunsal Application Delivery Controt Tngnawe it Throughput laitfesnda
25 Gbps TuseAu Layer 4 uaw Throughput lalfasndn 17 Gbps Tusesu Layer 7
(2) s99¥uU 350,000 Connections per second lusssu Layer 4
(3) 98930 875,000 Requests per second Tussfiu Layer 7
(@) awnsaludadoya (Compression) lidasnda 15 Gbps
(5) i 1/10 Gigabit Ethemet port %fln RI45 $ruanlsitiosndn 4 Ports uaei
1710/25 Gigabit Etheret port wiln SFP/SPF+/SFP28 s1uanlaitipenia 4 Ports
(6) @wnsavi SSL Offload 161 Iaeisaadu SSL v3.0, TLS v1.0, TLS v1.1, TLS v1.2,
TLS v1.3 Isiiluegnsas -
(7) @m5ayinaul Uy Hardware SSL/TLS Offload wagsesdu RSA lelddaandn
15,000 TPS (2K Keys) uag ECC lalalifaeinia 10,000 TPS (ECDSA P-256) uaxdl Throughput lidesnin

10 Gbps Bulk encryptio%g
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®) @wnsnn SSL Connection mirroring teilada8§nwn SSL Connection
ileifin Fail-Over Fu
(9) @159 Load batance lagld Method wuu Round Robin, Ratio, Fastest,
L east Connections, Weighted Least Connections, Observed, Predictive wag Least Sessions Wilusestison
(10) amnsayin Connection persistencéiﬂﬂﬂmn Cookie, Desti‘nation Address,
Hash, Microsoft Remote Desktop, SIP, Source Address, SSL Wag Universal %1
(11) darmaruisalunisan Server load #78 One Connect, RAM Cache,
SSL acceleration and offload (s |
(t2) arusadesdunislanf Web application OWASP Top10 16 was il
Dashboard uansnistasiu OWASP Top 10 uasusiay Web application
a3 aunsadestudeyafiinarud iy Tnen1s Encryption Credentials #3e
Encryption Data Tuseéiu Application Layer Lﬁaﬂmﬁ’umiﬁﬁﬁﬂ%’m&ﬁﬁmﬂ Malware %38 Spyware 1¢f
(14) v@afun15vin Web scraping prevention %38 Web scraping detection 16
Tawansaszy Non-human users 16 Tneldimafia JS Wi JavaScript uay CAPTCHAS
(15) anunsatleatunslanduszian DDoS fisedu Layer 7 l6dae35ns TPS-
- based Detection, Stress-based detection, Heavy URL pro’ce‘ction wag Behavioral Detection 16
(16) 5895Un"ele Notification H1UN19 SNMP traps way e-mail ailiusdaniey
(17) 81 Redundant power supply wuu Hot-swappable
(18) anansavin High Availability (HA) wuu Active-Standby kae Active-Active g1
(19) gumsafeenuunariiithany Rad type ararmnfeidug Rack srorsgianim 19 T
3.2.6 gunsal L3 Switch guinesfiawesdnsa sy 1 ines aaumihoseion dil
(1) 11 Switching capacity %58 Switching fabric w38 Switching bandwidth
Taitfaenan 330 Gbps o . '
(2) 1 10/100/1000 Ethernet port 9ila RI45 Shunuliiipenia 48 Ports
(3) 9110 Gigabit Ethernet port oila SFP+ w3aRnd1 sruiulitiounin 4 Ports
(@) 9835U MAC Address Talsitiaend 64,000 MAC Addresses
(5) 5995U VAN lalsitionndn 4,000 VLANs
(6) seeiunish Stack labhiteesndy 8
(1) ses¥uanmsgiu OpenFlow Version ifndn 1.3 w3a NETCONF ¢t
(8 a@1u19a¥in IP Routing Rasalyudl Static Routing, OSPF, OSPFv3, BGP,
BGP4-+, ISS for IPv6 waz Policy-Based Routing 161
(9) amIavia Multicast 4uu PIM-SM, PIM-DM uag IGMP v1,v2,v3 14
(10) atiuayun1s¥ iR NI 5§11 IEEE802. 1q, IEEES02, 1ad, IEEE 802.1D,
IEFE 802.1w, Wa IEEE 802.1s &
(11) @ansevih Authentication WU IEEE 802.1x, MAC address authentication
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