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6.1.10 funediosfiofRnungmnouarudninasisuiiiendes wu uaufodluns
Uivnsanndidadiumaluladansauine (T Risk Management Implementation Guideline) Wag
YszmasunsusUszmalnedndhendninasinisifuguaniuidesiumelulad (information
Technology Risk) waninasinisiifuguanislduinisangliuinisatdvayunniuseneugsng
(Business Facilitator) vssaiunsduameRafisuensuiasanalnefmuaiu saasnsuiie
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Financing of Terrorism: AML/CFT) 1usiu uaglisuensuvisUsewelve suatseediu gasisseuniauen
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%’ﬂ‘mLLasﬁmﬁgﬁz‘uumwaaumimﬁﬂuwamﬁ‘lm%’m&a (File Integrity Checker) #3194
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4.2.1 iz*u*ummaaaumimﬁauwamﬁlﬁaga (File Integrity Checker) 9gfa4il

nusiRagation s
(1) \uandudiimihinmassunisuasuuaseyalvdrasssuy (Crtical
System files), TWdnnsded (Configuration files), ladaya (Content files) niataya Log #ismun
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(2) mamﬁwﬁmsmmﬁlaaumﬁmaauuﬂaumlwama (File Integrity Checker)
ﬁ”]'Vi’i‘Uﬁ]@ﬁNL‘WE]I”N’WUhJU@EIﬂ’J’] 250 Lmamwwamas WALIOITUNITNIUTINAYIEUURSIdaU
mmﬂaawﬂamﬁl‘wa%a (File Integrity Monitoring) mem&ﬁmmsaauaulmmag

(3) eunsadliseiimaasuulasteyavesssuulf o 18 duadatiosdsd

- Windows 7, 8, 10 taz 11

- Windows Server: 2003, 2008, 2012, 2016, 2019

- Amazon, CentQS, Debian, Fedora, Red Hat, SUSE, Ubuntu, AlX, Sun
Solaris, HP-UX (Itanium, PA-RISC)

(4) iaqwmiLB’J'ﬁ“Nm5LUaauLLanama Configuration ¥2egUnsal Network 4
%‘du@m%uaamu Cisco, Checkpoint, Extreme, F5, Fortinet, HP, Juniper, Netgear, NetScreen,
Palo Alto

(5) sea3untsdhseamsiAsuulastoyavas Database Ififuagalosdsi

- Oracle
- IBM
- DB2
- MS SQL Server
- MySQL
(6) soviumsihssFamsidsuuasioyanas Hypervisor ififiuaghationstsl
VMware ESXi 5.x, 6.x .
(1) sesdunsihssfensiasuulasfioyaes Containers wag Orchestration
tool Widuathatondsil
- Docker
- Docker Enterprise
- Kubernetes
- Google Kubernetes Engine
- Amazen Elastic Kubernetes Server
(8) enansaisess Windows Parameters léfehaonsill
- Creation time
- Group security information
- Local security policy
- Service
- File Size
- Install software
- Modify time
- User group
- Local eroup
- Registry (keys and values)
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(9) enansauihseSs UNIX Parameters Ideenadaeiial
- File Size
- Mcdify time
- Creation time
- User and group ID
(10) anunsauansdoya3euifisunisuasiiiiniuludnuas Before ua after
IWlundreaiieady Insauisnszyafigniudsundandudfiiy (Add), au (Delete) wag
Watuulas (Change) &
(11) mmmuammaamﬁm%’agamilﬁa"l,wa‘ﬁmim?{aul,maalﬁasmﬁaaé’qﬁ
- LLammmﬁ”LWéQﬂuJEi"&JuLLUaﬂ
- LLam%pﬂ%’ﬁ'ﬁmmﬁﬁammaﬂwsﬁ
- LLamgULmeiLﬂa"auwaq T i {Add), au (Delete) wazUAsUL A (Change)
- wanedioya Process ldlumadeuntag
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(13} a@wnsaiinisds email sdufouludedauaszuulansdlndMise s
finsidsunuag
(14) ansadmunienlunisnmedeumseunvamd gl Fadafousal
- Update Baseline |
- Log
- Restore
- Deny Right
(15) ansnsndadeya syslog Wisseun Centralize log 161
(16) #u15091197U 50U Active Directory/LDAP @1m5u user account 16 way
gnsanvus user role 19
(17) @ansaimun Password Policy dwiugfldauls
(18) ansnsnadnseanulugluuu POF, HTML ke sV Igiduagalos
(19) @10150USUITTANITHIU Web Interface WuuUasads (HTTPS) 16 uay
AMNUATEEZEET session timeout 18
(20) dedalilmsleanedn (Pord) iuduln 1 MnAdesmeyiumaiidomnsdisete
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(21) 5043Un19¥IINAU Virus total Wavinisimseditawd (Malware) 14
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(1) annsafindandesrenfnseiuitiely Rack LIATFILILA 19 Tl
(2) fydratszanananans (CPU) laiffaandn 8 cores
(3) dwheanud (Memory) Suiulidifsandt 32 GB
(@) fuAdaifiotaya (Hard Disk) wuu SAS vunsliitfesndn 1 T3
(5)flwa$n Management §1u3u 1 woda wasnisadiondawiatas (NIC) S1uaw
lailoanin 2 wain
(6) imsfindendon License n1sT9aunas Windows Server 2022 widelmind
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