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(IT Infrastructure and Security) THduszansamunnd ety TIuBaRelgUnsal Network Time Protocol
(NTP) dfu Sync Time snasgiigniedifiuinioauiineuasindosgniteyniaiedinsety uay
gunsal Domain name System (DNS) TviwthilneusussnaGenldanszuua / Website s 7 vos
svuunugniudn Tngnisudasdie Domain Name By P Address iitenastdusmsldedasaiias
fmuaeady afwmnuidasiuwazemnudndedelitugndniléuing fduftumnuannsalunis
udsiumagsialigaty
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3.1 mnudeansnly

3.1.1 guUnsal DNS Server dmsuszuunugnAmdnuazgunsal NTP Server flldue
fonfugunsal fndesnuntvl Seliweldensnneu uasdeuduuiiedluaemsndn (Production
Line) uaziimssmine s Jaguu Tasuuuenansvdngiudenanuluiufiduenaisussmasaniie
NSIINYE

3.1.2 gUnsnl DNS Server dmsuszuuugndmanuazgunsal NTP Server fliaue
foaduadosldiumsnsiefuseinuaIwAIunIgIL ISO Wie UL 3o CSA wie VDE uSe FCC-8
w38 FCC w30 FTZ-B n38 NORDIC vive CE lagiinisdosuses lnsunuonarsudngrusandinanly
Fuilduwenansussmasauiomsnidivd

3.1.3 gunsal DNS Server dmiussuusugndmdnuazqunsal NTP Server o
Lﬁuwﬁmﬁmﬁﬁﬁlé’%’ums%’mamaﬁszwé’mwé’mw?ammsgmﬁméaLvmé'au Wiy Energy Star,
RoHs, WEEE, EPEAT vi3aifisuniviogandy Inediniladesuses vﬁaLaﬂmiﬁu,amﬁqmmg’mﬁmdn
unlufuiiduenasusennsafonswding

3.1.4 gunsal DNS Server dmuszuvsugnivdnuazgunsal NTP Server fliaue
FoeseeunADaTUU IPV6

3.1.5 gunsal DNS Server dmiussuusmigndmanuazgunsal NTP Server uavgunsal
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3.1.6 Tunsiinsdameonsuas wndefidnnnigduduswesdvaninieanivas

Y

o©b

eiosiiiiunslisunaslasuanslasveulunsliverduisinan wazduesossuiaveulunsd
finsnanmiesdos vieSenandemela 4 anidivedduivs wieavsonstu
3.17 nsdifinisdnrinlusunsupeuiiomes axdedaifinnsideulusunsunouuds

(Trojan code) 3elusunsudula feonaavdwmansevnudomeunsuins lnsasdeivtedoduses
Mndne i EugnedossuRaveulummBsmeiAatuiovmn

3.1.8 FesBuvoslindnnusuiansiildduneumnedrdududdunansal uasiidoy
suilunszurumssiiiunuyniunou weuidlfmuinw uush wagtnenenaMusiiuningu
vaasuIAsTiAeates Wil fussrenienammainmadhidunansel wasldndnlunssuaunis
fuunuremiinnusinastududedds o Lild

3.1.9  frededdoufiRmungmnenasvdninasiouiifeades Wy wuaujiiluns
uimsarudssinumaluladansaund (IT Risk Management Implementation Guideline) iag
Uszmasuimsuialsendlnedndrendninaminisiiuguaniudesdumalulad (nformation
Technology Risk) dninadinismfuguanislduinisanndliivinsaduayunisuszneussia
(Business Facilitator) veaanfun1sfiuamiziefisunnisuisl semalnefvundu swﬁ%msﬂﬁﬂ’ﬁ
AN BUABITeY 1 nguiIneddieszuUNTEIIEEL nguunedndaenisiieatunay
Unulsumswenidu uaznpuinedndiemstesiuuasususamsatuayunensiulnmsnemsiie
LLazm‘iLLW'i"UEJ’laaﬂ’gﬁﬁﬁmqﬂﬁwﬁﬂawﬁ’mgﬂ (Anti-Money Laundering and Combating the
Financing of Terrorism: AML/CFT) wevsaUgysiidunsaseyadiuynna nszsmdoygRauans dudy
warlvisuansuiaUssmalne sunsestdu fpsiedeumenon visehenuremnsiy Wesaeu
AsALINTY sruunsAuANn1elusing 4 i'aﬂ\lﬁg\iﬂ’l‘il,‘%ﬁﬂ@’ﬁaﬁﬁaﬁlﬁm%@ﬁﬂﬂt}:J‘I‘U’IEJLLa:i Subcontract
(ehil) luFesiiRfestunumuenasmeazidenquinuuziameativl mansdhmsnaeudos
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3.2 Aaanwuganenamaiia

Fouazossszuu DNS Server dmussuunugndmdn wiondeUngesnussesnm 4 1
Useneume

3.2.1 gunsal NTP Server 31uduadneties 2 ya lneudazyaliquidnwuzadnadas

q
s

iy

De

(1) 1¥ugun3al Hardware Appliance 13Uy 10a1nssULASaT AL Global
Navigation Satellites System (GNSS) Iiauuy GPS, GLONASS ag Galileo

(2) WugunsalfisnenandneBerisesianngu NTP v2, v3, va uag RFC1305, REC5905 ¢

(3) aansafnsaneenmauuniely wteneuenls Tnsnsiadsmeendasinis
wiengunsaiUeadiudiwia (Lightning Arrestor)

(@1 Oscillator mMeluluwiin 0CXO TneiimAnuusiugh (Accuracy) wils 24 Falus
Tusedu 4x10™? (picoseconds) wieAnin Wesudyaa GPS

(5) lavhanlulvun Holdover aufiawanavesanvdaansnily 24 dalus aedaq
laiifiy 25 ps (Microseconds)

(6) anansavinmsvneaiiguasallussuuiniedelslidesndn 15,000 Requests per
second

(M) viueneluslanoa PTP (Precision Time Protocol) ¢ Tawanuisayi Profile @
il Default profile, Power profile g Telecom profile leiluatnatias

(8)i1 Gigabit Ethernet port fin RJ45 d1uaulifesndn 1 Port uaz il Gigabit
Fthernet port %iin SFP $1uaulsitiosnin 5 Ports wieulaue Module 1000BASE-T wuy RJA5 $1u7y
5 Modules -
(9) @U13005299Y Jamming LUy CW, Swept, Pulsed tiag AWGN
(10) @11139952399U Spoofing 191 Simulators, Position Jumps, Time Jumps

(11) Hepuanswaluy OLED #3n LCD amnsauanstoyadyiamaiion viouans
foyainTernsld uazanunsndsmgunsaliedunantiaiededs

(12) afuayuinsguauaulaensie (Standard Security) 1A Access Control
Lists, Secure Sockets Layer (SSL), Secure Shell (SSH) wag Secure Copy Protocol (SCP)

(13) ansarinsiniuszuunmsigausnu (Authentication systems) eid Active
Directory, RADIUS, TACACS+ uag LDAP Ididlustnstiay

(14) gnansouImsdanislae HTTP vi5e HTTPS, SNMP uag Syslog 1¢f

(15) s893umsvaléia (PV4 uaz 1PV6

(16) 11 Redundancy power supply WUU Hot-swappable

(17) gunsalopnuuLITduUY Rack type amﬁaﬁmﬁgﬂug’f Rack 1nasguawn 19 IR

322 gunsal DNS Server $1uauadnetios 2 ya lnsurazyniiqudnuuredisioy

Feralui]
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(1) Lﬂuq‘dmail,wu Hardware Appliance feonuuuyniiievimiiidu DNS Server
(2) 1l Ethernet port WUy 10/100/1000 s1usulsitfesnin 4 Ports
(3)5895U DNS Query lalioandn 22,000 Queries per Second ¥ag5845u DHCP

Lease lalaitfoanin 150 Leases per Second



@aruisadeariunislaus DNS DDoS WUy NXDOMAIN Attack Lag Phantom
Domain Attack @

(5)@13a¥i Software Upgrades Isfiugunsaifianunsiuaugnandls Tnusesdusts
WUU Manual kg Schedule waganusafundu (Revert) Software Version fleuntilaaie Backup
Partition nelugunsal

@ arursanansteayauIninnislidanu CPU, Database, Memory, System
Temperature, CPU Temperature Uag Disk

(7) usouanstayauTamsldnuvessyuu DNS WWuluu Response per Second
Toun Success, NXDOMAIN, Referral, NXRRSET, Failure ag Recursion

(8) @330 DNS Firewall iiletesiuanislunisindafu Malware command and
control (C&C), Phishing Sites, Ransomware, Bogon, APTs, Exploit Kits, Sinkholes, Malware
Download, Compromised host/domains, Malicious name servers, DoH Public IPs and
Hostnames wa¥ Bots Taen1s Block waw Redirect 18 néousiad] Threat Intelligence Feed flanunsa
Snanlasnluala

9 ausonansdayauSuinnisidauves DONS WWuluu Updates per Second
TAuA Success, Prerequisite Reject, Reject wag Failure

(10) a@n50fum (Discovery) IP iflonsianiaies (Hosts) m‘gﬂﬁu@EJUULﬂ%@?jﬂﬂ Tag
mmmuam‘?}aga IP Address, MAC Address, NetBIOS name wag OS 1o

(11) @ansavi DNS Fault Tolerant Caching I6f iiel# DNS Records dapsaglu
Recursive cache LLﬁ’h%Muﬂmquéﬁ Tunsdifl Authoritative DNS Server 989 Domain ﬁ?ulﬂimmia
Twusnasta

(12) vsmsdansgunsadiinu SSHV2 uae hitps 16f

(13) @unsarinuakaziiguIa1umsgIuHiy Network Time Protocol (NTP) luéa
NTP Server ¥845u1A15l6

(14) anusaninunszaured Admin Trldnslunisdanisuenusay Network w3e,
3%UU %38 Device 1§

(15) ansaldans Dynamic DNS #1amnesgIu RFC 2136 Luu Real-Time update I¢f

(16) @15avI9UTWAY IPVv6 Tnen15911 AAAA record ¢t

(17) gunsalitiauefiosinsfuseannsguaIng Common Criteria EAL 2

(18) gunseleenuwuual¥dumu Rack type ansnsofiasiilug Rack anprsgnann 19 Hal#

3.2.3 szuuswaiunanioudiaiizideya DNS druauedrelies 1 g Tnaudazyail

AudnuuzattpsRsialul

()szvuiivnauerfu virtual Appliance n¥e Software imanuuuu1diniu
Reporting #38 Event Correlation

(2) aun3a5095UYINU Indexed Event lalddoanin 500 MB sty

(3) fisrenud 593U (Pre-configured reports) laiifaandn 80 51891y

(4) F51897u vi3a Dashboards AEafu DNS Services sasioluilifungation

- DNS Top requested domain names

- DNS Replies trend
- DNS Cache hit rate trend

e
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- DNS Response latency rend
- DNS Top Clients

(5) ssuuiiiaueiifiviheyszanananans (CPU) Aflaantinenssuwuy Intel Xeon Sitver
Processor #30an11 daauiidyyrauifinilutesndn 2.8 GHz s1uauldtesndn
1 Processor Waag Processor did1unuliitiosndn 8 core (8 wnUMdn) 5995UnN15USEINAKALUY 64 Bit
HmieAud Uy Cache Memory liltfosndn 12 MB wieilsgAnSningand
(6) Ivhearusvan (RAM) 4iia ECC DDR4 %3afini1 ausliitosnin 64 GB
(7) szuuasaLdousainet18uuY Gigabit Ethernet Port vi3afinin s1wanlutioy
A1 4 Ports
(8) szuuiimiredaniutioya (Hard Disk) dwiu OS wiln SAS vieiindn fenmgsulaities
171 300GB
(9) szvuilmbedafiudoya (Hard Disk) iU Data wila SAS ¥3efnin faugsauly
founin 1 TB
(10) flsguumuaunisdafivdoya (Controller) wuu SAS / SATA viefind seasunis
¥ RAD 0,1,5 leluseratios Tnefivihamausilitesnin 4 GB
(11) & Power Supply Wuu Redundant Power Supply Waw Hot Swap Tl
91 2 e fiewnsarhaunaunuiuld LLaummmLﬂaaummumiaammuadm wisugUnsalszuny
audoudianusaldiulnihusedu 220 Thas/s50 Hz 14
(12) fwanauisseuvufuRnisuuutailou YMware vSphere Standard w3eiinin
Ada mﬁmmﬂmqumﬂmaqmuﬂg‘wma dmnudvsnsldnuiisme asourgusyuuneuimeiliausls
Dt WTUTEANS AN
3.3 NTUSNSlATINTG
3.3.1 UJURnuisnsUsnislaseng Imamﬁuumaumsmmiﬂmmﬂmamsmamau
fauridnenasing msmasuanulasms msidunulasims MsAIUANAIUATINIG N5URgY
TATsmsuarmMsaaunuOulATanIg
3.3.2 TlonansfiuwuumusNn I IUNTEUILASUSITIATINTG aufisuiassus
33.3 dnviddlaseadeiiuan (Project Oreanization) SumarmmauU Tt Tiee iy
3.3.4 daliilyranslulasinsifiquandivasUssaunisallusnuimunzandy
aulnnIaLluay dunsuandulasinisuazliauuriuSnwnasaszesinatasenig
3.3.5 AaviuNuatiuaulasinig (Project Plan) wazlnsaad1edanssumuLnuey
(Work Breakdown Structure) a1alusunsuuimssanislasenis (Project Management Software)
WU Microsoft Project s liswinisiansan
3.3.6 UIsanudssedasams IneUssidumiuidswesianssy HAZAVUALLINIG
Uosffuuagussivnanudswosionssy
3.3.7 UssruimAusuimsmuiisunastvun iesiseumuRuntnssiuey
Haymuazguassn wagmsusmsanuidsdasinig ﬁgqLmﬁuﬁumuﬁqﬁuz’gm‘lmami
3.3.8 davirssauanuAunivedasinisiduniwive weldlunisuinistasenis
AnsnuauAunh Yauazeuassa Tuwsiasiunsumsvinnuvedasims egalosiiouas 1 ads
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3.4 M3AnaUsY

3.4.1 sidvinfneusumdemenansusznounisussmeudninavessuimslidaag
LLaummmﬂmummsaﬂgumwu’l,mamqwi“awﬁmw Iﬂawmamaasuwmamﬂ%mwLﬂmlﬂ,umi
Nﬂamumnmmu AanuTiEineUTL ANeWNT AlENaNs wazgunsallumsfneusy Amnmussu - de
winmwesumslumafumaly - ndu nsuimsessdudinnulvgienuiiineusy Wudu

3.4.2 fowdunumsiineusy MeasBuavidngmsuasionansuszneuntsiineusy Ju van
waranuilinaznssunsnsIeTuRagiurounely 30 Ju Tudnntuiisuimsivisdoudsan
AnznIINMINTITiUaY uasSulinsfineusuuantnauvessunesmelussasnan 15 3u tude
mniuisnasiniideudafiuveuusumsiineusy Tnsimdnansiineusy egneioadsil

18 : WANgns dwiu | Swunuedelay/ | mmmuamquaa/
Ty U | ey
(1) | vdngnsdusudmiugldan 1 5 2
(2) | wdngmsiugs nsfingts msderh 1 5 2
nsudlutiymuagdug dwsy
HAUATEUY

3.4.3 mseusilidaueiduniwilng minurméngmsimnusndudedifidersy
nneeUsuna desdaliifuuailunwinelussniramsineusy

3.4.4 deadmienansusenaunsiinousuusazudngns lustuaulidesndnsiusy
Q’L”ﬂ's"umsausﬂmmausﬂmaﬁaunamuwumsﬁlﬂamu LwaLLﬁ]ﬂiwwmsumﬁﬂnanu

345 LuaLamaumiauwimma“%aﬂam AddINoULENANTUTENBUNITOUTY
NiounangIuNITITIBUSH ’LuiﬂLLUULaﬂa'ﬁaLaﬂwsauﬂa‘iwﬂmvﬂﬁmmsmfmuwam U 1 Y

3.4.6 ’Luﬂm‘wLﬂwaﬂammmaﬂmﬂi@maumLmaﬂuﬂ'ﬁ‘p’]ﬂaum AUtgfesdan
msamammLmaﬂmu@amwmmumLmﬁumswﬂamﬂwaﬂamuu 9

3.5 Asatiuayuiuenans

duedesdnmvsodaiuasdaeuienansmuiidmunegnaeusied Wiusuiaslutud
dapunuiiiedes w%fauﬁgw%’wiﬁﬁﬁuﬂﬁmﬂu{]wﬁ’umaaﬂmaé’mmﬁ” TnelsiAnantdanela 4 iy
nswAs wazdesdaeulugiuutienandou 3 ¥ wargluuuenasBidnnselindfisumsanansa
u'ﬂ,ﬂLLf’ﬂGﬂUiUUNqummuawﬂm U 1 99

3.5.1 ONEITAUNNTUIMSIATIANG

Halaseasnadise (Project Organization) wagunuwvtinTveadiuay
(2)  wrunIATuIUlATINNG (Project Plan)
IAseadafan TSN (Work Breakdown Structure : WBS)
@) msumsaudesedlasens (Risk Management)

3.5.2 Wnansigazideaten muanudeinis Detail Requirements Specification : DRS)
(tndl)

3.5.3 ‘vwLﬂEJu'ﬁwmsm%wé?mﬁmmﬂuia@'aﬁaumﬂ (IT Asset LA Hardware wag
Software) MuFURUUASWIANTA VLA i’)@JMQLLNUﬂ’]SUﬁ\ﬁﬂH’] WAZWNUTITUNTNIRUALWALULAE
afﬁautﬁnﬂﬁ‘lﬂa%auaﬂmamﬂﬂmu (End of life) maauaﬂﬂﬁauuauumﬂﬂmu (End of support)
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4. N9LEUBTIA
4.1 fudfeiauedemenivuasnnacfinuneandsanmdnvamams lunisdnde
5¥UU DNS Server z*‘{’m%usvuwuaﬂﬁmé’ﬂ wiaudnugesnwszeze 4 U waylsavia Statement
of compliance \ouansnsmeusu 4o 3.1 uay 3.2 (Husede nsunnde sauvislulonansuuud
Aendes mm Imﬂlumaulsu
o @emmal,auammLauaﬁ’ﬁayjamaﬁwmmﬁﬂvﬁaﬂ&JasL%‘Wﬁﬁmﬁﬁaﬂ WaSeuiieuin
nsafumsiaImsvessuasvieliledndls deyaiauessivuandiisuamiui diudeiuedileds
anusasnsvesswimsluedned uavdeaandiiulnedauuinditdatrefinsetunmnudeinisues
sumns wasddateiganianudiosnsessunans
4.2 sum59gldrann1sUIEnInTIAUL 2 98 Uanlinueneedeananniu Lasdvitiees
5&Uszﬁwuﬂmvﬂswmi%’uLL@WLﬂmaws“mmﬁmlﬁamsww{ﬁsns? wazduiauendauiulne
4.2.1 w097 1 Uszneudig ézsawmauamqmummﬂLLaumaLauaau 7 91U 3 90
(Fuadu 1 ga @ 2 g) Usuﬂaummaﬂmsmq 9 et
(1) auandRvesjfutoiaus
(2) dorauemsnumaiauazdoiauedy q Uszneudae
(2.1) nifdefudunsuneiiduiunusmingnude 2.2
(2.2) MNEBTUTDINANUANTD 2.3
(23) dowEuefumaiiauasdeiauedu q mude 3.1 was 3.2 Neasdunves
Wanitasie
(2.4) uhnmdon Lag/MIeTgazidunnnnMzIaNE
(2.5) FeyaviodeiauesiuynainsisuRarourenisaniuey uagly
AuunhuSnwnaensyesianlasins MilnaaudfuasUszaunisel sgreteedsi
(1) To- UGN
(2) UsgIRnsAinen nsilneusu uag Certification (813)
(3) Usgiinsvinanuuaznay
@ amuﬁ Mmmaﬁu‘[mﬁwﬁ wa e-mail fignunsafindels
il surAsvedILANS ey LUaEJ‘uLLUaQUﬂﬂWﬂi%Lﬁu®1®m1NVI
WAUANADS m'ﬁLUasJuLLLLanmUﬂﬂa1ﬂ'ﬂuﬂ'1wawumlmﬂmaqualmmLauﬂwﬁmmiwmmw
u,aulmummmuﬁuaumﬂmmmamﬂ,ﬂiqmﬁ ) o VAT AN QU wmmmumumvmmmmmum
luuaamwmmm giduunud T,ms;lmauﬂaauLLanﬂmﬂsmnm'ﬂﬂwum wazazthunduimgwa
Iummawwamu sauvdnAldsevieandemefindinansuinisiale Lmamqliﬂﬂlmﬂu
msmamﬁmmﬂuaumzLiaﬂmLﬁamamﬂmsmawaLauaUg‘umwmuau‘tmmnm's
(2.6) WHUUIMISANABLEBINNGSAY (Business Continuity Plan : BCP)
sdawnusuilafulsiues (Cyber Resilience Plan) %aav’iﬁu%’amua Tunsiifiaauiivszneuianis
maamuwﬂgumwwsaivwﬂauwamas mamaummauaﬂiwaummmau fYRIAAN 9 nT0
ﬂaﬂﬂmumulmuas il Lwa’[,wﬁmmmu‘l,almw foutoiausiimnundonlunisiiusmsuisinansly
vnRamaAnandneiud 4 winlvinsativayursesiusidunsvbesumagaunkudangtn
4.2.2 sziaaﬁ 2 forauafuian §1uiu 1 ga
waumamuamauauaﬁmiwu DNS Server mmmuumwaﬂmwan Taguen
sremsanude 3 fai msLauaﬁmmaﬂmaﬂmiﬂsuﬂaiﬂ,‘uLauas'}mmmmimwum %3i n1siaua
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5'1ﬂ'm“maa’l,umnmi'lmnmmsmmimwuﬂ mmuiﬁmmfmmwammu A1881NTBY 9 uay
ﬂ'\’lmmsmeﬂ'aa‘lfaua'; i

3183 Jwau | anansiisumsivun
(SN SyarLiy 79%) (U
(1) fin Hardware gunsal NTP Server aude 3.2.1 | eghatien 3,000,000
2 9
(2) fin Hardware gun3sal DNS Server a1t 3.2.2 DEatay 4,960,000
2 9
(3) A Hardware S¥UUS189UNaNTBNAAT TRy | oEstion 4,250,000
DNS fuda 3.2.3 1 %4
(4) A Subscription DNS Security dwSugunsai DNS | 1 T . 720,000
Server 919 3.2.1
(5) AI1393nwn Hardware 5190157 1 seezian 47 | 49 960,000

(feslsiiiufovar 8 vatlvesdn Hardware qunsal
NTP Server mu316015% 1)

(6) AMingeinwn Hardware 190197 2 svesnan 4 9 49 1,587,200
(Moalsiiiusovar 8 satlvesdn Hardware gunse]
DNS Server anus18n157 2)
(7) An5ainwn Hardware 579157 3 Szevinan 4 U 49 1,360,000
(Faslaiiiuforay 8 setrasrn Hardware s3UU
enuranieriaswideya DNS nusenisd 3)
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