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3.2.1 qUninl Next Generation Firewall 15U PCI DSS Outside Zone d1115U DR Site

$1uau 2 yn HnnuadRediatondal

(1)+Jugunsalwuy Appliance Firewall ﬁaamwumLﬁaﬁwﬁwﬁmw%’mmsmmu
Application, User wag Content -

(2)i1 Port 16/2.56/5G/10G wiln R4S $rurulaitfesnin 12 Ports uaxdl 1/10 Gigabit
Ethernet port ¥ila SFP/SFP+ d1uaulsitiosndn 10 Ports uazso93u 25 Gigabit Ethernet port wiln
SFP28 druaulaitiesnin 4 Ports

(3)§ Interface wuy 100/1000 Liiolddmiuusnisdanislasianiy (Out of band
management) hitiaunia 1 Port Tnaueneanain Network interface Un#

(44 Interface dw3usi High Availability Tngiawie wuu 10071000 s1uauliidesndy 2
Ports uagiuu 10G SFP+ litlesndn 1 Ports

(5)41 Firewall throughput (appmix) laifaenin 11.0 Gbps

(6) 9993 Threats prevention throughput (appmix) liitfesndn 5.6 Gbps

(7)#1 Storage wuu SSD w3amn litiesnin 480 GB

(8) 5935V Concurrent sessions 38 Max sessions laltaunin 1,400,000 Sessions Way
New sessions hitiaanii 145,000 Sessions per second

(9) 5835V VLAN psiannsg1u 802.1Q VLAN tags lalaivfeedn 4,094 VLANS per interface

(10) @sn3avin NAT (Network Address Translation) wa PAT (Port Address Translation) ¢

(11) @1159%1971UkUY Route mode (Layer 3) wag Virtual wire (Transparent mode)
lanFouriu (Multiple Deployment) Tnglaifiaauus Virtual System

(12) @ns6%i1 Dynamic Routing Protocol 16l RIP, OSPF waz BGP liiduagratas

(13) 1150910150 52980U Traffic fd15%a SSL was SSH #ensyi Decryption
W WUU Inbound kag Outbound warausavia SSL Decryption broker ¢

(14) aansevirausaniuszuunisiigadsanu (Authentication systems) fail Active
Directory (AD), LDAP wag RADIUS

(15) @158V Syslog Lwaiﬂumiauaummu%a User ﬁ‘lmmm Log-in tae Log-out

Iduuigunsellaglifesiseuudufiaiia j ‘ /
lf W
s N

S - : - _ _ _._\\{};A



(16) @1m150%1 log filtering uards Log Aana11 W1u HTTP-based API lUdgunsad
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