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maszwmqmaaumimaammmuﬁlw%’aga (File Integrity Checker)
wioudnedageine szeznan 4 9

TuadunRManYMLaNIL

1. anudusuaznguseaed

fresuansdianulsrasdasdndessuuneadaunsdsunuaudlotess (File Integrity
Checker) w¥anfrsvngeinem sseeiian 4 U lulnsanswaunussuunanfiawefuavgunsel gl
#onnAT e UNASTIUANUREARY PCI DSS mudafvunweg VISA

2. auanRvediutowus

2.1 fianduyprasssumvdelifyanarungruefiesmsfeululsemelve Jassnavgsia
AifiSnqusvad Wududn wiofiann w3adfnis siedminy viefunusimieedesmonfinged
(Hardware) ¥5oldsunsy (Software) _

2.2 #eudugndaviofunusimireglnsel viowdn fusivassvuuiiauslulssmelne
fignsissmunguine lnensdfifumunusimiredodnidatudunsud i duunusmie
ndniinvaefunudmihdlulssimelvsuagdinaduiumudmsageufatiagiu Insuuuonans
wingrudenaninlutuiuenarssmanaitonswdied

23 éfaaﬁwamum‘iﬁaw%’auﬁmﬁﬁxwmmaa‘uﬂ'l'sl,ﬂﬁau!,l,ﬂmt,u’ﬂw%'a;‘;a (File Integrity
Checker) mefluredulidionndn 8,000,000 U (wUadruumion) meldnisdadenduieass 1 dyan
meluszesnan 5 U dufinnniui auudiadandduiuenmsusmamaiiionamnded Tnefaaiy
wesuiiuadyn lnenseiudunanis wiavihsaeusungmngiisessidovuiniisvnisdi
vioafiu wie mrnaudu Falngunetydilviigue dusnsuimsdiutodtiu viomhenui
Wussdnsuesdy wiaigiamia aondunisiunigluvsane vioonsuiihdete Tnelfuuunisde
fusswanuandwonahsnuinananluiuiwenasusznaseiilanismdivg
3. MvazBuavasianiiasde

fuiefosdam wagAdlumsnumuioinauasieasdoanudnunsiany fielyd

3.1 aafaanisvily

3.1 inissneufawesuasgunscifiave douluedosneufiamesuazqunciings
vonuilnl dililingldamannou wavdeadujuiegluaeniandn (Production Line)

3.1.2 wiesnsufiameiuazgunsalitiaus doufuieiedldfunanmatusesnmam
ARSI SO vi38 UL 38 CSA 59 VDE v FCC-B %o FCC wiap FTZ-B %38 NORDIC 38 CF
Tnefimiedetuses viaenansudngrudandriuluiuBuenansussnnsanitemangind

3.13 \edowmanfiusediargunaaiiiaun sxfeat udndnaifldsunsiuseemnUsindn
WA w‘%ammgquﬁquﬁurmé’ 91 LU Energy Star, RoHs, WEEE, EPEAT wieiflsuwimiegenin Taed
wilsfieduses viaenasmdngusinanuiluiuluenansUssniasanfientsvndivd

o

T
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314 w3esmenfiumeduargunselfliaue dosldfunisiusasseuuannmutnIgu
ISO9000 Famnily uag 15014001 lnefluifsdeiuses vinenansmdngudnaauluiubuienans
Usgmnsimiitenswdivd
3.15 ipSesrsniumesuavgunanifimuefasiesiunsioansuuy IPVe
3.1.6 3nananfiamesuazgunsnl sauiarenduifiaue foaheusauiuld
agaiusEaEA W
3.1.7 lunsdnsdamaanduad windefidavdfauduidvesdraniniednivrs
Fosrumsliounesiisunsleeseulunsldveitiadind sazfredesiulisvaulunsdlis
nmsnanviesies visiSendudeela 9 9 wesdeivd viedvataTi
3.1.8 ﬂiﬂiﬁﬁmﬁmﬁﬂﬂiLLﬂ‘smauﬁ'JLma% sgsiaslliinsdeulusunsuileuwss (Trojan
code) wisTusunsudule dsenaardenansenuidemounsuins Tngaydnsdinledaiusosninduie
mﬂwmummammwmmamiumwmaw’]awaLﬂmumwm
3.1.9 fosszamuauiuninnuueisuiang wasdeslvwinamurasuiamadisudy
Adananisal uaviidaudlunssurunsdnuiunuynduney nieuisliduinm wusi uas
femennmil¥iuninmuessunasiiivades feil frsessnnammanmadisadanantsel
wazfidausalunszuumsiiiunuresnthousmastududedds o lils
3.1.10 funedosdeufoRmunguinetagsdninasiduilifendos wu wundiiiluns
uinsesdsedumaluladasaume (T Risk Management Implementation Guideline) uas
dsgnasumsuialsenalnedidendninasimsfifuguasinaidssiumalulad (nformation
Technology Risk) naninmsinismituguanisldvinimnglduinsadvayunisusenaugsia
(Business Facilitator) vesamtunisulavnziafsuamauwislsumedlnesimuaiu mmﬁqmaﬂ@ﬁ’ﬁ
Atunguaneduilineades Wy nqnunedrdeszuuntsdase nguungdmaentsleaduiay
Unudsunsvenitu waznguranainmenistesiuuasusivusunisaduayunianisiduun msie
13 BuaENsUNI I s TR oA VAL E 1984 (Anti-Money Laundering and Combating the
Financing of Terrorism: AML/CI—’F) Jusu wazliswensurissumalng sunpsesudy ﬁm’mﬁ@umau@ﬂ
mawmamumaamaﬂ'ﬁau imsaedeumsauiiuny seuunsmuguanglieig q saukiniadeng
“UE]QJEMLﬂEJ’Q‘U’e]x‘H]’]ﬂWU’]HLLﬁ” Subcontract (§l) 11.;1,‘58@1/]LﬂEJ’J"ZJENﬂ‘U\‘ﬂuﬁl’lﬁJLBﬂﬁ’]‘i‘i’lﬂaul@&lﬂﬂm
Anunsiomizatull Wﬂmimmwaaumaﬂﬂiumwauaamwnwmmm’m Hungdaadiunis
Tannsaihwsvasuliegigadie
3.2 AANEMRNIEMAmMATA
ﬂuﬂ‘mLLﬁa‘fﬁﬂ{gﬁ%UUﬁ]ﬂf\]ﬂaUﬂﬂiLﬂgﬁuLLﬂﬁdLLmﬁu%E}Nﬂﬁ (File Integrity Checker) W¥audn4
U593 sezia 4 U Usznaume
3.2.1 i‘“‘U“Umﬂﬁ]ﬁ@‘UﬂﬁLﬂﬁauLLU@QLLﬂI‘U“UEJﬂJa (File Integrity Checker) 9z @® 9l
nauasRod o
(1) LUW@W@memummwaaumimaauuﬂawaualﬂawaamu (Crltlcal
System files) Iwaﬂﬁmm {(Configuration files) 1Wa°uauﬁ (Content files) w3avaya Log fitmun
Ingane
(2) uamﬂmmimwaaummﬂaauuﬂamnlwam (File Integrity Checker)
dwduindaiieldanliitosnds 250 wissroufinned uazsasiumshauiiuiussunsnast
ﬂ’W‘SLUaEJuLLUaQLLm"U‘U@Ha (File Integrity Monitoring) mewmwmmiaauau’[,ﬁzmuaq @(
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(3) ennsafhssTanadsuidadayavesszuuufiRng Iiduadralee

- Windows 7, 8, 10 uay 11
- Windows Server: 2003, 2008, 2012, 2016, 2019

o

i

- Amazon, CentOS, Debian, Fedora, Red Hat, SUSE, Ubuntu, AlX, Sun

Solaris, HP-UX (Itanium, PA-RISC)

(@) sossumsihsyisnmswdsuulasteya Confieuration vasgunss! Network 1¢
\Huaeeosdeldl Cisco, Checkpoint, Extreme, F5, Fortinet, HP, Juniper, Netgear, NetScreen,

Qi

Palo Alto

(5) sosfunshsyansldsuuiasdoyares Database I fuetheloedisil

- Oracle

- IBM

- DB2

- MS SQL Server
- MySQL

o (% = . 1 [ o 4
(6) sossunsiinselansdvuudasdoyates Hypervisor loifiuadnatios il

ViMware ESXI B, 6.X

a

! e A 2 . .
(7 sestunsihszTinmaddeuulasdayaves Containers wag Orchestration

tool Ifiuogatioessl
- Dacker
- Docker Enterprise
- Kubernetes
- Google Kubernetes Engine
- Amazon Elastic Kubernetes Server
(8) aansauineda Windows Parameters I§agnatepdsd
- Creation time
- Group security information
- Local security policy
- Service
- File Size
- Install software
- Modify time
- User group
- Local group
- Registry (keys and values)
(9) anansaihses UNIX Parameters I8nehationsss
- File Size
- Modify time
- Creation time

- User and group ID
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(10) anunsauansfayaSoufiounsuuasiinduludnuns Before way after
Wdlumireeidsaiu lneamnsaseyarfigriudouudaadudfilin (Add), au (Delete) uaz
\Waenutad (Change) 16

(11) asauaneazBeadoyamadeidinmyeuwadldodradan e

- wanaandilvdgniudeuutas

- me%@%ﬁﬁwmiLU?\"EJuLLUm“Lwé

- LLamgiJLLUUm'sm?a euUA%Y i (Add), au (Delete) uasiudpuntas (Change)
- uaRateYa Process Aldlunsiaauuas

(12) aﬂmaﬂmiwaaumim?{auLLUaQ%'ayJalﬁﬁgqLI:U‘U Real-Time k&g Time Interval

(13) annsadiinisas email udafeuludfauaszuuldnsdlludfinseda
fnrsdeuua

(14) aunsadruaieulunisssegeunmsiasuulaudlelng e aonss

- Update Baseline
- Log

- Restore

- Deny Right

(15) mmmﬁa%’m&a sysiog Wesssuu Centralize log a1

(16) anunsavineusauiv Active Directory/LDAP @93 user account 14 uas
a@nsnsamsun user role 18

(17) ansnsnfmiun Password Policy dwiugldauld

(18) @wnsaadenesaluguiuuy POF, HTML wag CSv IéSuateiias

(19) A1U150U5MI5IANIHIU Web Interface wuuUanafs (HTTPS) 14 wae
AMUASEEZLIE session timeout I#

(20) siadlsifimsawodn (Port) wisndala 1 9nnwdesnsufinmesigasmsdiies s
nsiaLuuasioya

(21) s295Un15veunfy Virus total Werhnisiesievisiaus (Malware) 18
WUy Real-time wielwdinsuasuudas

3.2.2 n3ewneniawesialineLazgUnsniovos srdudlnpuantiosieoy fuil

(1) aunsofndaadssnanfinmedutieely Rack 1RSI 19 Tl

(2) fvdyeszanananais (CPU) laldaendn 8 cores

(3) Tnurepudn (Memory) sruduliitosndn 32 GB

() ﬁﬁuﬁ%’mlﬁu%ga (Hard Disk) wuu SAS auslilifownin 1 T8

(5)flwasn Management d1uau 1 wose wavnimdousawmiotie (NIC) $1u7u
laiffeunda 2 wadw

(6) fimsfindanfau License msldfenuuns Windows Server 2022 winluunin

(7) S masilestuduls sunlisingy 17 v, wiufied (Keyooard) ua Touch pad

(8) ﬁqﬂﬂsail,l,aﬂﬂ'ﬁl,mmﬁ’tﬂumaﬁﬁaq%’a%auazﬁﬁu%’aaﬁlamamwmwaau
miLUé‘BuLLUaﬂLLﬁh‘?’J’aﬂgﬁ (File Integrity Checker)
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334 fessmvinenasusenaunisil ﬂammmav‘waﬂﬁm fLuﬁa'm’m”Luuaemfm'}muwL“U’mJ
m'ﬁ@Uiaﬂ,ui,mavsuiwLﬁiﬂﬁuﬂ@muﬁumsﬂﬂamm Lwal,mﬂ‘[mmmwﬂﬁﬂﬂamu

335 WeaAunsousiluusiasmg ngns fesdamaulanatsUssnounsausy wieundngu
nsdneusy ’luiULLUULaﬂmﬁaLamnsauﬂa‘“m'ﬂmvﬂﬁmm'ﬁmmﬁuwaﬂ U 1 YA

3.3.6 "LuﬂmmLﬂwaﬂﬂmmmﬂmﬂ'ﬁaaﬂamw:}Lmaﬂumiﬁﬂamu ARREELEETLY
meﬂauwaLmaﬂuuaamwmmummsum'ﬁ?]ﬂamﬂwaﬂamuu 9

3.4 mMsatuayumMUenans
deadanvSedayimazdamauionanarufidmua liusuansanely 30 Ty Tusaen
ﬁlﬂimﬂu&ﬂmm\‘lﬁ]’lﬂﬂM”ﬂ‘iiuﬂﬁmmﬂiUWﬂﬂ w%aummwwiwuauaLﬂuﬂmuumaamma
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Siinnyefing (Flash Drive) 1171 2 4 agatlay mu

34.1 wnensngavdest aivunaadiaans (Detall Reguirements Specification : DRS) (91741)

3.4.2 mcﬁaum&Jmaw%’wéﬁuﬁmmiulﬁﬁaﬁamm (IT Asset ¢iuA Hardware wag
Software) mugUIUUTsUIAS LA mmmmum'ﬁum’iﬂm WasNUTBISUNSHERUR Al ulad
miaumﬁmlﬂawﬁuﬁmmEJmi’I;m'm (End of life) maauaﬂmﬁauuauumﬂmm (End of support)
MnLudauSelivomEnsium

3.4.3 E’jﬁ’ﬂﬂ’]’ﬁﬁﬂg}gﬂ (Installation Manual) gifensldsu (User manual)

3.5 msthgednw

N“mﬁlm’eJx‘iU’]‘N‘iﬂH’TiUUUWSﬁ]a@UﬂﬂiLﬂﬁﬁuLLUaﬁLLﬁlﬁﬂﬂfaﬁJa (File Integrity Checker)
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4. N9LEUDIIAN
4.1 wawaLauammmamuu,avmnmNau”lmmm’wa%@amﬂmawmvmwwvlumwaivw
mmaaaumﬁmaauLLUaaLLﬁ’l‘uﬁuama (File Integrity Checker) WiE]ilﬁ]’NU'liﬁﬂ‘t&f’] swesen 4T 4
nnusznstaglifidoulouagsaadnrih Statement of Compliance uwenansmoviuiliunedeynde
Mude 3
il fEudoiauedouauedayameiumaiafiiidesiussuunnedsunsdsunlag
uiledaya (File Integrity Checker) fiawaiiaSouifovirssmnudeansvassuiansvialiogacls
%’@uaﬁmua%ﬁaqLLam’lﬁﬁmmmﬁudwﬁﬁu%LauaLﬂfh‘l,ﬂﬁﬂmmt:é'fmﬂ’ﬁsumau’]mi"l,ﬁlﬂuaEJ"Nﬁ uag
maqmﬂ,wmuwmmﬁuwmwaaumimaammamfﬂwama (File Integrity Checker) fiauo
fiadlathaeflnsefuaudeanis LLavaﬂ.mmmaqmwm’mmaqma
4.2 ﬁmmwuiwaﬂmwiuﬂ'm‘mmtwu 2 999 Uardniunaasosnainiy wazswieess
U%muﬂmsﬂﬁums%’u wenwasseninsaniiensidied avuauondauiulng
0.2.1 9947 1 Usznoudig euawamuamamumauﬂLLa“waLauaau 7 417 3 %A
(Fuadu 1 ya duw 2 gn) U‘Juﬂ@Uﬁl’HEJLE]ﬂﬁﬁmﬂ q fail
(0 ﬂmamummwauﬁumaua
(2) ToEuamesfumnilruaroiauady 9 Usznousie
(2.1) Muﬁaaauaumil,l,mmiw,ﬂumLmumwmamma 2.2
(2.2) wilsdesUTRINaILALTD 2.3
(2.3) foaueimuvatiaaztolauady q sude 3.1 uavde 3.2
(2.4) uAnpnden uaz/M3aTHasdLARLANYIEIANE
(3) fufeiuaionmsmeasiBonduntsiineusy iy 4o 3.3
(@) fEufeiauedeaaiomaandondiunisingine ansde 10
(5) LquU‘%mimmmLﬁmmaqiﬁ% (Business Continuity Plan : BCP) 53184
uHuSullafiulaiues (Cyber Resilience Plan) maaﬁﬁu%’maua Tunsdifaoufiusenavionisnie
amumﬂgummmaivwﬂamwmm vosfButaiauolsy auwAgnLau Auidhie 9 videdeanaiy
mulmuai vietl sl sunansdilalés wEzwuamuaummmaﬂumﬂmmmat,mﬁmmﬂm MALAAWS)
Ainamandadu
6.2.2 w4 2 Forauafusa S1uTu 1 9
pﬁﬁu%’agauaﬁmLaua‘swmwwmmaaumimﬁﬂuLuJa\aLLf’flﬂu"ﬁauua (File Integrity
Checken) WiaNI U393 sezian 4 U lasugnsmenuenarsusznauluauesia (enasuuy)
wail ﬂ'15Lauaiﬂma“maqlmmmﬂsnmnmqmmm'smwuﬂ vzml,ﬂui'm'm's’aumwaﬂuwu A

mnsau ul| LLﬁ“‘ﬂ’lﬁl“lﬁ]']EHN'ﬂ‘N‘l’aLLﬂ’Jﬂﬂu

FIAINAWASUIAIIAUR
31N13 o
(Famsyaailug 7%)
1. AnszuuasaaounsuasuUatiladoya (File Integrity Checker) 12,037,500
naute 3.2.1
1 d.l = [ [ U 3 ar

2. AnnsesrasimesuidneuavgUnsaldonanuda 3.2.2 952,300
3. anfnRasEuU (Implement) 551,050

Z o &



14 o
FIRINANVBUIATITINTUUR

51813 a
(3 BYaR AN 7%)
4, ﬁﬁﬂ'}'ﬁq@%’ﬂmwwmmmaaumimﬁauLmaal,l,r’ﬂw%'a;ga (File Integrity 5,778,000
Checker) seaieiian 4 U (Fadhiiudnsdovas 12 soll) aade 3.2.1
5. AinUngeinwn Lﬂ%‘aaﬂamﬂaLma%LLﬂﬂﬁwaLtaquﬂﬁﬁﬁﬁav\iaa seeziian 4 U 304,736

Fasllifudnsniaeay 8 vall) muda 3.2.2

sy 19,623 586

4.3 ffudeiauefanieuidlaenssynatulaedauds uarlinnsdiles 4 fPudeiaus
aya}nsumﬁwuamﬂmmwiammwamﬂmﬁmauma“Lummmwﬂa’Lwammmﬂa’n maauaaalwgum
Aoty violawsrmuddgaluanumanevesderuluseandeaquidnvasions Wsufias
Ausuingauiile

5. vaninassivazdnsluntsiansandeius
Yoo = =l 5 =
5uATaElIndnnIReITINITUsENINTIALUL 2 ¥99 B89T 1 Talauennaiiunaile
wagdalauedu q gsell 2 dotausniviuman laseviansandndunuduneussluil

5.1 ﬁﬁ]Wiﬁmﬂmﬁuﬁ’ﬁ%qﬁﬁu%’agauamm%’aﬁmum

5.1.1 mansrvaaugiinadsslevidndu suarazduiiunsneaeuguantives
I:Tl,aumma £318791 UuwEJu'*uaLauammaﬂﬁwiawsamuﬂumﬂu'ﬂmau@‘mEJ@u u Tudsgnelsznae
sranflonsnndaduiolyl LLE?vﬁJ‘”U?uﬂ’Wﬂi']EJ‘UEINEJ‘LHJ@Lﬂu'a%llﬂ‘lﬂﬁlﬂillﬂ’]iﬂmﬁ@ﬂﬂ@uﬂﬁtﬂ@
Ya9lULANDIIAY

5.1.2 nsfasanauandivesiudolaua mﬂmawuaLauammamumluﬂiwﬂmwm
maimiumamuiwaaawawauu 8 gudidualy lalunIsII I uaNdd wey
mm‘uwawaLauammumiwmmmmauum ﬁ]JLm'sumawa]ﬁmwmauamumauﬂlummuma"hJ

5.1.3 Tun1sfiasen ﬁmmiawaaummama%amnwawaLauaiwaimﬂlml,wamswaau
Tunsdiiiddaasde "NNEJU‘U@Lﬁu@m@&Iﬁ@’J’]&JS’J&JM@mEjﬂ fnziuedlildunsRonsan

5.2 fnsanAnendivedd 1 dowauemavaiauasdewueny 1 wa@@awamuamm%ﬁmum

5.2.1 asaseudeiemnunaiauasdoeau 4 voufudeeueynne Tnoddut aaue
wfaaaueneandungniosnsuiuasinusUsERE A M isuNA s Le (1)

5.2.2 Tun1sfangun ﬁmmiawaaumwﬂ’aLﬁw?amnsﬁ’ﬁ'u%’aLauaﬁwimﬁlrﬁf LAy
a'mLiaﬂmuauwmLaﬂem‘sli}mmaau’l,uﬂmmmamaanlm eﬁﬁwaummauacﬂaa’mewmmuama@
TavtiuoyldIdsunsiiansan
5.2.3 yeasdenin 9 Affudoimuaauanniy mndtawlunisimuesdonile

U
9 =Sa

Iﬁaamauﬁmmmﬁmmimuwam

5.2.4 nmq{q}auﬁuaLaualziﬁiﬂumiﬁmm'}ﬁmLmﬁmLasfﬁ'aLaua?ﬂu 7 9ute 5.2.1
el 5.2.3 suiAserdsduresdaauamusmnastaeuanianisiiu @) IneldUaves vidasan
swens Wdndulivhdaiuiudaiauesalaud

5.2.5 ¥MASUIANIRBINITIWA LG Y (Presentation) w3adaanislimasausyuuLasise
aﬂﬂmﬁﬁﬁwmauamua maaﬂﬂﬁmaﬂmmaudumw ﬁmmsavuﬂﬂmsmﬁual,auamwm T

v

al

1987 &01UN ¥4 uag 'i’mﬁ“LE)EJG]‘WD“LJ']ﬂ']‘iC‘!E]ﬁﬂ’]‘ilﬁu']LﬁU@WS@‘lﬂﬂﬁ@U Tpaszuuuay W'ﬁ@@qﬂﬂ‘iﬂm

7%‘; . @%



-8 -

mmmuamamaawmmﬂaauaammawmuL@W%”LmnumﬁwuULLavmaaﬂﬂmmaua ail
fEudoauedossuiisvoudldteitistuimuslunniiauentenaaoy LLﬁumLuuﬂ’ﬁUTLﬁuaﬁi@
neaauliudnadamelunaiisuasiiun Tnssuasedlisuinveuiuanudesndle ) TiRnTuiy
'iafuuLLa“'vzsaaﬂﬂmmmmﬂﬁﬂumimLauwiwmaa‘u mndudeaeratlduf i sumseslidu
finsnndeiavevesdiudaiaussedy
5.2.6 nsdlffudolauslirunmsinaueionnasy suasesdsiurodeiduediusa

LLﬁuﬂJ@Lﬂu@‘tﬂNﬂﬁNu mu ) Inelailinvssdsansumsldfaduliidyaiuiudoeaueneloug

5.3 fiudeiaueiiiiunsfinnsandmdenainde 5.1 wazdo 5.2 surrsenlnvasi 2
wamuamamﬂmmwmw ImawmmmwLauaiwmmammummsﬁ’lum‘smﬂau LLﬁuﬁ]“maiax‘]iﬂﬂ’]
sefiiEuasnansiign filfiauesiasgavinfuratesny suiansoy uiafiaueahaadingt:
mniwlwmmuaimﬂm feftuseaaomanieluiunsosnaduauns mﬂiw’l,mimu%m
SSRTEERTRILYEY °Lvma'mwwumauaswuuummmaqmwummmwLaua‘mmlnmm It
5UIM 59 UAT0931AT L9 LkavmaiammmwaummauaiwmLauammmamaﬂmmuq

5.4 NEJU'?J@L&‘U@‘V]'LSJN']‘lm’ﬁ‘wmiﬁmﬁu"lﬂ’ﬁi}uﬁﬂﬁusﬁmﬁuEiLﬁu’EJﬂ’]u'i’lﬂ’]LLaJUElLﬁ‘LJ@WNﬂ’ﬁNu (A1)
lagliUnves vdsnswaslaisdulihdugniudiuiaauenelaud

6. MTHINTULAZHTIVFUNER

2
24 L2

"Lumﬁe’iquaummq duedosinvihilunildoudineazBonnuiasiuniuduwey thass

U

=

o
as

aignsTUMIns193uER uasdudedenademeiendions Tasfnedosduiunsiiads
uardsgy faif
6.1 uedasiaiuazduoussuunssdeumsivasundasuiludaya (File integity Checker)

Aflmauanieude 3.2.1 uazirdnimanimesulsuazaUnscitarins mude 3.2.2 Wudsuaas
Tuduaduadlfnuldaely 120 Yu dudeamntufisumsintedoudsldaniunis Tnesuamseaa
anslunisdeunlasrauiidmeuldnmuanymunsa Ingliagluduavesgduisnslasinig
wiananee

6.2 §unedinadamuarsulinreulunsifuaneinia anadygya Tdelangunsalang o
mmm\ﬂ,wmnﬁmmﬁmwumimimaa Unendie uazazninsensdenize Wuluauanasgndenda

6.3 funefinsdnfiuiafninefuananiidayan Jurpaatos mnelauaTas (Seral Number)
Fouden vaneiaalnsid léFesondalymniniigednu Anliiganoufinmefiargunaalyniy
Tushumlefifaay

6.4 Q’smaﬁa&%ua@uiﬁﬁmmﬂ%swm'm]ﬁaumsmgauuﬂammﬁmﬂa (File Integrity
Checker) ifmnaidauFosudalavuiinsssldle s IngliiGonfasdlddrauazandennela q Tu

ﬂiﬁiﬁﬁmmﬂﬂ%'uuauqﬂﬂmiw%a‘swuﬁsﬂa'ﬂ

7. AN5YITTIN
= di ar Aﬂ' 174 [l 2 2/ A -]
FUIMTITAIITUNABRTIDSULD UL maw&Jiﬁ’w’aquaumugﬂmaamumummmwum

-] =Y & ] 1 [ di Q4 ¥
wazazdszRulmsan LRI uNaU snuteuly fail



-9.-

' a = = 2 1 TR w Y
7.1 GUIANITE B UIRLR BT LM'E]%"SU']E.llﬂﬂ\?N@ULLﬁ3ﬂm3ﬂ?ﬁﬂﬂqﬁmﬁqﬂiUWﬂﬂlﬂm’ijﬁ]iUﬂJ@Uﬁqu

L &

aude 6 Asufunargndads dudlunsiinausumude 3.3 dwevienansaude 3.4 uarday
UsgiuduAdeanude 9.1 Seuseaudn

7.2 39 Rudngeinm Hardware way Software axsneniusiesia Yaz 2 49m szesnan
usayaInianiu 6 Ly ﬂxﬁﬁmﬂm%’ﬂmwahammm%ﬂm%’ﬂwﬂ%\a mumsiafavesdtigeinnsatl

A Yo | = W ) % v
LN@I@WT’WH@‘UL'E)ﬂﬁ'??LLﬂS'i']EN’]UWN il wsx‘tﬂ,u% 10 ARATIATUNIULAD

8. Asu

8.1 ¥INATUNNUATEYLLIBINTAIUDUTD 6.1 r;i'maiajﬁm%dw,asdmau wioRnRardsay
usildanlaild vieligndesmunaiant@fidmun surnrsevisausudiuietu Wdndosay 0.10
(@uaqwm@ua) roanmamdtandens usagdadhiininSuas 200 vm Susranuasuimus
a'mamuﬁﬁuﬁﬂ'wau@ne“fa\iﬂiué’auzt,axmzflimﬁ'mulﬁ

8.2 MINASUNMUATLELIIAINMTENNBULONATHaZN1THNDUSUR LTS 3.3 vieguelidany
nasmude 3.4 suimisesAnausudusedu Suaz 1,000 v Gilsfuumiag) Tusnanty
psufuundsisuauisiuiidweuldgniosnsuiu

8.3 ﬁ"mﬁ%’u%’Nﬁﬁmuﬁ%"}@lﬂa’ﬁw"z@Wﬁﬁ'ﬁuﬁﬂmawi‘f»ﬁ s musvausiunsdiy Vs
mimmaU'1amu'ﬂlmuauﬁywmmﬂﬁmmmm mm‘uaN‘L‘Umamﬂﬂwmuﬁuammamﬂaﬂ SUNANS
anuAvtlumsuendndayy uasasifuiudiuiudosar 10 veninvasnuinmisiy

9. msfulsriuanudrjaunniesvawiagideay

@}maéfm%’uUisﬁ’uwwmaa]aaunwmﬂé"auuﬂauﬁlwﬁaa&a (File Inteerity Checker) #aii

9.1 rﬁfmﬁmﬁwﬁzﬁuf‘mmﬁaLﬁm‘;aﬁwaﬁxwm'ﬁ]aaummﬂﬁwuﬂamﬁlﬁu&ﬁ@ya (Flle
Integrity Checker) muda 3.2.2 lawzaruwas Hardware 9nuismussiuseideteldnaonszaoan
17 uummmummﬁwau mu’lwmamaummﬂmmmmamﬂmmma} mmaamamﬂma‘lﬂamw
visolnadou © amummmammm Tollusf it Svarnsude furdvia Foauwng Setilasaimiy Aven
BIRE UMY ABInenAew deannedy Segniiu deushidiuln Sesaeauastiangaay sean
nsnszvidudndeunazianundng ﬂamnmﬂa'ﬁﬂ'ﬁsumﬂsmmaﬁa&imwmmy Susoindoludi
(ELectracaL Injury) LLﬁuﬂEJ'-ﬂ’]ﬂBUﬁLMG]‘W’NﬂWEIﬂ']W@M 9 Tmammmﬂum Uiy LLa“’ﬁu'lmiLUuN'iU

seleil

‘i.uﬂiﬁﬁﬁﬁauimm’mﬁ’umawmu%ﬁ'mivﬁ’uﬁ'&lmuﬁimlﬁﬂ Lidunseosararudemenni,
m?amwummmﬁiwuhmmu ’wauwgﬂuwsuwmaummLaam&iiwmumemuuamﬁum
Lmaﬂﬂaqumaimaaﬁﬂmmamau

9.2 maﬁwwﬂumumqﬂa@‘umimﬁauLLUaaLLfﬂm%’a;&a (Flle Integrity Checker) aunans
aunsndudianldedfiduszesng 1 T dudaeiniunneiuuey Tnglifnrlddneln o fadu
warluseningsgesasulseiudaing s 1‘12’13'1L'i’1'au1‘fumiﬂ'1§a%’wwm‘%iamamﬁama%uaxqﬂnsaﬁ
Aosfime marte 10 sndiduldlaseylan

7

B s



-10 -

10. n1singednm
ANARAIY
“msUngesnm” naneds nsguaineissuunsnasunisiddsunuandiledeya (File
. 2 = [ & 1 1 o o =
Integrity Checker) in3ssneufialnesuudiouazaunsalriawie anude 3 awisoveuldmudni
=4 £ % Q . | & r 1 J Y
Falisufenisiaruasenn Lily nswdsuludiu ovlvd gunseluesssuuinienaufiumned
= " da v o | o » ,
st el wavanedygranlddenlasevriszuunsicasunisfsuudawiledoya (File
. < = 4 [ 1 1
Integrity Chacker) laasnaufiamaiuddisnazgunsalionss
T ] ot » =t J &) gj 4 a st =iy e al e LY [
Argenen” smneds anltdrencdulunisvngesneieddil L 8094 ¢ Judaontuasy
AmunnsFuUseiy
Yo v w s w | = 2/ . .
gsunnewesiigsineuazdonneussuunTsasumsiuisuwtasudladeya (File Integrity
=| = 3 [ LA 1 E i 174 24 = = b=
Checker) insasnaniiamosuaitenasguniaidenig IWegluanmldanldsfauund uaslivss@ninm
agiEnenannsvuzdat 4 U lnpazdasmniiunisigssnw fadl
< at ﬂl ot . .
10.1 ﬂﬁUﬁﬂiﬂ@’]LW@ﬂmﬂuﬁmm (Preventive Maintenance)
“nrsdnseinwiiietesiullgwn “(Preventive Maintenance)” vanedia nsvinruszen
a4 & ' o o o o ' =
wily nseulugau eylva anglvluazanedyanndldeslesseming szuupseaaunswdsuilas
2 N . =5‘ = [ [N 1 1 ﬂl' 41]
LLﬁl‘U‘Umﬂa (File Integrity Checker) iasesnoufinnaiusitheuazgunsainanae innaimdouas
Tannsavihauliegsiiusz@nsam Tagldanaldaneln 9 Nduainsunang
2/ at 'Y 124 a Q s r_‘l @ . N '
(1) giumenimadhgsinwiiedasiulgyn (Preventive Maintenance) aghaiiae
6 \fiau sie 1 mTsmadeudfiiv Ineflsseznailunmsiigsdnewineiulidlesndiadsay 150 Tu
(2) m3vngsineeude 10.11) seslidaremaufifinuvessunms lneldaglu
AreRlaraeivivmuieny vIsEmMIuuTeEUIATS
Lol 9 [ a at = Y N 1
(3) mingFudalivinnmstnssdnedietestullymanuszasian wialiduluanm
= A o Yoo W W e o a 1 gy & 9 v
Fouluiifuue gudivssdiusaulisuansfndiuiuassas 2,000 um (@ostuumdiu)
10.2 mathgednwiiiandlatiywn (Corrective Maintenance)
“nnstrgeinuiieunlulaywn (Corrective Maintenance)” nunefianisdeuueanfile
o & | 1 5 4 = @ 4 .
nsasuslasiuaiuesinagunsalyndy saudantsuiulgeudlads Configuration 98958UU
= £ . N = o 5 i1 J 1
arRdeunsiUaguLUauiludoya (File Integrity Checker) lSaspanfinmaswlignazgunsalsansg
Tiannsavihaulanudng
gt b2 @ ] n‘ s .
(1) fFudsdiosdanisdeuussndlessuunmaasunsasuudasuiledoys File
\ = = ] e - o ! IR
Integrity Checker) inGasraufiumasinitnguargunsalsionss danssawunisdigaunmios wisldsuuds
nM3t1gAUNNseesInauA1s Wagluanwldnisldund mnssuudisaunusas wiedadeddeulais
auUnavienuavieutd e §iudedesdadaddunynisindenusuudlaliedluanwldnislés
R T - I = o = Poa G K w P
AN wisaTssdsesfiiussAnSamiisuminugy vefnialdsuiansldnu visasuiiudu
ﬂ} 3 1 1 )y, 1 21 gf’ ¥
gunsaiidaunnsosiedonusiuile tagliddadilddnela o ansunaniedu
Lar W W a 1 o 2 N
2) gFudedesdnnmsdennsnilyrruunsiaasunsfeuulawdladoya (File
Integrity Checker) inSasmaufinmnesiudnsuazgunsaidanag Wildnuldaelusseziian 24 $alua
st g:: 1 . @ b o = 1
dusslailasuudsnsuaslindfiunsdonuaadily
= a o 2 wed G v 3 1
(3) WeasuiwiuRszusawNde 10.2(2) weafivdnedtlianansadeuimdiiy
szuuaTIEaumslAsulladludoya (File Integrity Checker) wn3asmaufinwafuldisuas
gunsalrerse Wldenildmaund {Sudrefesfusailisurmsfinadiu Tusnsdlusas 1,000 uw

mee @%&(



-11 -

(nilaiuumiau) Sukwsiesuimunszegnanlude 10202) sufsnaiitosusuuflaldgniouas
Tauld wewwosdlug dubunisialun vissunmsiandryaranisusn vinisufladenusy
Tnefnsdoaduiinveveilddeiaduumusuas uuinsusdiufiRnussesnaiismun ludo
10.2(2) gklasadndunslivduaselilunanihnmessuins Wedlugaiifevesswmslums
anasifenalidwihnmsluiudaly

(@ f3uiwid madpasuayuinmile Update Software/Fimware #14 9 vedg Unsnl

7 7

e v -
V}quﬂ?ﬂIUﬂqﬁﬁ]ﬂsﬁaﬂﬁﬂu

11. arwfasnisdiuanuiunclaansfuasaumna

Furedesiugent fURnuuleuisanusiunsasnadvensaumaossunns 58 ulaus
A& uayTBUR TR AN e nediumagy il

11.1 Smwssgninfenisinermduassendludoyauasmindduresuians uas
fuRmavlumsinmssumiusiunciasnfedeya

11.2 ynfimnududulumslitoyaiitroglududuiuly Femeoygmannidwedeys uavas
wnlludyarhllamedayavaswsuinng daw&‘fﬂ%’%gaﬁu i

11.3 fnwarugndeazaududeyavessuing neunshildnudensasy

11.4 fimsdrfndvilumadilinudeyaiddnyuoisuinis

11.5 finsdnniamgrssinfinanssnusoanuiunsiasade nsmanfinwed nadszuuay
Sdmiossruruiinansenusedlduimslunanhafansmgnusin doslunumsdnmatygmsoii
fxansznudonuiiunsaon Soveneufinmed wu wiuuImiserudeiilomiagsia (Business
Continuity Plan) LLNuﬁﬁuWU‘U (Disaster Recovery Plan) whusuilafalsiuad (Cyber Resilience
Plan) 1S

11.6 Wimnhsnusnasiinuauguanisihouiui Tunsdiiamensoiazdendusiung
UaoadieaTauvAvasuIAg

117 Buparlfsunms hsnumeueniisumsueuvane iemheauiiiuguasuems 1avs
Tunmdhwsisasunsinn sufdvilumadongloyaiifeades

o o o [7P & | A o o oa &
11.8 ddunnshisuiaisisanslnevaulunisidgenduisniidauluidive Baans wse

o = oo M a aa o @ oa o 1 Uu e ]
avUng visninddumelygnau 9 wariulaveulunstiflinens i Aesfes viaSenmderele o
NEBIEEYS Wsalndins vienswadunllyniiu 9
o w ¢ ¢ Al s e - ¢ el o & - @
NIUINHAUMOWARIT VBYANAATUNTITDONALIITANMUIDY (Source code) naltly
N55uEVS viTedvavt viedvsveisnms
11.9 mindin13ndagralunsiiendiiiusunms svAsemiuaugwalig iud el fuiinng
0?) g =4 a9 Q.l/ g = QJQ‘:‘J ‘4 1 s
Wpuigauuaaenseaisaumavessuias saufaiduasiTU§URTRedeuduifeiu
2 a L3 Pu| ®o o 1 v =4 1
11.10 ¥iuhgunsalussananadlaldvassuiang vndeuserdiussuueiednanisluns
su1R15 Viuutldi ey wanmhenusuef e uANgLanIsvinay
v 0w E v oo ' s w & ow & 1l
1111 Fuhdeyanazdaiivdoyaidnegluddiduduiullesnsinauinng Inalifings
-
ATURLALHNZEY
11.12 faviwdiFafusesiisdudusiasuransin geviurinnussiamildivaurassuiaig
Tl sunsuusundandalsunyugadiela 4 wazninsuimisnsiany desfuinveuluadiy

LA BBV AATUY aNLA

G

f



-12 -

11.13 nsdifaiauissuuau fodliwedafoats (Service port) 10458ULI A TisunATs
AsruslFitonin

11,14 szuufimsiu-dedeyadumisnuneusnsuians deadaurosieluslaneaidsia
WuUUaRAstY W SSL/TLS/HTTPS/FTPS wawisdovilususesmsdidnmsetindannglimeseniususes
(Certificate Authority: CA) Al defiel#iusuinis maamawﬁ’mﬁgwﬁaﬁma wag/viedng1e Ingld
TiNIzesaniuUsEAUAIY

niaﬁ'iwuﬁﬁma%’u—ﬁﬁa;ﬁlaﬁ’wmmmmauaﬂﬁmmiﬁﬁmiﬁmummmﬂaamﬁmﬁumﬁ

e WU VISA, MasterCard Tidludusaimned dnnseiindmuiiviasaus veesuiasiivus

11.15 n3dlnsdamssuuniogunininoufiawes dostmuaaiuinsgiudiuarulaoasis
(Security Baseline) mufisurmsimun windussuuviogunsellvifisuiansdalismundsnmsgu
fuauiuasasaie (Securty Baseline) i muad1a1UaandeniuuInsgiu Center for
internet Security (CIS) %138 National Institute of Standards Technology (NIST) M%’ammgﬂugﬂm
Alanauidste Lagdnvipiiolyiusuins

11.16 nsluspuuiidoufiuinm Log munguune videsmasguiisunansdesUfo W PCl DSS
savdmiiunavdeioya Log mufisunmsimue |

11.17 nadhfuszuvansaunaiifinsdniv Ussana uasiuddayattyitnbidnnsoing
(Account Data) aufiaszuuiifinisifossevioondmansynuduaruiupaasafaasauma
sosruviidiu asfoadniumsShnarnaenssifaeandemunnsgu PC DSS nofiudas

11.18 ﬂiﬁ'ﬁﬂﬁ’if&’fu%ﬂﬁﬁﬂﬁu%mimauaﬂ“ﬁ'ﬁmﬁﬁLﬁUﬁa’J’@@dam@wmmi Aeaiavitluu
NIEUIUNITIBATUASHENIEN €18 MTerTeuundulALiiuaisiee (Exit Plan) WagwiunssuIunig
anedayanvudauldla



wnasusznauluauasian

‘J " 'l o at
ﬁaﬁswmﬁqmﬁaumswaawwmLaﬁ‘lwﬁaa&a (File Integrity Checker) wiaudnstgsdnu seevngn 4 U

UTEN corvrrrcrnrceennencesssssensesmmmmasmsssessens
5’]ﬂ'1ﬁ|:'§iu‘€i 5']ﬂ'lﬁl,ﬁ14'ﬂ‘§’lll*
dastuft ey fiovia* ()
B (wm)
1 @h'ﬁzuumwaauﬂ'mﬂé"'ammaﬁLzﬁlm%’aya (File Integrity
Checker)
2 FrirdaraninesusiieuazgUnsalrovas
3 AnRnRaTEUY {Implement)
4 | AngedneruuesadeumsiwAsuniasdluieya (File
Integrity Checker) vstiztian 4 7
5 Athgeshuedawenfinme fusiisuszgunsalioag
szasiig 4 U
saududuhedy
(ot sscscospanesassesssssessemmcssssssssesssssssssss s sssssssssssses TV A9N9A)
VBN snfiene dunanfisaadyadiiy mennsiu 4 uaveildseinndiud




dArusatauauu 39150 sedlarutiuduatednwaldnws
lnaUnmeddudadiudaniwan dren1snesg suiniseaudu

HUNN9BluE bid@asb.or.th wialnsasuniulddl 0 2299 8000

f9 030119 Insd1s 0 2279 0584



