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3.1.2 gunsnl DDoS Protection Tiiaue Faudurdaafiléfunisniiaiusesnmninaiy
1AM 1SO 138 UL w38 CSA w3e VDE v3e FCC-B w3a FCC vise FTZ-B wSe NORDIC w39 CE lag
Tmidasusad
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Ms¥euazmsunsvensensiifiornmviniatsdnsgs (Anti-Money Laundering and Combating the
Financing of Terrorism: AML/CFT) wsu feyadiuuana wsudvans (Judu warlisuimsus
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DDoS Protection 3 1%a finneifogmioy fal
3.2.1 1Wugunsnl Appliance finanuuuandmiumsitvtintesiunislaufiuuy DDoS
Tasanie warltmaluladuuu Stateless analysis @iudATIzin1slaufnuy DDoS (Layer 3,

Layer 4 uaz Application layer)
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3.2.2 Appliance Tiaua Aol Inspected throughput litfasni 1 Gops wazsosunas
Yene License throughput lalidesnin 40 Gbps
3.2.3 @nsatesiunis Flood lalddasnia 28,000,000 PPS (Packets Per Second)
3.2.4 i Protection interface WU 1Gbps a819ta 12 Ports Wazd@1u150%1 Segment
lunsns9aeu Traffic wuu in-line laldtdasnin 6 Segments
3.2.5 il Management interface WUy 100/1000BaseT liitiaenin 2 Ports
326 @7U150%11 Software bypass bo Wazil Integrated hardware bypass Iun’ifﬁ‘ﬁlqﬂﬂi a1l
Uy
3.2.7 @13150%1 Mirror link status 193U Port pair Wi nsdid Internal interface 3
U1 Physical down Q‘Uﬂ‘iiﬁmmm Down external interface 71 Pair fu Internal interface i3
Jymle
3.2.8 @11150UIM5IAN159UN Al Web-based GUI wag System GUI lagsossu
Change log ﬁawﬁwaﬂ‘swwiam‘m%mﬁmmmﬂﬂmi WU User login, Configuration change, CLI
Commands, System update Judu
3.2.9 annsadesiu DDoS Ihethaioy il
- TCP /UDP /HTTP Flood attacks
- Botnet protection
- Anti-spoofing
- Payload expression-based filtering
- Permanent and Dynamic blacklists /whitelists
- Traffic shaping
- Multiple protections for HTTP /DNS /SIP
- TCP Connection limiting
- Fragmentation attacks
- Connection attacks
- Multicast /Private address blocking
TnsnsssruagiAsuntasaiing 9 Tu Countermeasure gunsaifpsannsnuaiiuisunauar
tluvihauleviui Taelufes Reset wia Stop /Start policy
3.2.10 @u1sateasdu SSL w3a TLS Attack @1%5u Application server 13w Web, e-
mail Lay Secure VPN Server L 1nga11150m539a0UA1INNHABIVDY Negotiation message,
WaAns5uN15¥ SSL %38 TLS Handshake 1ty Message gnasn Sequence figndeavisli n1sve
Renegotiation \indum1y Established session w3oly wazaiunsansinaeusiuiy Compression

algorithms ua¥a1uIU Extension 1o

3.2.11 @w13091 Blacklist 91 IP Location (Country), Domain wag URL e



3212 gursasaailiinausauiu Web Crawler Tagnasenu Traffic 310 Known
search engine g1

3.2.13 ii Leamning tool lun1s Learn traffic profile Wialdlunsseen Countermeasure
iy Rate-based

3.2.14 awsouansmadeyaalifluzuwuu Stacked Graph uax Mini Graph lagansa
Amuagianailunsuansdoya (Timeframe) :Indadanlaln Last 5 minutes, Last Hour, Last Day,
Last week saiamundutasfunasnamiud fiulidusdisdon

3.2.15 @1u130 Create ua¥ Terminate GRE tunnel nsils1tdudoald GRE tunnel
&3y Clean traffic idau1an Cloud service provider w3a Cloud scrubbing center st

3.2.16 @11150%1 Packet capture 52u03@71150 Filter n1sUaAINadIMTU Passed,
Dropped %38 All packets 16 Tne Packet capture finansly GUI fiasanunse Export 1Ju pcap file
(Packet capture) ol

3217 {AUaTEUUADIAINITAATIG Payload regular expression 13U Attack
mitigation 911 Packet capture window &

3.2.18 @11190M3299U Drop inbound Wway outbound threat 1aa Detect loC
(Indicators of Compromise) 211 IP Address, Fully qualified domain names waz URL 1¢ wu n1s
Anrafiu Botnet command and control, DNS Reguest 1Ugs Known bad host iJusu

3.2.19 @1u150d9 Notification N1u syslog (CEF, LEEF), SMTP uag SNMP (v2c, v3)
59T SMTP Authentication @u5U e-mail notification 1A

3220 awnsaiduImsdanisaunsaliiunisigaldinu (Authentication) Wy Local
user, Radius, TACACS &g TACACS+ la

3221 arunsasudeya loCs (Indicators of Compromises) 31n5gUY Threat
intelligence vaadupmAnfueifiaus uag/vioan 3rd Party AuLmsgIe STIX/TAXI saufulald
Yeundn 3,000,000 loCs iieldlunisifosfunislaudle

3.2.22 @1u130%1 Backup/Restore ¥ Configuration waz Traffic data 1¢ wagsaadu
N5 Backup WUy Schedule backup

3223 aansooensesnildeiuy On-demand way Scheduled Report Taganunsag
waldiauuy Online 910 Web page uasuuulwd POF liangunsal

3.2.24 1l Redundant power supply &UU Hot-swappable

3.2.25 gunsaleanuuuantiiluiuy Rack type mmmﬁmﬁxﬂuﬁ Rack 11AT§1LUUIN
19 il

3.2.26 wAnfusifiausdadldunsinduduaglundu Leader 910 IDC MarketScape

Worldwide DDoS Prevention Solutions agistiag U 2019 sufistiagiu
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i Microsoft Project Lilalsunansiiansan
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