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12.4 ﬁmﬁhf“fﬂa‘w%ﬁumsL%’ﬂﬁz’f’muﬁaaﬁraﬁﬁwﬁ'ﬁyﬁumﬁmm'i

12,5 fimsdamswmanisaifinansevudenusiunsaendemseniges nsdiszuue
ddavdesrunnuiiinansevudedlduinsluenadamsvegeustn Foalbnunnsdnnismmaseii
fnansznusemuiiunrasnfomereufinges wu WRUU3MSP eI T8 9G3AY (Business
Continuity Plan) WnuAussuy (Disaster Recovery Plan) wivu§uilantlaiuad (Cyber Resilience
Plan) tudy
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funaenfasauInATa AN

127 Sugenliisuians Mmisnuneuend sulmsueuing vizovhenumAuguasunns
favElumadiasisaeunsviheu suddndlumsidengdoyaiifetas”
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12,13 asdiaaunssuuanu deddwsfndoas (Service port) vesszuuauy mufisuas
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12.14 ndisguuiinafu-defeyatumhsruneusnsinas deadeusoialusianes
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umsgrusuamsiunssendy (Security Baseline) T musaeuasnfen1uLInsgIu Center
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asaunAseszuLiIey szdesiiiumsinmanuusenieliaenadasmuunsgiu PC DSS nes
Fuanan
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Wuan 1.1
AausnwazlaIzAuYela nguaUnsal Network Core Switch

. = o ' e 1
1.1 gun3al Network Core Switch wuufl 1 §1u9u 4 9n usasyaiinuauthodistion &l

1.1.1
1.1.2

il Switching capacity laitfagnin 250 Gbps wasdl Forwarding rate laitfosnd1 190 Mpps
1l Gigabit Ethernet port wila RJ45 s1uaulsiifeandn 48 Ports uagdl 1/10 Gigabit Ethernet

port #iln SFP/SFP+ drusuliideunin 8 Ports wissiawa Module 10GBase-SR $1u1u 2 Modules

1.1.3
n71 16 GB
1.14
1.1.5
480 Gbps
1.1.6
1.1.7
1.1.8
1.1.9

HirwAUT MUY DRAM 1u1etlosnda 8 GB wasilmiieainusiuuy Flash vwisliltes

58430 MAC Address @luitioandn 32,000 MAC Addresses
A1150911 Stacking lalitaanda 8 nuhe uasil Throughput ¥een1svin Stack Tutiasnin

58930 Jumbo frame fvwialiidosndn 9,198 Byte

3993Y IPvd Routing liWeenda 32,000 Routes uas IPv6 Routing luliaanda 16,000 Routes
i1 USB port a8netes 1 Port uaz Console port aghatiog 1 Port
ﬁﬂvaguﬂﬁﬁwmmwm M3374 IEEES02. 1D, IEEE8B02. 1w, IEEES02. 15, IEEEBO2. 1p,

|[EEEB02.1Q uag IEFE802.3ad

1.1.10
1.1.11

111")

e L

1.1.13
1.1.14
1.1.15
1.1.16

gunsavih IP Routing Wuw Static, RIPv1/ RIPv2 uag RIPng 1ai

#15150%1 Access Control List (ACL) 1¢1

AR QoS (Quality of Service) luwuuves per port per VLAN g

£l RFID Tag tilauamdoyaues Asset switch wazfl Blue beacon Wassygunsaifihmsidsuse
5895UN1T Programmability network #e) Yang models N1 NETCONF Wag RESTCONF protocol
11 Redundant power supply kuU Hot-swappable

gunsalsanuuulAdunuy Rack type awnsainsslug Rack unmsgiuuunm 19 f2ld

o
&




Hu9n 1.2
AMANYAZLRNIZATUATIA nauaunsal Network Core Switch

1.2 gunsal Network Core Switch wuufl 2 S1uau 2 4 ustasynnausudRotedon folf

121 fzartnenssufinannisinaruszning Control plane way Forwarding plane Lagil
Bandwidth liwsanin 100 Gbps

1.2.2 il Routing engine w30 Route processor ﬁﬁwﬁ’]ﬁﬁjﬂm’i Routing protocols ‘Uuqﬂﬂiﬂj Tne
fiwdnsmudnan (RAM) aunldidesnin 16 GB

1.2.3 i Gigabit Ethernet port 9ila SFP 91uaulidasnin 8 Ports waz 10 Gigabit Ethernet port
#fig SFP+ auulutiaenda 8 Ports

1.24 il Network module dnuisuiiial Gigabit Ethernet oort 41urulNUREAI 10 Ports wiauaus
Module 1000BASE-LX d1u2u 20 Modules as 10GBase-SR 911434 2 Modules

125 1l Console port at1etesdIuIUu 1 Port uardl Management interface $1147u 1 Port dwiu
vuaAINTTNOUYesgUnTal Laynsiaaauszuy

1.2.6 mmim%’ﬁﬁalﬂaﬁﬁaya IPsec encryption Ineil Hardware crypto module 4da Field
replacement ka30393U Bandwidth lidpani 25 Gbps

1.2.7 @309 IPva Routing protocol m14 ¢ leikA OSPF, EIGRP, 1SS wag BGP

12.8  @wnsaldeu IPva Routing lagegaliifasndn 3,500,000 Routes wie IPv6 Routing ligaden
laidaandn 3,000,000 Routes

129 s 1P Multicast 1eldidaands 64,000 Routes Uay 44,000

1.2.10 9993UA15%11 Network Address Translation (NAT) lugduuusin
NAT64, Stateless NATE4, NAT-PT ALG

1211 saa¥umsvirnudu Session border controller 16 l3l<asirin 64,000 Sessions

1.2.12 awnsaiuteyeaifinigldaueiodis IPva uas IPv6 fas NetFlow protocol hagauisn

roups
9 lAun NATA4, Stateful

S o)

Export AMU95§14v04 IETF e IPFIX 16
1.2.13 &@13130v1 Access Control List (ACL) 161
1.2.14 5893Un1$¥h Policy QoS wuu Modular QoS CLI Uy VLANS #38 Tunnels uazanansaiivue
anuanAkuUETUTlneld DSCP, NBAR wag FoM 1
1.2.15 1 Redundant power supply Wuu Hot-swappable
1.2.16 gUnsaleanuuuilidunuy Rack type aansafnsslug Rack wasguma 19 s

T
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AANHAEIRNISATUmATIA ndusUnsal Network Core Switch

13 gunaal Network Core Switch uwuufl 3 31w 4 9a udasyalinueaudietietios fil

131 gunsaiflaaUrenssuiuy Modular switch 895un1sldd1uou LineCard llidaanda 4
LineCards (laitfusaa Supervisor engine slot) LLagmmmﬁamulﬁﬁsq Layer 2 wag Layer 3 Hausdration

1.3.2 1§ 10/25 Gigabit Fthernet port shiunulaidasnin 48 Ports wiauaus Module 10GBASE-SR
fadundninsiiveldenfugunsel Network Core Switch Wuu? 3 fiee Srundlitfesndn 48 Modules

1.3.3 i1 40/100 Gigabit Ethernet port $1wiubidosnii 32 Ports wissiaue Module 100 Gigabit
Ethernet fianunsaldinufiuans Multi-Mode Fiber %l OM4 I Tnesassusvarndldliifonnd 100 wns
Farflundn it Foideatugunsal Network Core Switch wuuil 3 Miaus S1uawlitasnia 8 Modules
uaE Module 100GBASE-CRE aruenilsitfasndt 5 was Fafundnfasideiduatugunsal Network Core
Switch WUl 3 fiawe Sraulifesndt 1 Module

1.3.4 i1 Switching throughput N30 Switching capacity laitlaanin 25.6 Tops wagll Forwarding
rate lutfoem 16 Bpps :

1.3.5  3893U MAC Address TRgegaliiiaendi 288,000 MAC Addresses

1.3.6  3995U VLAN lglsitiasndn 4,096 VLANs

1.3.7  #@w150v9IuLUY Port trunking w3 Link aggregation AUNIAIGIU IEEEB02.3ad Ialadne
A47 1,026 Groups wias Group 3 Member port léksitiasnn 64 Ports Taefl Group tFeafuaiuise
Lﬁjaud’adw’i’}-&qﬂﬂ‘iﬁﬁ Switch T8 (Multi-Chassis Link Aggregation-MLAG %38 Virtual Port Channel-vPC

T EIS IV g

1.3.8 @5 IP Routing protocol satalUi] Static, VRF w3 VRF-Lite wiasisuwi, RIPV2, ISIS,
OSPFv2, OSPFv3, BGP Lty MP-BGP wawsasiudiuiu IPv Unicast route w38 IPv4 LPM Route lgegn
laiaenn 384,000 Routes

1.32.9 @13y Equal Cost Multipath Routing (ECMP) 151134‘14@51?1’31 128 Paths %39 128 Ways

1.3.10 @u15a%i Virtual Router Redundancy Protocol (VRRP) 181 ssiflseansayin Active/Active
gateway 19

1.3.11 @m1savinnisesie Layer 2 domain 4993 Data center (Data Center Interconnect) Tael
wiAlulad Virtual Extensible LAN (VXLAN) Tnganunsayin VXLAN Bridging wag VXLAN Routing Taidunehsilan

1.3.12 @wnsavin SPAN v13a Port mirroring Teeildnuian SPAN Active session laitipendn 4 Sessions
per ASIC

1.3.13 #@nun3avih Multicast protocol WUy IGMPv2/v3, PIM-SM, PIM-SSM 1 Anycast RP 19

1.3.14 f1uaAt QoS (Quality of Service) A1ums§ U IEEF802. 1p, CoS, DSCP lifluaddas
Lazis Iy Queue laifaendn 8 Queues per port SINTIANITAARUAAWUY Strict priority queue,
Weighted Round Robin (WRR), Policing/Shaping wag Rate limiting 161

1.3.15 @150 Access Control List (ACL) Tusgfiu Layer 2 019 Layer 4 uag IPv6 14 lapseeiy
it ACL laliiioanan 2,000 ACLs

1.3.16 @wvavin NetFlow visa sFiow L8 [ ®§ V




1.3.17 @1130v191ULUY Software Defined Networking (SDN) Tngldinalulad Openflow nse

Programmable RESTFul vi3a eAP 14
1.3.18 uimsinnisaunsaliiou SNMPV3, Telnet, SSHV2 uag CLI g
1.3.19 Wi¥ummsgrumnudasndy fwsieluil [EC, UL, EN, FCC wag ROHS
1.3.20 il Redundant supervisor engine ¥3alfieuinn
1.3.21 il Redundant power supply wae Redundant fan wuu Hot-swappable

o
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AnANwzIENIsAUWALla nguaUnsal Network Core Switch

1.4 gunsal Network Core Switch WUu#l 4 S1uau 2 a wingyalanasifogradon fell

141 gunsalflani¥nenssuiuy Modular switch soe3unislagiuiu LineCard Tilifeunda 4
LineCards (lsitfusasl Supervisor engine slot) uazamusavnaulng Layer 2 uag Layer 3 {upgredon

1.4.2 & 10/25 Gigabit Fthernet port S1uaulsifosndn 48 Ports w¥auiaus Module 10GBASE-SR
Fadurdndnmidvielfeaiugunsel Network Core Switch Wuufl 4 fiieue Swualsifasndn 48 Modules

1.4.3 i 40/100 Gigabit Ethernet port $1urwlalifosndn 32 Ports wiasaus Module 100 Gigabit
Ethernet fianunsaldeuiuane Multi-Mode Fiber ¥iln OM4 1§ Trasasduszasmslélaitionnin 100 was
Fafundnfasidfoifoatugunsal Network Core Switch wuufl 4 fliaus srusuldifosndn 6 Modules
ey Module 100GBASE-CRA amenaludagnin 5 wns %@Lﬂuwamﬁmwﬁﬁatﬁmﬁ’uqﬂﬂizﬁ Network Core
Switch wWuUdl 4 fiaus ssulifosndt 1 Module

1.4.4 1 Switching throughput %38 Switching capacity litiagnin 25.6 Tbps wazdl Forwarding
rate litipunan 16 Bpps

145  5995U MAC Address ligeanlitioandd 288,000 MAC Addresses

146 5845U VLAN lalsiteandn 4,096 VLANS

1.4.7  @13139%19 LY Port trunking %38 Link aggresation AMuums§1u IEEES02.3ad e liitlay
N1 1,024 Groups Wiag Group &1u15adl Member port 1iliitfasnin 64 Ports Taefl Group Lieafuy
Eﬁ‘mmL%aucﬁaizﬁ’iwqﬂﬂ‘éiﬁ Switch 1 (Multi-Chassis Link Aggregation-MLAG %38 Virtual Port
Channel-vPC #30lfiguLin)

148  @wsnyh IP Routing protocol fasialUil Static, VRF via VRF-Lite w3aiisuwi, RIPV2, ISIS,
OSPFv2, OSPFV3, BGP way MP-BGP waz3943uT1uIu IPv4 Unicast route %38 IPvd LPM Route Lagsgn
Taltfaeini 384,000 Routes

149  @1u130v1 Equal Cost Multipath Routing (ECMP) lelsitiosndn 128 Paths 1138 128 Ways

1.4.10 @150y Virtual Router Redundancy Protocol (VRRP) 18 s1aifie@unsavin Active/Active
gateway o

1.4.11 @11130%111159818 Layer 2 Domain 914 Data Center (Data Center Interconnect) lagld
walulag Virtual Extensible LAN (VXLAN) e Tagzinunsasin VXLAN Bridging wag VXLAN Routing Tl
peavoy

1.4.12 @un3ayin SPAN %38 Port Miroring laafidnuiu SPAN Active sessions taltieandn 4 Sessions
per ASIC

1.4.13  @unsovin Multicast protocol WUU IGMPYV2A/3, PIM-SM, PIM-SSM uag Anycast RP 1a

1.4.14 Amusd QoS (Quality of Service AU IEEE02. 1p, CoS, DSCP 'siduagnaasnazsl
£ Queue liiWaendn 8 Queues per port FINDIAINTAAIAUAAILUY Strict priority queue, Weighted
Round Robin (WRR), Policing/Shaping Wag Rate limiting 16

1.4.15 @1u190%i1 Access Control List (ACL) Tuse@u Layer 2 19 Layer 4 uag IPv6 16 loggpssu

An5vin ACL Telatiaenin 2,000 ACLs _ ’
. 5
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1.4.16 390911 NetFlow w3a sFlow 1¢i
L4.17 a11139¥1191ULUY Software Defined Networking (SDN) Tneldinalulall Openflow w3e

Programmable RESTFul v3a eAPI 14
1.4.18 viMsdan5gunsaditu SNMPY3, Telnet, SSHV2 wag CLI st
1.4.19 Iisuussgrumulasnde faselud IEC, UL, EN, FCC uag ROHS

1.4.20 il Redundant supervisor engine ¥3afieumwi
1.4.21 @ Redundant power supply Wag Redundant fan wuu Hot—swappabli;&
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WUaN 1.5
Auanwazlanizauwaiiln nquaunial Network Core Switch

&G

1.5 gunsal Network Core Switch wuufl 5 31wy 2 yn wissyalinnaushedneton fail

151 Masehadudneay Modular chassis Snnuldifaendt 6 Slots

1.5.2 i Switching capacity liffoenin 9Tbps uaedl Bandwidth o Slot lalferndn 2 Thps

1.5.3 Gigabit Ethemet port %fin RI45 S1uauladioundt 48 Ports uazdl 1/10 Gieabit Ethernet
port wiin SFP/SFP+ drurulidifesnin 48 Ports wiasaua Module 10GBase-SR 71U 8 Modules Laes]
Gigabit Ethernet gfia Fiber §1usulaitiaendn 48 Ports wiaulaue Module 1000Base-SX $1u21 24
Modules

154 fivihgauduuy DRAM vunalkitosndn 16 GB uasiimiioninudiuuy Flash awslildes
N1 16 GB

155  3993U MAC Address lalaitlaenii 32,000 MAC Addresses

156  5993U VLAN lilifoandt 4000 VLANs

157 58930 Jumbo frame Flawnliitiosnin 9,198 Byte

1.5.8 989U IPv4 Routing laitfan1 200,000 Routes Lag [Pvé Routing liitiaenda 200,000
Routes

1.5.9 {1 USB port a8 tpe 1 Port uaz Console port aghatiay 1 Port

1.5.10 aﬂ’uauum'ﬁﬁwwummmmgm IEEE802. 1s, IEEEBC2. 1W, IEEE802. 1X, |[EEEB02. 3ad,
IEEE8D2.1d, IEEE8BG2.1p, IEEE8DZ.1Q

1.5.11 @u139%1 IP Routing WU Static, RIPv2, OSPF uag BGP l¢y

1.5.12 @nansasit Access Control List (ACL) 161 |

1513 @300 T19daUT1ede sWany wazAUANAYENNT TR uaTEUUR UM LN S5
RADIUS uaz TACACS+ 161

15.14 uimsdamsgunsaiiiu SNMPv3, Telnet, SSHv2, RMON wag CLI T4

1.5.15 5893UA1T Programmability network 77 Yang models 51 NETCONF wae RESTCONF protocot

1.5.16 1 Redundant power supply #uU Hot- swappable

1517 gunsalsensuuinliiliuiuy Rack type mmmmmmﬂum Rack 1e 35119 19 1%&
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HWIN 1.6
pauanwazlaNIzfumatln ngygunsel Network Access Switch

1.6 gunanl Network Access Switch wuu#l 1 39w 9 4n udazgniinuaudfosietion deil

1.6.1 Lfl‘uq“dﬂ‘mi Ethernet switch 711191 ldaia Layer 2 wag Layer 3 w1y OS Model 713
Switching capacity %39 Switching fabric laltiaenin 176 Ghps Wagdl Forwarding rate lidoanin 130 Mprps

1.6.2  fvieAnudiiuu DRAM sunlidifosndn 2 GB uavimineanins wuu Flash suialdies
N1 4 GB uayil Buffer yunlidendi 6 MB

1.6.3 1l Operating system wuu Modular kazsas3uniTvih Patching iiuaesion

1.6.4 i Gigabit Ethernet port wila Ri45 $1urulaidoundy 48 Ports

1.6.5 1 1/10 Gigabit Ethernet port vl SFP/SFP+ sruanlaltfounin 4 Ports wiauaue Module
10GBase-SR $ruruliitipoania 2 Modules

166 3893 Jumbo Frame fiunalalifaeniy 9,198 Bytes

1.6.7  589%U VLAN lalidaendt 1,000 VLANs

1.6.8  5893U MAC Address lalitfoandy 16,000 MAC Addresses

1.6.9  9893U IPv4 Routing lltfesnin 3,000 Routes was IPv6 Routing laitfoendn 1,500 Routes

1.6.10 § USB port agstioendn 1 Port uaz Console port agatiosndn 1 Port

1.6.11 adudayun1s¥191unINuInIgIY IEEEB02. 1D, IEEEB02. 1w, IEEES02. 1s, IEEEB02. 1p,
([EEE802.1q way IEEE802.3ad

1.6.12 @13190911 Access Control List (ACL) 18t

1.6.13 firnum QoS (Quality of Service) WUU Priority queuing, Weighted Tail Drop (WTD),
Committed Information Rate (CIR), Policing wag Weighted random early detection 1@

1.6.14 5893Un13%11 Uni-Directional Link Detection (UDLD) @ w¥ur37aaauninufinnainussnig
\Hewsteaedyan

1.6.15 fana@ansngafiu Network security fai

{1)  BPDU Guard uag Port Security
(2)  Dynamic ARP Inspection (DAI) wax [P Source guard

1.6.16 @150 User authentication thuy IEEE 802.1x, IEEE 802.1x-rev wag User/Device MAC-
Authentication T3ulUiis IEEE 802.1x WUy Guest VLAN, VLAN Assisnment, Per-User ACLs, Voice VLAN 14

1.6.17 A1uAFUKUUNIT Authentication WUy IEEEB02. 1x, MAC Authentication uaz Web
Authentication lullsiaz Port prugifiunaunas (Order) manldrruaiursafnualdiiwuudalUld
(Fallback)

1.6.18 5243un5¥1 SPAN %30 Port mirroring lngenansayii Remote SPAN 1¢t

1.6.19 #1 RFID Tag ileudnalioyaves Switch asset uaesl Blue beacon wleszygunsaiiimsdause

1.6.20 vimsdanisgunsaliiu SSH, SNMP, RMON uaz Web-based 1#

1.6.21  5843UMT Programmability network s17e Yang models 61 NETCONF was RESTCONF protocol

1.6.22 1 Redundant power supply WUU Hot-swappable

1.6.23 gunsalanuuunliuuuy Rack type annsaingilug Rack inasgruving 19 9306
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AuanvMsIANIYATUmATA NfugUnIal Network Access Switch

1.7 gunsal Network Access Switch uwUUil 2 $1u7u 10 g winzyaliguantiodiedoy il

1.7.1 aﬂﬂimmaammummaimmEﬂu Data center IﬂEJLQW']u LLavmmmmmul W Layer 2
ey Layer 3 Lﬂuamquaa

1.7.2 1§ 1/10/25 Gigabit Ethernet port ¥fin SFP $hnulaitioanda 48 Ports Tnsanunsaviaiuwuy
Wire speed #38 Wire rate 30 Non-blocking 1 wiaulaua Module 10GBASE-SR ﬁl,ﬂuwﬁmﬁ’mﬁﬁa
Weaiuifugunsal Network Access Switch wuufl 2 faua Swaulsddfesndn 24 Moduies

1.7.3 il 40/100 Gigabit Ethernet port $1uuliiffoyndn 8 Ports Iagaiunsavn91uLUU Wire
speed 138 Wire rate 38 Non-blocking 1 w¥asiaue Module 100 Gigabit Ethernet ﬁﬁmﬁﬂ%’muﬁu
a8 Multi-mode fiber 4l OMa 19 Tngsesfussugmaldliddasnin 100 was Sadundesusidvefoaty
gunsel Network Access Switch Ll 2 filaus durulsitiosndn 2 Modules wag Module 100GBASE-
CR4 mue7litesnin 2 wasg éﬁaLﬂuwﬁmﬁmﬂﬁﬁﬁaLﬁmﬁ’uqﬂmﬁﬁ Network Access Switch wuvud 2 7
e Puuldidasnii 1 Module

1.7.4 i Switching throughput 38 Switching capacity litlosndn 4 prs wazdl Forwarding rate
"Lamaam'] 1 Bpps

1.7.5 AU DRAM 159 Systern memory wm"l.uuaam’l 8 GB waziniisa1ud
WU Flash w3a SSD awnalsidiosndn 8 GB '

1.7.6 31 Packet buffer memory wualidasndt 32 MB

1.7.7 il Latency lunisdadoyalaivin 800 ns (Nanc Second)

1.7.8 835U MAC Address laladifotindn 288,000 MAC Addresses

1.7.9 095U VLAN lélidoandn 4,096 VLANs

1.7.10 am150¥9uLUY Port trunking %38 Link aggregatlon M1UNRTFI IEEEBC2.3ad lﬁluuaa
91 128 Groups Wiay Group M-Member port laliioanin 64 Ports e Group WRenduannsadouse
%M’J%‘i@ﬂﬂ‘im Switch 18 (Multi-Chassis Link Aggregaﬂon MLAG %38 Virtual Port Channel VPC 39
WguLmn) .

1.7.11 @7u159%1 IP Routing protocol ﬁ‘qaﬁalﬂiﬁ? Static, VRF %38 VRF-Lite w%mﬁamvh, 1SIS,
OSPFv2, OSPFV3, BGP uay MP-BGP uagsasius1uau IPvé Unicast route wie 1Pvd [ PM Route légagn
lsifaenin 360,000 Routes

1712 awnsa Equal Cost Multipath Routing (ECMP) Iolsldforund 128 Paths ude 128 Ways

1.7.13 &w15a9i7 Virtual Router Redundancy Protocol (VRRP) 18 5uilaanusavin Active/Active
gateway L6l ' | '

1.7.14 ﬁmwnﬁwmww Layer 2 Domain ?’J’_m Data center (Data Center Interconnect) Tag/l4
wrlulad Virtual Extensible LAN (VXLAN) 1# Taaaunsasin VXLAN Brideing ag VXLAN Routing leifiu
2819UDe

1.7.15 @mn30vi1 SPAN v3a Port mirroring lnafidnuau SPAN Active session laitiaenda 4 Sessions

1.7.16 @mnsevih Multicast protocol WuU IGMPV2/v3, PIM-SM, PIM-SSM uge Anycast RP 16

Py




1.7.17 fmiund1 QoS (Quality of Service) 1 ms§Iu IEEES02.1p, COS, DSCP tadustaday
Lazdiuiu Queue Lia8n1 8 Queues per port saflsENuAINAIMUARILUU Strict priority queue,
Weighted Round Robin (WRR), Policing/Shaping uag Rate limiting 16

1.7.18 #u130%i1 Access Control List (ACL) 16lussay Layer 2 £ia Layer 4 uag IPv6 16 Tnegs95u
n19¥1 ACL e bitfaendn 2,000 ACLs

1.7.19 @unsesin NetFlow %o Sflow 19

1.7.20 #3509 Programmability W1um1s Bash shell ¥59 Python wse C++ hluagaves

1.7.21 Umsdnnmsgunsediinu SNMPV2, SNMPY3, Telnet, SSHv2, CLI ugg Syslog 1éi

1.7.22 lmfummﬁmmmﬂaamﬂa deataluil IEC, UL, EN uay FCC

1.7.23 1l Redundant power supply k& Redundant fan wuy Hot- swappabtz; M
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1.8 gunsal Network Access Switch kuufl 3 §1wau 12 a wrazyaiianautRagaiosded

q
74
ar

1.8.1  gunialgnesnuuuniialdnnely Data center Tnsiawz wavanunsavinenlddi Layer 2
ez Layer 3 (Jupgatiag

1.8.2 i1 1/10 Gigabit Ethernet port ¥lia RJ45 S1unilaitioanda 28 Ports Tneaunsavinauuuy
Wire speed %30 Wire rate %38 Non-blocking 1#

1.8.3 il 40/100 Gigabit Ethernet port $1uauldidesnda 8 Ports Tnatuasaviianuuuy Wire
speed 138 Wire rate %138 Non-blocking 1 wiowiaus Module 100 Gigabit Ethernet fianunsaldsiufy
a8 Multi-mede fiber wiin OM4 16 Tnasasfussegmildlitasndn 100 was Fudundriusiiveform
gunsal Network Access Switch kUl 3 aue $1urulaitfonnin 2 Modules kg Module 100GBASE-
CRZ Aruelidasnia 2 1ung %éqLﬂumﬁmﬁmﬁﬁﬁ’mﬁmﬁuqﬂﬂmﬁ Network Access Switch Wuufl 3 91
wdue drunulddeundt 1 Module

1.84 il Switching capacity ¥30 Switching throughput luiiaanin 2.56 Thps Wagdl Forwarding
rate Liitiaend 1 Bpps

185  fivmiteaaud1luu DRAM %3e System memory 3u1aldtosndn 8 GB waziiviisaiiudh
WUU Flash w3 SSD ausliffeendn 8 GB

1.8.6 # Packet buffer memory sualyiiaenii 32 MB

1.87 i Latency lumsesdayaliifiv 3 us (Micro Second)

1.88 995U MAC Address geanlalitfanii 288,000 MAC Addresses

189 5095U VLAN lalidosnin 4,096 VLANs

1.8.10 @w130v1 Port trunking %138 Link aggregation muumsgu IEEER02.3ad Isilidaendn 128
Groups #ausiaz Group & Member port Idlaifeandn 64 Ports Tnefl Group Wenfuanunsadeusaseniig
aqﬁm:mi Switch T¢l (Multi-Chassis Link Aggregation-MLAG 1438 Virtual Port Channel-vPC #3aifiauiyin)

1.8.11 @1u150%1 1P Routing protocol fasaldil Static, VRF u3e VRE-Lite nIOWBULY, ISIS,
OSPFv2, OSPFV3, BGP uag MP-BGP Wae5aaiuduiy IPvé4 Unicast route %39 IPv4 LPM Route éigsgen
laitloanin 360,000 Routes

1.8.12 aunsavi Equal Cost Multipath Routing (ECMP) alitieandn 128 Paths #de 128 Ways

1.8.13 @wnsavy Virtual Router Redundancy Protocol (VRRP) 1@ s7ufsaunsavin Active/Active
gateway s

1.8.14 @1m138%n15981e Layer 2 Domain 913 Data center (Data Center Interconnect) lagld
walulad Virtual Extensible LAN (VXLAN) 1# Tasaiunansinléfanuy VXLAN Bridging uag VXLAN
Routing laiustnatine

1.8.15 @wnsavi1 SPAN 58 Port mirroring Tnedld1uau SPAN Active session laitfasnia 4 Sessions

1.8.16 @139 Multicast protocol WUy IGMPY2/Av3, PIM-SM, PIM-SSM uag Anycast RP 151

oG

A




1.8.17 fmumr1 QoS (Quality of Service} munass1u IEEESO2. 1p, COS, DSCP I#iluadaias
wazlid1uau Queue luiwaunds 8 Queues per port sAufsanunsafvuARILUL Strict priority queue,
Weighted Round Robin (WRR), Policing/Shaping uaz Rate {imiting 1¢f

1.8.18 @n3nvin Access Control List (ACL) 1luseau Layer 2 84 Layer 4 uaz 1Pv6 18 Tngsaedu
n13vin ACL leilsitiasndt 2,000 ACLs

1.8.19 @13150%1 NetFlow v30 Sflow 1@

1.8.20 @wnseyi Programmability 6i1un19 Bash shell w32 Python #38 C4++ aifluseasio

1821 Uimsdanisgunsniau SNMPV2, SNMPV3, Telnet, SSHv2, CLi uae Syslog 1

1.8.22 ldFumesgiumuaondy sasaluil iEC, FCC, UL uay EN
1.8.23 il Redundant power supply wag Redundant fan wuu Hot-Swappabl _

e




puln 1.9

ar b = 1 '3 .
AMANTAZIANIZAIUINALUA NANDUNTAd Firewall

1.9 gunsal Firewall uuufl 1 d1u9u 2 ¥a utazyniinuandiodiaion dail
1.9.1 Wugunsaluuu Appliance frewall wiawuu Chassis firewall flagnuuustsitavantfinsad
wagAIUAN Application, User was Content lasuennultglszutanasdiniuuinisdanis
Management/Control plane wagwiiguszuanadmivdoya (Data plane) anvindy niedaus
Appliance dmuvi Management wenaanainiagunsal
1.9.2 11 100/1000/10G Ethernet port ¥ila RJ45 druauladtiosndn 4 Ports uaxil 1/10 Gigabit
Ethernet port %fin SFP/SFP+ s1unulaiifasnds 16 Ports wieuiawus Transcelver WUy 10GBase-SR 8117
Talann 8 Modules uagsasiu 40G Ethernet port 4iln QSFP+ sruaulaitesnin 4 Ports
193§ Firewall throughput 99901514 9711uTu Mode vy Application firewall #38 Application
control #58 Production performance %139 Next generation firewall luitfaentn 40 Gbps
19.4  fsvuullaafiufoanaiu (Threat prevention) Taalunae@ilnnisldam Mode IPS uag Anti-
spyware Wag Anti-virus Wiaufu 98#993933U Throughput 8lidesnin 7 Gbps wazaunsatiasdudy
AnAllipeheon dail
(1) Ua9iy Malware WUV Stream-based laun Virus, Spyware download, Spyware
phone home, Trojan L& Botnet Iaduodralay
2 svnduiaztednu Vulnerability exploits, Buffer overflow, DoS/DDoS, Non-RFC
compliant protocol, Port scans, Host sweeps, Malformed packets, iP Defragmentation iag TCP Reassembly
hduetaies aieasmsmUSuss Ui vsseanaa (Custor signatures) dmupufesnis
(3)  smRulaztesiu Virus Ui Protocol wuu HTTP, FTP, IMAP, POP3, SMTP, SMB uag SSL
SIUTY Virus Medasniu PDF, HTML, JavaScript kasz Compressed files 16
(@) ¥ DNS Sinkhole iitatlaafun19idnfie Malicious domain waziilisy SCTHERE
Senlgeuluds Malicious domain
1.9.5 1l Log storage Wuy RAIDI luitieanin 2 TB
1.9.6 il Storage Wuu 5SD litlesnin 240 GB
1.9.7 9995y Concurrent sessions 39 Max sessions halaendn 8,000,000 Sessions ey New
sessions per second kitiwanin 280,000 Sessions per second
1.9.8  529%u VLAN srmesg s 802.1Q VAN tags alifoemn 4,094 VI ANs
1.9.9  @mu159%1 NAT (Network Address Translation) k&g PAT (Port Address Translation) ¥38 Port
translation 1
1.9.10 ¥9ukuU Route mode (Layer 3) uwag Transparent mode firewall (Bridges mode) 161
1.9.11 %1 Dynamic routing WUy RIP, OSPF kay BGP l¢f
1.9.12 @wN10nTI9aay Traffic AdnsWa SSL §a8n13v SSL Decryption Wewut Inbound waz
Outbound wazau13avil Decryption broker 1@
1.9.13 anwnsavihnusiudussuunifigauiieu (Authentication systems) el Active Directory/
LDAP W&z RADIUS P
. g




1.9.14 annsndrdeyadnn Log uuansluguuuy Graphical Lﬁa’lﬁﬁguaiwummmtﬁu Activity
Tunmsauresgunsal Tasanunsauansdoyaldednaios
(1) Network activity
(2)  Threat activity
1.9.15 asnaadIuusiensausurugiosns (Custom report) uagdan (Export) Tuguuwuu POF 14
Juetatdee
1.9.16 @nsnsnvin High Availability (HA) WUU Active-Passive 38 Active-Standby uag Active-Active 13
Cluster lai
1.9.17 Usn159An158UNTRlLUY Web-based management (HTTPS) wag Command line
interface 141
1 9.18 @1u150%n Log filtering wazad Log 4nala 1w HTTP- based AP] iﬂaaaﬂnm Third-
party #8111 mngunsaifhauelianniaiild awnsaiauessuudy q Aeatiumyuniavhauld
1.9.19 i Redundancy power suppty WUU Hot-swappable
1.9.20 gunsalzenwuusbiiduwuy Rack type mmmmmmﬂum Rack ¥Mm3g1usuIn 19 ml

e
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uanvaziawzduwaia ndugunsed Firewall

1.10 gunsal Firewall wuuil 2 $1u9u 6 90 winzyniiqaauRotedoy Fail

1.10.1 1¥ugUnsalwut Appliance frewall 3o Uy Chassis firewall fvenuuunnitevinia 7
AIIRTULasAIUAY Application, User uay Content TaguenniievUssuianad1viuuinissanis
Management/Control plane uazwitaUssananadmivdoya (Data plane) sonvnfiy wisduaus
Appliance #w3uvih Management waneenanniagunsal

1.10.2 i Gigabit Ethernet port %iln RJ45 mmulmuaﬂﬂm 12 Ports uazil 1/10 Gigabit Ethernet
port ailn SFR/SFP+ $unlsitionndn 8 Ports wiewviadue Transceiver WUU 10GBase-SR $1unulstiosnda
4 Modules wag3033U 40G Ethernet port #fin QSFP+ shuavlaitiesndn 4 Ports

1.10.3 1l Firewall throughput 283015144 1ulu Mode-uuy Application firewall ¥34 Application
control %39 Production performance 39 Next generation firewall laitfasnin 10 Gbps

1.10.4 1 Storage wuv SSD lyitfesndn 240 GB

1.10.5 99395U Concurrent sessions %58 Max sessions Lt a8a31 3,000,000 Sessions wag New
sessions per second litioandn 114,000 Sessions per second

1.10.6 39435U VAN musnnagn 802.1Q VLAN tags inlaifoendn 4,004 VLANS

1.10.7 @m1301 NAT (Network Address Translation) wag PAT (Port Address Translation} 439 Port
translation 14

1108 yemuy Route mode (Layer 3) lias Transparent mode firewall (Bridges mode) ¢

1.10.9 % Dynamic routing WU RIP, OSPF uax BGP 14

1.10.10 810150059988 Traffic Idn59a SSL #renn9vi SSL Decryption Hawuy Inbound wag
Outbound wagaansavin Decryption broker 160

1.10.11 amnsavinnnuianiussuunisiigansionu (Authentication systems) el Active Directory,
LDAP ez RADIUS

1.10.12@msnddoyaan Log wuandluzduuy Graphical Lﬁa’lﬁé’aLLaiwummmLﬁu Activity
Tunmwswnsgunsal Tasannsouansdoyelfedatos &

(1) Network activity
(2)  Threat activity

1.10.13 gansaUSunseaaeanuauanufeens (Custom report) Wagawan (Export) ’I,uiULLUU PDF 15
uegraion

1.10.14 @a3evin High Availability (HA) Wiy Active-Passive %38 Active-Standby uaw Active Active 1ie
Cluster g

1.10.15 Wivssiamsgunsaliuy Web-based management (HTTPS) kaw Command line interface 14

1. 10 16 a1unsavi Log filtering waway Log #9nan9 W1 HTTP-based AP lﬂﬂﬂaﬂﬂim Third-
party fidesn1s mingUnseifaueluanmisorild aunsatdiauassuuiy 9 Lwaauuauumﬁmmuiﬂ

1.10.174 Redundancy power supply Wuu Hot- swappable ‘

1.10.18 gunseleenuuuslifiuiuy Rack type aunsofnsdiug Rack 1npsg e 19 5’;1&M
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AaANwAsaNIzAUVATA ngugunsal Firewall

1.11 qunsel Firewall wuudl 3 $1u7u 2 yn urssyaliquautRogates il
1.11.1 LﬁuqﬂﬂizﬁLLUU Appliance firewall ®ToUUU Chassis firewall Faonuuunitovining
A3199UUasAIUAN Application, User uaz Content lasuennileussutanadiniuuinisdanas
Management/Control plane wazviigussuianadmivdaya (Cata plane) sanainiu w3euaue
Appliance dwiush Management wgneenanndagunsel
1.11.2 1 Gigabit Ethernet port ¥ia RJ45 $1urulafaani 12 Ports wasdl 1/10 Gigabit
Fthemet port wilm SFP/SFP+ Saunulsitfoendn 8 Ports wéonviaweus Transceiver WUU 10GBase-SR §147u
Lutieenin 4 Modules
1113 Firewall throughput ¥89n151491ulL Mode wuu Application firewall ¥58 Aoplication
control %78 Production performance %359 Next generation firewall lsiffoenin 6.5 Gbps
1114 fssuvilestudvananu (Threat prevention) Tngluvneinnisldau Mode IPS Lax
Anti-spyware way Anti-virus w¥oui 1s#03303%u Throughput tdlidisendt 2 Gbps wavannsatlesiu
fuaneallsiognatay dad
(1) Ueadu Malware wuy Stream-based laiun Virus, Spyware download, Spyware
phone home, Trojan Wae Botnet loifuatratios
2 m’mﬁ’wazﬂmﬁ’u Vulnerability exploits, Buffer overflow, DoS/DDoS, Non-RFC
compliant pr"toco{, Port scans, Host sweeps, Malformed packets, IP Defragmentation liag TCP Reassembly
IoiSudnsdos 5 umaﬂmmﬂiuLLm'ﬂJLm‘umaaﬂaﬂﬂﬂ'm (Custom signatures) WWRUAIIUABSANT
(3)  w9duuszdaaiu Virus Ui Protocol kuu HTTP, FTP, iMAP, POP3, SMTP, SMB wag SSL
FIuEY Virus T U PDF, HTML, JavaScript waz Compressed files 16
(@) ¥ DNS Sinkhole Wataafunisdnia Malicious domain uazifh

seiefldinng
Zonldauluds Malicious domain

1.11.5 1 Storage wuu SSD ladsdaendn 240 GB

1.11.6  7993U Concurrent sessions %38 Max sessions 128031 2,000,000 Sessions waz New
sessions per second litiagnin 80,000 Sessions per second

1117 993U VLAN Assnnsgiu 802,10 VLAN tags Ialutiaandn 4,094 VLANs

1118 @wn3ayin NAT (Network Address Translation) kag PAT (Port Address Translation) 139 Port
translation 19

1119 ¥M91UkUU Route mode (Layer 3) uag Transparent mode firewall (Bridges mode) la

1.11.10 %1 Dynamic routing LWUU RIP, OSPF wag BGP 1¢

L1111 @10730051980U Traffic fdnswa SSL #aents¥i SSL Decryption Mauuy Inbound uas
Outbound waga315avi1 Decryption broker & '

1.11.12 awm'mwmu'ﬂmmuuumswmummu (Authentication systems) A1l Active Directo v,

LDAP uag RADIUS %gé y/ ﬁ




11113 awnsndeyann Log wiuansluzluuy Graphical Lﬁdﬁﬂ@uaiwuamwmﬁu Activity
lunmsamesgunsal Taganansauanadoyalsogreden dail
(1) Network activity
(2)  Threat activity
L1114 aamsousuuseneamsnuausesns Custom report) uayvdteen (Export) Tuzuwuy POF T¢f
Jueghatios
1.11.15 213991 High Availability (HA) Wwuu Active-Passive 1138 Active-Stanchy Wz Active-Active
139 Cluster 1¢
11116 vawsdemagunsniuuy Web-based management (HTTPS) waz Command line interface 151'
L1117 @unsavin Log filtering Wwazds Log Aanand Wi HTTP-based AP lﬂﬁmaﬂmm Third-party i
#aenns wingUnsaifausliausarilg anseLALESUUBY 9 doauayum syl
1.11.18 3 Redundancy power supply wuu Hot-swappable
11119 gunsaleenuuunliifuuun Rack type anansafindalug Rack snmsgrueunn 19 Fa0¢

'




HY3n 1.12
panwaianizdumaln ngugunsal Firewall

o . | { = o a £ o A&
1.12 Subscription dM3U Firewall nuufl 1 wazuuudl 3 duudndnisidoussd

1.12.1 Subscription dwiugunsal Firewall wuufl 1 dauny 2 Subscriptions \/
1.12.2 Subscription d3ugunsel Firewall wuufl 3 $1uny 2 Subscriptions Q,

)
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paudnuuzaniumaiin ngugUnsal Ususienis

1.13 szuumuaumw’%mﬁmmiq‘dnicﬁ Network Core Switch WUUTi 3 uag 4 $1u7u 3 Ya
winzynfinaidnunizatnaton fal)

1.13.1  Jugunsal Aopliance %38 Virtual aopliance Feldandmiudussuumuguansuims
JansimTedienngudnanslneamy

1.13.2  fmhgUszuiananans (CPU) a81atfos 2 wiie usazmineiisiuiu Core liitfoanin 10
Cores wagmmsldloanin 2.2 GHz

1.13.3  dvihemnudn DRAM ogratley 64 GB

1.13.4  dvuaves Storage ladaenin 2 T8

1.13.5 il Network interface WUy 1 Gbps #inRninegnaiay 4 Ports

1136 awnsaivual Configuration (Provisioning) Wirfuaunsel Switch wiouullel

1137 &nnsardiviun Image 38 Operating System (0S) Version Tfiugunsal Network core
switch wuudl 3 uae 4 18

1.13.8  #@wwsaasivdaudniug (Monitor) wa@qﬂﬂia55wﬁchlﬁﬁ§auu Real-time wagluy
Historical Tnedesaninsaganldoatios el

(1) @1 Statistics ¥89 Interface
(2)  MAC Address table

(3) Routing table

(4)  ACL Table

(5)  Buffer utilization

1.13.9 aﬂuqiauamQﬂwwﬂﬁiL%amﬁama@qUﬂiai(NehNoﬂ<topok@y)lﬁ WAZANNNSOLERIAN
Bandwidth rate %39 Bandwidth utilization U Network topology T dusgatiay

1.13.10  @130¥9UkUL Zero Touch Provisioning (ZTP) 14

1.13.11 - #aunsav Software upgrade Tiuaunsal Switch melussuuiaietals

11312 aansodananisidsuase Configuration via image TugUnTel Switch dremihld
(Scheduling)

1.13.13 IUﬂiﬂﬁﬁﬂﬂﬂﬂgauuUEGWWConﬂgﬂaﬁoniﬁﬁﬂqﬂﬂiﬂiSW%ChSﬁUUﬂWNWimﬁU%QQﬁ
(Snapshot) 19w CPU Utilization, $1u71 MAC Address, $1471 ARP Lag Routing table fauwasnanig
WasuuUasAn Configuration TlnadnluilRle

1.13.14  @ansavi Rollback configuration Tviiuaunsal Switch faszuundoufuld

1.13.15 mmmuams’ﬁagaL?‘imﬁ’uﬁaﬂwj (Vunerability) ¥99 Software wag Software bugs 184
gunInd Switch 1ot

1.13.16  awsaiiu Log tunsdififmsiasuulase Configuration yaegunsel Switch Liteaunsa
pIaEUdoundals

1.13.17 i RESTful APIs Wilalaunsawauiserangiothluvneusiufussyuusmssansayle

Q/ g
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11318
1.13.19
1.13.20
1.13.21

aansevifiuguiuy Cluster 16 Tnennelu 1 Cluster fiavsznaulusie 3 Nodes Wustaiios
A iuszuunsRigelinm (Authentication systems) fail TACACS uay RADIUS
aunseuimsdantsseluslnasa HTTP, HTTPS, SSH, SCP, NTP uaz RPC Iifuagaiion

il Redundant Power Supply Wuu Hot-swappable ? c\\/

s
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s 2/ = 1 d
RaaNwUELANIZAUMALA NeuaUNIl Load Balancer

=l

1.14 gunini Load Balancer $1u7n 4 ¥ udazyaliguidnunizagneian fdl

q
2

1.14.1 L@uqﬂﬂ‘iﬂj Application delivery Antindu Intelligence load balancing #3a Application
traffic management #1# Throughput ldtfasndn 10 Ghps

1142 3843U 125,000 Connections per second

1.14.3 5993V 600,000 HTTP Requests per second lusesu Layer 4 waz 350,000 Requests per
second Tusgsiu Layer 7

1.14.4 5993 Concurrent session 151’@@?1@1 14,000,000 Sessions Tusgeu Layer 4

1145  { Out-of-Band management port atetiee 1 Port

1.14.6 3l Gigabit Ethernet port ¥iia SFP laitfoendn 4 Ports w¥asmiaaus Module 1000Base-T 147w
Lioania 4 Modules

1.14.7 i 10 Gigabit Ethemet port #din SFP+ laiffasndn 2 Ports Lagsasdunisiiin Transceiver
module 10GBase-X Tuauranlé

1.14.8 & Memory Wiifsandt 16 GB uaxdl Harddisk laiteenin 500 GB

1.14.9  amnseViemisuy Hardware SSL Offload wagseedu RSA Tgliiaendn 2,500 TPS (2K Keys)
uaz ECC llaidorndn 2,100 TPS (ECDSA P-256) wasil Throughput laitfatindn 5 Gbps Bulk encryption

1.14.10 @nsadudadeya (Compression) idlsiffoenin 3 Gbps

1.14.11 %1 Load balance Tngld Method uuu Round Robin, Ratio, Fastest, Least connections,
Weighted least connections, Lag Least sessions Lo uagatae

1.14.12 ¥ Session persistence Ima@ﬂﬂﬂ Cookie, Destination address, Hash, SIP, Source address
wag SSL a

1.14.13 %1 Health monitor Tdagnaoagal ICMP, Oracle, POP3, PostereSQL, RADIUS, RPC, SASP,
SIP, SMB, SOAP, HTTP, HTTPS, FTP, TCP Half open way UDP

114,14 druaEnunsalunisas Server load §e OneConnect, Cache, SSL/TLS offload, TCP Express

11415 @wniovi High Availability (HA) WU Active-Passive e Active-Standby ag Active-Active 1

11416 awsadstoyn Log Tuguiuu Syslog Wilsssuuneuenls

1.14.17  aansaay Code programing Lﬁmﬁﬂuﬁ’aqﬂmzﬁ \anTieseu Traffic ﬁ"iqmuﬁqqﬂmmﬁ
ABn TCL language 1a

1.14.18 il Redundant power supply wUU Hot-swappable

11419 qunsaleanuuuulififuuuy Rack type amnsofindclug Rack wmsgaun 19 18
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AAANWNYIANIZUIMATA ngugunsal 3¥UU Software-Define Network

1.15  gunsal Controller §1u7u 3 yn l,wiazﬁziﬂﬁﬂmé’nwmvaemﬁaﬂ Fail
1.15.1 L‘UuaﬂﬂimLLUU Hardware appliance Wifmﬂui'aamumuiwu Software Define Network
(SDN) wuv Clustering
1.15.2 & Processors lsiffeundn 44 Cores
1153 § Memory lalfoandn 256 GB
1154 fwhednfudaya {Hard disk) wuu SSD wiawfisuwh auglifesnd 1.9 T8 Iy
Weendn 6 wiay vhawuy RAID 10 14 '
1.15.5 i 10 Gigabit Ethernet port wiis SFP+ ﬁﬁmﬂﬂﬁf%ﬂ’i’l 2 Ports
1.15.6 #1530V Software Define Network (SDN) mwm‘mmmiﬁmmi mmiaﬂﬂ‘smmsammwu
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