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1.1.1
1.1.2
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1.1.4
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1.1.6
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#1309 Stacking lelaitfeends 8 e wasdl Throughput 1890131 Stack laitoendn

s99%y Jumbo frame Tlunslaitiesnin 9,198 Byte
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i USB port ag1etfey 1 Port wa Console port aghatles 1 Port
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|EEE802.1Q way [EEEB0Z.3ad
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1.1.13
1.1.14
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ana5avi IP Routing WU Static, RIPvL/ RIPV2 Uag RIPng 16
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Amus QoS (Quahty of Service) Tuluuaas per port per VLAN 1ol
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121 faardaenssud kenn13919115897 29 Control plane Wae Forwarding plane 1o gl
Bandwidth lsislsenan 100 Gbps »

1.2.2 i Routing engine 58 Route processor minfitanis Rou‘clng protocols Uua‘dﬂim Tae
fmheaudman (RAM) sunraifiasndn 16 GB - :

1.2.3 il Gigabit Ethernet port- 1l SFP ﬁ]ﬂuqulmuﬂﬂﬂaﬂ 8 Ports uag 10 Glgab|t Ethemet port
wiin SFP+ Suanilitasna 8 Ports -

1.2.4 3 Network module ajw%’mﬁm Gigabit Ethemet port @wuauliifasnin 10 Ports wiouiane
Module 1000BASE-LX 131 20 Modules uag 10GBase-SR 417U 2 Modules

125 & Console port ammaﬂﬁl’zmu 1 Port uazdl Management mterface mu’m 1 Port dmiu
fuasnnsieuasUnzel UAEATINEDUSEUL |

1.2.6 mmmwﬂmam aﬁ%‘uaua IPsec encrypticon Taadl Hardware crypto module Yila Field
replacement Uagasiu Bandwidth laiffaandn 25 Gbps

1.2.7  @mnsovih IPvA Routing protocol #1714 9 lgikn OSPF, EIGRP, IS-IS uas BGP -

128  a@unsalden IPva Routing lagegelaifonndn 3,500,000 Routes wis IPv6 Routing lign
aitioenin 3,000,000 Routes |

12.9 awnsavi IP Multicast laladiaenin 64,000 Routes wag 44,000 Groups

1.2.10 9843UN1791 Network Address Translation (NAT) ’Lugmmuﬁw 9.\ NAT44, Stateful
NAT64L, Stateless NAT64, NAT-PT ALG | '

1211 sas¥umavhaimudu Session border controller alitfoendn 64,000 Sessions

1.2.12 a'm'ntaLﬁuﬁagaaaﬁmﬂ%’muLﬂ%ﬂﬂEJ IPva wag IPv6 A NetFlow protocol wagéunsn
Export FLNAATEINYDY IETF Fe PFIX 1

1.2.13 @w13avin Access Control List (ACL) 18

1.2.14 5895Un15¥n Policy QoS wut Modular QoS CLI ‘U‘u VLANs 158 Tunnels kaganunsaitmus
ArIAnFsLUUERUTUTRE1E DSCP, NBAR wag FPM &

1.2.15 3 Redundant power supply kUU Hot-swappable
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1.3 gunsal Network Core Switch wuufi 3 ‘Sruau 4 L) wiazyallnnaulfatisies aaid

131 gunsaiiiantUnenssuwuy Modular switch soefumsladuau LineCard léilsidoundn 4
LineCards (lalifusau Supervisor engine slot) Way ﬂ’]m’ﬁﬂ‘!ﬂ']ﬁ’lulﬂ‘lnﬂ Layer 2 Uag Layer 3 (Wuseetiny

132 #10/25 Glgablt Ethernet port Truaulidounin 48 Ports wiouEwe Module 10GBASE-SR
Fadunandasitveifieafugunsal Network Core Switch LU 3 fave Srunilsddesndn 48 Modules

133 §140/100 Gigabit Ethernet port a1uvliidfasnds 32 Ports wiesieue Module 100 Gigabit
Ethernet flananseldimufuane Multi-Mode Fiber wila OM4 gt Iﬂﬂ'ﬁ@ﬁU‘ig&J%Nléle%ﬂﬂ 100 1IR3
%atﬂuwammmwammﬂua‘dﬂm Network Core Switch wuuft 3 fiaua diuulaidoenia 8 Modules
uaz Module 100GBASE- Cra enmslitanndt 5 wes fudundesusarereafiugunsal Network Core
Switch LUUR 3 fiaua Sudiddfeendt 1 Module

1.3.4 il Switching throughput ¥3a Switching capacity laitiagnda 25.6 Tops wagdl Forwarding
rate liitlonnin 16 Bpps

135 399U MAC Address lagsgnlaiaenin 288,000 MAC Addresses

1.3.6 895U VLAN talsifasndn 4,096 VLANs

137  @wnseviieuuwuy Port trunking wie Link aggregation Auanigy IEEEB02 3ad Ilatpe
A1 1,024 Groups wsiag Group i Member port lalawaunin 64 Ports Tnedl Group b RAIG PR
L”Ej’e]ﬂJGlE]iSWJNqﬂﬂim Switch 16 (Multi-Chassis Link Aggregation-MLAG %138 Virtual Port Channel-vPC
KIOHBULYIT)

1.3.8  @131150%1 IP Routing protocol FasalUil Static, VRF n38 VRF-Lite u3atiieuiin, RIPV2,
SIS, OSPFv2, OSPEV3, BGP way MP-BGP uagiasiudiuau IPv4 Unicast route w58 IPv4 LPM Route 1@
aqaﬂ"Luuaaﬂ'n 384,000 Routes .

139 awnsavih Equal Cost Multipath Routing (FCMP) Ietaitiaunan 128 Paths wia 128 Ways

1.3.10 @1unsavin Virtual Router Redundancy Protocol (VRRP) 16 saafiaanunanin Active/Active
gateway 5]

1.3.11 #@u1$0vn13ene Layer 2 domain 413 Data center (Data Center Intercorinect) Tngld
wielulad Virtual Extensible LAN (WXLAN) Tagensnsayin VXLAN Briciging wag VILXAN Routing Igiiluagntey

1342 amnsavi SPAN #3s Port mirroring Inefidniuan SPAN Active session laiiosndn 4 Sessions
per ASIC '

1.3.13 @m0 Multicast protocol WUy IGMPY2/v3, PIM-SM, PIM-55M e Anycast RP %]

1314 fnuasn QoS (Quallty of Service) M11MIZU IEEEBO2.1p, Co5, DSCP ‘Lmﬁuamwaa
Larils i Queue latfaanin 8 Queues per port SINfd@NTAMUUARILUY Strict priority queus,
Weighted Round Robin (WRR), Policing/Shaping W Rate limiting 15 |

13.15 dwnsnvin Access Control List (ACL) Tusgau Layer 2 is Layer 4 waw IHv6 IGRGIECRY
m3vin ACL Teilaitlaen3n 2,000 ACLs

1.3.16 aw15nvin NetFlow 7139 sFlow 1@
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Programmable RESTFUL w3 eAPl 1§

13.18 uiwidamsaunsaling SNMPV3, Telnet, SSHVZ uag CLI 19
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1.4 gunsal Network Core Switch wUUfl 4 $1uau 2 94a udazyelinuauTRedetioy il

1.6.1 aﬂﬂmuamﬁmaﬂﬁ‘smwu Modular switch 5935un 15ld81uu LineCard lalsidawniyn 4
LineCards (litiuss Supervisor engine slot) Uag yanansnvhenlléa Layer 2 uag Layer 3 iustnalas

1.4.2 3l 10/25 Gigahit Ethemet port Frurulaivdosnd 48 Ports wisuaua Module 10GBASE-SR
scmLﬁumamﬂm%wammﬂuaﬂﬂm Network Core Switch wuudl 4 faue Suauldifeandn 48 Modules

143 3 40/100 Gigabit Ethernet port $1unulifiosnin 32 Ports niouaue Module 100 Gigabit
Ethemnet Mlanunsaldauiuate Multi-Mode Fioer afin OM4 I Tmaimwﬁuavmﬂﬁlmuaaﬂm 100 tuny
eﬂdgwwamﬂmmwemmﬂuaﬂﬂm Network Core Switch wuud 4 filaus S1uanliitieandn 6 Modules
hag Module 1OOGBASE CRe Ayipmilaitasnin 5 wns ml,ﬂumamnm%wammﬂ‘uaﬂﬂm Network Core
Switch wuul 4 figue $ruadlddesndt 1 Module

1.4.4 3 Switching throughput %38 Switching capacity hmaam’l 25.6 Tops uazil Forwarding
rate lsitfownan 16 Bpps '

1.4.5  ¥995U MAC Address lﬁqqqmlﬂﬂaaﬂdw 288,000 MAC Addresses

1.4.6 895U VLAN lalsitdosnin 4,096 VLANs

147  @an30¥aTULLU Port trunking %138 Link aggregation a1xannsg 1 IEEEB02.3ad ialivay
N1 1,024 Groups wAay Group a111508 Member port e lutaenit 64 Ports Tned Group LRI
?i'lmml,?j DURBILW? Nq‘dﬂﬁm Switch 1@ (Multi-Chassis Link Aggregation-MLAG %30 Virtual Port
Channel vPC wsaLfieusyi) | '

1.4.8 @7750%1 IP Routing protocol famalud Static, VRF 38 VRF-Lite #3a1finuin, RIPV2,
SIS, OSPFv2, OSPEV3, BGP uas MP-BGP waxsaefusiuau IPva Unicast route 1138 IPva LPM Route 1a
auewlaitioenda 384,000 Routes

1.4.9  @nnsavi Equal Cost Multlpath Routing (ECMP) T#lailaunin 128 Paths vide 128 Ways

1.4.10 @1u158vn Virtual Router Redundancy Protocol (VRRP) ) 1A saufeanunsavin Active/Active
gateway it |

1.4.11 @m13aviinnsveny Layer 2 Domain 914 Data Center (Data Center Interconnect) Tagld
wmaluladl Virtual Extensible LAN (VXLAN) 16 Imeaungan VXLAN Bridging wag VLXAN Routing Il
GUANVEL

1.4.12 @mn30%1 SPAN w38 Port Mimoring Taeilduan SPAN Active sessions T Waend1 4 Sessions
per ASIC

1.4.13 awmm‘m Multicast protocol Huy IGMPV2A/3, PIM-SM, PIM-SSM ey Anycast RP 1%

1.4.14 fviuean QoS (Quality of Service anuAIgIU IEEEBO2.1p, CoS, DSCP Iniusenaiasuasil
g1 Queue litpun11 8 Queues per port $20E sEnuNTaAMUAA WY Strict priorty queue, Weighted
Round Robin (WRR), Poli CIng/Shaplng wae Rate limiting 19

1.4.15 @1u190¥1 Access Control List (ACL) 1u‘§“ﬂ‘u Layer 2 §14 Layer 4 uag |Pv 15 laesagiu
n3vin ACL laladveasnda 2,000 ACLs
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1.4.16 #@unavih NetFlow w39 sFlow 0

1417 @13150¥9IUUUY Software Defined Networking (SDN) Tagldivalulad Openflow wig
Programmable RESTFul vi3a eAPI la

1.4.18 Usvsdnmsgunsaliiu SNMPV3, Telnet, SSHv2 uag CLU A

1.4.19 lfunssgiuainudasade fasteluT IEC, UL, EN, FCC wag ROHS
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1.4.21 3 Redundant power supply Wag Redundant fan wuu Hot—swappable@
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flassadradudnune Modular chassis $1uaulsiffasnda 6 Slots
§i Switching capacity ltitfeundn 9Tbps wawdl Bandwidth #ie Slot lafeendn 2 Thops
i1 Gigabit Ethernet port %6im RJA5 sruruliitforndn 48 Ports wagdl 1/10 Gigabit Ethernet

port ¥ila SFP/SEP+ suanlaiifeundn 48 Ports wiauiaue Module 10GBase-SR 113U 8 Modules waeil
Gigabit Ethernet wila Fiber $1uaulidsenia 48 Ports wisuiauea Module 1000Base-SX 917w 24

Modules
154

191 16 GB
155
1.5.6
157
1.5.8

Routes
1.5.9
1.5.10

SvtnenUS UL DRAM u1aldtiesnia 16 GB uarduuiganudwuy Flash auna e

5995U MAC Address talsiiaanis 32,000 MAC Addresses

5e95U VLAN Teilsidaendn 4000 VLANS

58430 Jumbo frame Tuwliitionndn 9,198 Byte

59450 IPva Routing L3 fo8n71 200,000 Routes kax IPv6 Routing Laitiauna 200,000

i1 USB port agatiee 1 Port wag Console port ae1atios 1 Port
gduau uNIIMIUMNLUIATEIU [EEEBO2. 1s, IEEEBO2. 1W, IEEEBO2. 1X, IEEE802. 3ad,

I[EEEB02.3d, IEEEBD2.3p, IEEE802.3Q

1.5.11
1512
1.5.13

annsovh IP Routing Ut Static, RIPv2, OSPF uag BGP 16

anansavin Access Control List (ACL) 16t
gansnesavaeuseda waru wagmuaudnsasldanuvesguaisuulumsInsgIY

RADIUS uaz TACACS+ 1

1.5.14
1.5.15
1.5.16
1.5.17

Uimsdnmagungaiing SNMPV3, Telnet, SSHv2, RMON W CLI i
50353 Programmability network 918 Yang models #11 NETCONF wag RESTCONF protocol
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1.6 aﬂﬂim Network Access Switch WUUR 1 S 9 ‘ijﬂ Ltmawﬂuﬂmﬁmmamwaa mu

161 1 ug, Unsal Fthemet switch A a1l d Layer 2 wag Layer 3 a4 OSI Model 7
Switching capacity ¥38 Switching fabric lsitfesndn 176 Gops uail Forwarding rate laitdeandn 130 Mpps

162  fwheausuuy DRAM swwiiifasndt 2 GB wasiviieanud wuu Flash auielites
171 4 GB uagdl Buffer vunaliifosnin 6 MB

1.6.3 1 Operating system LUy Modular uasyesunisyi Patching Ieiduetnetioy

1.6.4 il Gigabit Ethemet port wila RJ45 Snnuliidfenndn 48 Ports ‘

165 il 1/10 Gigabit Ethernet port 4ilm SFP/SFP+ d1uaulaiwaendt 4 Ports wiasaua Module
10GBase-SR fnulitsenin 2 Modules

166 58950 Jumbo Frame fuumliifounin 9,198 Bytes

1.6.7 895U VLAN lalidfoandt 1,000 VLANs

168 50930 MAC Address ldldtaandn 16,000 MAC Addresses

169 50950 IPv4 Routing lalfaandn 3,000 Routes uaz IPv6 Routing litiesntd 1,500 Routes

1.6.10 £ USB port sehetfaendn 1 Port uae Console port agwifeanin 1 Port

1.6.11 @u'u AYuUnn PR MEREVERETRIRE 3§7U IEEE802. 1D, IEEEBOZ. 1w, |[EEE802. 15, IEEES0Z. 1p,
IFFER02.1q wae IEEE802.3ad |

1.6.12 @nnsavin Access Control List (ACL) 1

1.6.13 A1viua QoS (Ouality of Service) wuU Priority queuing, Weighted Tail Drop (WTD),
Committed Information Rate (CIR), Policing uay Weighted random early detection 1¢f

1.6.14 $835Un139n Uni-Directional Link Detection (UDLD) F1UFURTINEDUAUAANAIATDINTT
Aouseme iy

1.6.15 TawawnIasu Network security fail

(1) BPDU Guard uag Port Security
(2)  Dynamic ARP Inspection (DAI) uae IP Source guard

1.6.16 @131150%1 User authentication WUU IEEE 802.1x, IEEE 802.1x-rev uag User/Device MAC-
Authentication 57ilUE4 IEEE 802.1x LUU Guest VLAN, VLAN Assignment, Per-User ACLs, Voice VLAN i

1617 mMnupgUuuLnis Authentication wuy EEEBOZ. 1x, MAC Authentication &g Web
Authentication luusiaz Port anuansunaunds (Orden) ninlaluannsanmusldviuuudaluld
(Fallback) |

1.6.18 s89un19i1 SPAN %3e Port mirroring Iagaunsavi Remote SPAN.1a

1619 5 RFID Tag Wieusndoyaues Switch asset wazil Blue beacon iossygunsaivinamdeuss

16.20 Uivnsdamsgunsalinu SSH, SNMP, RMON uag Web-based 1t

1621 5893Un3 Programmability network $e Yang models #1u NETCONF ugg RESTCONF protocol

1.6.22 # Redundant power. supply WUy Hot-swappable

1.6.23 aﬂﬂﬁmaamt,uumlwﬂul,l,w Rack type mzmamm’lum Rack 3"msguvunnf19 mi@

A




WU 1.7

AniSnEsLaNILSTuInaDa nanaunsal Network Access Switch

qf

1.7 aﬂn‘im Network Access Switch Wuufl 2 $9uau 10 YA ﬁmavwmmauwamquasj o

1.7.1 aﬂﬂ‘;‘maﬂaammummasifdmaﬂlu Data centerimmawu wazanunsaynadldae Layer 2
wae Layer 3 Wuethetloy

1.7.2 il 1/10/25 Gigabit Ethemet port #in SFP $huasliitfosnin 48 Ports Imammiﬂmmmmu
Wire speed w38 Wire rate %38 Non- blockmg 1@1 mamaug Module 10GBASE-SR Adundndnid e
mmﬂuﬂuqﬂﬂim Network Access Switch wuudl 2 filaue Srulslfesndt 24 Modules

1.7.3 4 40/100 Gigabit Etherhet port F1uaulaiisanin 8 Ports I%E‘I’mﬁﬂw’mul,l,uu Wire
' speed 138 Wire rate %38 Non-blocking ¢ wisuwaws Module 100 Gigabit Ethemnet wmmm’immuﬂu
a8 Multi-mode fiber ila OM4 16 ‘Lﬂaimim“a“mﬂlﬁluuaamﬂ 100 193 wuﬂuwamnm%wmﬂmﬂu
mlnim Network Access Switch wuud 2 Maue s1urulaidesnin 2 Modules wag Module 1OOGBASE»
CR4 asgaluiosnidn 2 wns “EjQLUUNa(ﬂﬂm%UWE}LﬂmﬂUBﬂﬂim Network Access SW|tch LUt 2 il
wua Suulidoendn 1 Module

1.7.4 & Switching throughout %38 watchmg capacity lailosnin 4 Thps waedl Forwarding rate
laidaenin 1 Bpps

175 d7rulea278T7 UL DRAM 7“5 @ System memory guralyvesndn 8 GB uasd
WuaeANTIMUL Flash %30 SSD vwalideenii 8 GB

17.6 i Packet buffer memory 1ualitaenI) 32 MB

177 Latency Tunnsdstoyaliifiu 800 ns (Nano Second)

1.7.8  5995U MAC Address lakitiaen3n 288,000 MAC Addresses

17.9 985U VLAN lelaitiaandn 4,096 VLANs

1.7.10 aunsavieiuiuy Port trunking %56 Link ageregation assfnIgny IEFES02.3ad "Lﬁlmuaﬂ
137 128 Groups Wiag Group & Member port lalitieandn 64 Ports el Group WenfuannsaLdousie
‘i“‘tﬁ’swaﬂﬂﬁm Switch 16 (Multi-Chassis Link Aggregation-MLAG %38 Virtual Port Channet vPC 958
wmmm)

1.7.11 d@1u13av P Routing protocot M{‘Mﬁﬂu Static, VRF w39 VRF-Lite uI B BULYI, SIS,
OSPFv2, OSPFV3, BGP Wag MP-BGP Laz595UTIUIU 1PV Unicast route 1158 IPvad LPM Route lqu‘iz{jﬂ
ailounan 360,000 Routes |

1.7.12 ﬁ’lu’ﬁﬂm Equal Cost Multipath Routlng (ECMP) ldlaitiaesndn 128 Paths #38 128 Ways

1.7.13 @1m15a%n Virtual Router Redundancy Protocol (VRRP) )6 saudeauInyin Active/Active
gateway 1]

1.7.14 @1u150%1n159818 Layer 2 Domain 4111 Data center (Data Center Interconnect) ) Tne/ld
walulad Virtual Extensible LAN (VXLAN) & Tneansngasiy VXLAN Bridging Uag VLXAN Routing liiiu
28190y

1.7.15 @nansayin SPAN ‘Vi‘ia Port mirroring Tnefid1uau SPAN Active session 1uua&lﬂ’n 4 Sessions

1.7.16 a@nn3ny™ Multicast protocol WU IGMPV2/V3, PIM-SM, PIM-SSM g Anycast RP 1(}@




1.7.17 fsunda QoS (Quality of Service) AuNmIgu IEEE802.1p, COS, DSCP Ididusgraiay
Laziis 19U Queue liitfaania 8 Queues per port sAufsanusaAIMUAAILUY Strict priority queue,
Weighted Round Robin (WRR), Policing/Shaping Wég Rate limiting o}

1718 @wn3avin Access Control List (ACL) 1élusediu Layer 2 @i Layer 4 uaz IPv6 16 lngsaadu
nsvin ACL lalsisfaenin 2,000 ACLs |

1.7.19 @ansaiin NetFlow w3e Sflow 14

1.7.20 @nansovin Programmability H1umne Bash shell 3 Python 3o C++ Isiluatnaiiey

1721 Uimsdanisquasaliinu SNMPV2, SNMPV3, Telnet, SSHv2, CLI wag Syslog 191 |

1.7.22 l@FuanmsgiussUaensiy soialuil IEC, UL, EN wae FCC

1.7.23 § Redundant power supply Wag Redundant fan wuu Hoty WappabieC—\(/\-




WU 1.8

Audnwuzianzduwala nauaunsal Network Access Switch
. '
1.8 gunsal Network Access Switch wuufl 3 §1uu 12 4a Lwiazﬂqmﬁqmﬁmﬁ'ﬁaeiwﬁaaﬁﬂﬁ

181 gunseignesnuuuniieldaiely Data center Insiawy uavannsavihel Xa Layer 2
wag Layer 3 1usgratiey

1.8.2 {1 1/10 Gigabit Ethernet port #fln RJA5 drunuliitsenia 48 Ports lrganunsnviauuuy
Wire speed W38 Wire rate %78 Non-blocking 1%

1.83 i 40/100 Gigabit Ethernet port f1uaulidaandn 8 Ports lagaansayinaTukuy Wire
speed %30 Wire rate 58 Non-blocking 1§ wiauiaue Module 100 Gigabit Ethernet fansnsaldaufiv
@18 Multi-mode fiber ¥tin OM4 16l Imasm%’mvavmﬂﬁlﬂjﬁaaﬂdn 100 g ?iw‘ﬂumé‘mﬁmﬁﬁ'ﬁmﬁmﬁu
EnJﬂ'mJ Network Access Switch WUUTl 3 flaue Sunliifesndn 2 Modules wag Module 1OOGBASE—
CRA muenilidaendn 2 wes mL‘Uumamnmmwammmaﬂﬂim Network Access Switch wuud 3 9
U Fuliidounin 1 Module

1.8.4 3 Switching capacity %38 SWltchtng throughput luiisandn 2.56 Tbps wazdl Forwarding
rate litinandn 1 Bpps

185 $9u18A27uTILUY DRAM %5 8 System memory auinlydoandi 8 GB uazd
#328A1MUELUU Flash w3 SSD wunalitesndn 8 GB

1.8.6 1l Packet buffer memory Tunlitagndn 32 MB

1.8.7 §l Latency Tunisaadeyaliiiu 3 us (Micro Second)

188 599%U MAC Address qaqmléﬂajﬁaaﬂfi’] 288,000 MAC Addresses

189 saeiu VLAN I@liidonndn 4,096 VLANS

1.8.10 @unsavia Port trunking %38 Link aggregation @ uun#9g11 IEEE802.3ad Leiliivfaenin 128
Groups @ausas Group i Member port élsitfosndh 64 Ports lagfl Group eafuanssadessoseuning
@Uﬂ‘im Switch 16 (Multi-Chassis Link Ageregation-MLAG %38 Virtual Port Channel-vPC ERIVIEIN ),

1.8.11 @157 IP Routing protocol mmal‘du Static, VRF %38 VRF-Lite ®3ailausvin, ISIS,
OSPFv2, OSPFv3, BGP iaz MP-BGP Lagsed5us1uIu IPva Unicast route 3o !Pvd LPM Route hagagn
Tsitiawnin 360,000 Routes |

1.8.12 @un3ayi Equal Cost Multipath Routing (ECMP) Tdlaitfoendn 128 Paths u3e 128 Ways

1.8.13 @wnsevi Virtual Router Redundancy Protocol (VRRP) ¢ sauflasansnyih Active/Active
gateway %]

1.8.14 @1130%1N150818 Layer 2 Domain 974 Data center (Data Center interconnect) lagld
inalulad virtual Extensible LAN (VXLAN) 16 Taganunsasitld WalUU VXLAN Bridging kag VXLAN
Routing léifhioeaiae |

1.8.15 @3130%1 SPAN ‘M‘%a_Po'rt mirroring Tnesiguau SPAN Active session Liitfounda 4 Sessions

1.8.16 @mnsavih Multicast protocol WU IGMPV2/v3, PIM-SM, PIM-SSM yag Anycast RP “Lr;’fc(l

7




1.8.17 Arnundn QoS (Quality of Service) mnsnns§ 1Y IEEES02. 1p, COS, DSCP Ll usg oy
uazHanuIL Queue WitBEATT 8 Queues per port IUAIEINITANNUAAILUY Strict priority queue,
Weighted Round Robin (WRR), Pclicing/Shaping wag Rate limiting 4 :

1.8.18 @ssavin Access Controt List (ACL) Tilussdu Layer 2 fi1 Layer 4 uaz IPv6 16 Inesaqsu
Ansvin ACL Telaitioenin 2,000 ACLs

1.8.19 @unsavi NetFlow #3e Sflow 16

1.8.20 @W130%11 Programmability #4"a Bash shell %30 Python #3a C++ Idiuetetes

1821 uimsinnsgunsality SNMPVZ, SNMPV3, Telnet, SSHv2, CLI e Syslog I

1.8.22 lasuunsgiuainutaondie faigluil IEC, FCC, UL uas EN

1.8.23 {1 Redundant power supply 48 Redundant fan kuu Hot-S appabLe@




Hun 1.

AMENWEULIANIZA umﬂﬁﬂ naugunsal Firewall
1.9 gunsal Firewall wuudl 1 $1uau 2 wjﬂ/l,l,mavwmmzuauumameuaﬂ Fai
1.9.1 L‘U‘LlE]‘lJﬂ‘ﬁﬂJLL‘UU Appliance firewall ¥isuwuu Chassis firewall floonuwuuaifiesimtifingadu
LagAIun L Application, User Lay Content Tl ENRU 18 UT¥UIANAEIYS UUTUITTANTS
Management/Control plane Uagnia8Uszuianag mivdoaya (Data plane) 98N INAU ipULAUD
Appliance dw3uyi Management ugnesnandigunsal
1.9.2  § 100/1000/10G Ethernet port sila RJ45 Srurulidesnds 4 Ports wagdl 1/10 Gigabit
Ethernet port wiin SFP/SFP+ sunulitioendn 16 Ports wousiaaue Transceiver WUU 10GBase-SR 1174
laitioendn 8 Modules Uagseadu 40G Ethernet port %l QSFP+ d1uaulsidaandn 4 Ports
193 4 Firewall throughput 9aen73kd $9ulu Mode wu Application firewall n3e Application
control %38 Production performance 138 Next generation firewall Bsitfosnan 40 Gbps
194 fszvulasiudernaiu (Threat prevention) ) TneluagueAilanislden Mode IPS uay Anti-
spyware W Anti-virus Wieuiu AEAB95895U Throughput ”Léfluuaam'] 7 Gbps wazamnsatasiuds
anAallaagaay 6 Fail
(1) JoiAu Malware WUy Stream-based 16 wn' Virus, Spyware download, Spyware
phone home, Trojan &y Botnet Ledueestioy |
@ wsrTukezteety Vulnerability exploits, Buffer overflow, DoS/DDoS, Non-RFC
compliant protocol, Port scans, Host sweeps, Malformed packets, IP Defragmentation wag TCP Reassembly
iueehates sanansnsnUsuutegUuurasisanay (Custom signatures) l¥innunausosms
(%) avadunastissty Virus Ui Protocol WUU HTTP, FTP, IMAP, POP3, SMTP, SMB iag SSL
Fa3Ea Virus Tiilashand PDF; HTML, JavaScript e Compressed files %
@ ¥ DNS Sinkhole tilatlasiunisidnils Malicious domain waziihseTeftdidnng

U

Senldauldda Malicious domain

195 i Log storage wuy RAIDL liifaendt 2 TB

196 il Storage uuy SSD laiffesnin 240 GB

1.9.7 993U Concurrent sessions 5 8 Max sessions b1 88n71 8,000,000 Sessions way New
sessions per second laldaanin 280,000 Sessipns; per second |

1. 9.8 3095U VLAN mmmm 802.1Q VLAN tags §laitfaenn 4,004 VLANS

199  @nsai NAT (Network Address Translation) wag PAT (Port Address Translatlon) 38 Port
translation 1§

19.10 ¥heTuluy Route mode (Layer 3) Uag Transparent mode firewall (Bridges mode) s

1.9.11 5 Dynamic routing WUy RIP OSPF uas BGP I

1.9.12 @wni0n9i38ou Traffic flvd3%a SSL faenns9i1 SSL Decryption MakUy Inbound wag
Outbound wazaTayh Decryption broker 1§

1.9.13 a'm'ﬁawm’mmuﬂmwwmiwqﬂuﬁ’mu (Authentication systems) x9il Active Directory,

LDAP uay RADIUS®




1.9.14 @wnsoideyaann Log 1uandlugiuuy Graphical Lﬁ@IﬁQ’ﬂULLaizwmmmLﬁu Activity

TunmsasmesgUis) Tnsanunsauandfoyalfedatfes il
(1) Network activity
(2)  Threat activity

19,15 dunsaUfulsesBausnIemIaReasns (Custom report) uazdsaen (Export) luguuuu PDF 1a
Juodhetloy

1.9.16 @wnsavh High Availability (HA) UU Active-Passive %38 Active-Standby Wae Active-Active %30
Cluster 1@ _ |

1.9.17 U?iﬂ'ﬁﬁ’ﬂﬂ’l‘iqﬂﬂiﬁhwu-Web—based management (HTTPS) uag Command line
interface 19 ‘

1.9.18 @a15avin Log filtering Lagds Log A4nan s HTTP-based AP lugsgunsal Third-
oarty daanns mngunsaiausliansarild awnsetiauassuudu 9 Aeauayunsiald

1.9.19 3 Redundancy power supply WU Hot-swappable

8/

1.9.20 gunsalpanuuuIniiluuuy Rack type annsafadtlug Rack wnsgiuniig 19 ﬁ'ﬂ@

%




auan 1.10
AMANEMEIaNISAIUATIA nayaunsad Firewall

1.10 gunsal Firewall wuudt 2 d1unu 6 ?gﬂ/ udnsyaiigruautAosredon foil

1.10.1 fuguUnsaluuy Appliance firewalt 3 auuy Chassis firewall 7 8 ALUULA 994l
3795 UkazAIURY Apolication, User uae Content lngusnvuieUssuranadinivuinisdnnis
Management/Control plane uagnulsusvaranadmivdaya (Data plane) 89n3ndu niewaus
Appliance dufuyh Management ueneananndagunsel

1.10.2 1 Gigabit Ethernet port %lia RJ45 druauliitionnin 12 Ports wasil 1/10 Gigabit Fthemet
port wiln SFP/SFP+ sundlaiifeenin 8 Ports whasaiate Transceiver WUy 10GBase-SR f1uiulaidesndn,
4 Modules 4ag3835U 40G Ethernet port 9iia QSFP+ nunuliidesndn 4 Ports

1103 1 Firewall throughput 9830151991111 Mode Uy Application firewall %5 @ Application
control ¥38 Production performance 35 Next generation firewall laitieunin 10 Gbps ‘

1.10.4 4§ Storage wuu $SD lauifisanit 240 GB

1.10.5 5895U Concurrent sessions %3 @ Max sessions a1 aan71 3,000,000 Sessions Way New
sessions per second Litiauna1 114,000 Sessions per second

1.10.6 5293U VLAN snaainnsgu 802.1Q VLAN tags l@lifarnn 4,094 VLANS

1.10.7 @1u150vi NAT (Network Address Translation) uag PAT (Port Address Translation) #3 8 Port
transiation & _

1108  #auuuy Route mode {Layer 3) uag Transparent mode firewall (Bridges mode) It

1.10.9 %I Dynamic routing kuu RIP, OSPF uay BGP 4]

1.10.10 @aqurvans19a0u Traffic ﬁﬁ’!i"ﬁﬁ SSL #78n1591 SSL Decryption WU Inbound ua
Outbound Wagam1saNt Decryption broker 1§

1.10.11 @nsaieusaufussuunnsfigeefany (Authentication systems) il Active Directory,
LDAP uag RADIUS

1.10.12 aasniidioyasin Log suansluguiuy Graphical ileliguassuuanansaidtu Activity
Tunmsrvetgunaal Tneensousmsdoyalsoieliey fedl

(1) Network activity
(2)  Threat activity A

1.10.13 gnsadfuuseeemuarudesns (Custom report) wazasaan (Export) lugduuu POF 161
Wusdhatfor | |

1.10.14 &nansevin High Availability: (HA) wuu Active-Passive W58 Active-Standby uai Active-Active %38
Cluster l# “

1.10.15 U“ﬁ’mﬁﬁ"ljﬂﬂ'}‘iﬁgﬂﬂimﬁl,mu Web-based management (HTTPS) ugi Command line interface ¢

1.10.16 @1115091 Log filtering Lagde Log #9na1d H1y HTTP-based APl lufagunsal Third-
party fiffasnns vingunsaliiaueliamngovinld aunsadiaueszuudu o Weamiuayunsyienld

1.10.17 1 Redundancy powef supply WUy Hot-swappable

1.10.18 gunsaiosnuuuanliduuuy Rack type ansnsnfianclug Rack snasgfiuuin 19 ﬁalﬁ'f@




Huan 1.11
AAnwuslawIzdIumaila nguaungal Firewall

1.11 gunsal Firewall wuudi 3 S1uau 2 “q,;] uinzyafianantifogedon fail

1111 vugunseluuy Appliance frewall nakuy Chassis frewall fleanuuuLLA avim
M5I99uuaAIUAL Application, User hae ContentT,ﬂaLwn‘ﬂu"gaﬂiumamaﬁmﬁ”w%‘mﬁmmi
Management/Control plane kagwul8Uszulanad niug 23 a (Data plane) 80N91NAU mau%ﬁua
* Appliance dm¥usih Management weneanandigunsal

1.11.2 & Gigabit Ethernet port ¥iin RJA5 T1uautideendn 12 Ports wavdl 1/10 Gigabit
Ethernet port ¥a SFP/SFP+ druavlaiffosnda 8 Ports wéauvhasue Transceiver WUU 10GBase-SR 317y
Taddoendn 4 Modules

1113 4 Firewall throughput ¥9¢n715l4 919y Mode wuy Application firewall w3 Application
control %38 Production performance %@ Next generation firewall laitfaunin 6.5 Gbps

1114 dssvutestudyanatu (Threat prevention) laelunngiianisldaiu Mode IPS uag
Anti-spyware Wag Anti-virus Wianiu 93fn35993U Throughput lalddesnd 2 Gbps wazaansadasiy
foanaulfechetion Fail

(1) Ueai'u Malware WUU Stream-based lawn Virus, Spyware downLoad Spyware
phone home, Trojan ey Botnet 1@LU1&EJEJ'1WEJEJ _

@ svevukerUsedu Vulnerability exploits, Buffer overflow, DoS/DDoS, Non-RFC
compliant protocol, Port scans, Host sweeps, Malformed packets, IP Defragmentation wag TCP Reassembly
ifuethaifen muisnnsouFusegUnusssEanas (Custom signatures) s udeins

(3)  seduuaztiostu Virus Ui Protocol WUy HTTP, FTP, IMAP, POP3, SMTP, SMB uag SSL.
F941Ea Virus FiHleandu PDF, HTML, JavaScript wag Compressed files 1

(@ v DNS Sinkhole tilatlastuniaidnds Malicious domain wasiiis Taldidns

Senldemlus Malicious domain

1115 3 Storage Uy SSD lidesndn 240 GB

1.11.6  9893U Concurrent sessions W38 Max sessions Tatfesnin 2,000,000 Sessions Wag New
sessions per second Litipeni1 80,000 Sessions per second

1117, 59950 VLAN Rusrmsg i 802.1Q VLAN tags il itfasmin 4,090 VLANS

1118 @nn30vi1 NAT (Network Address Translation) Waw PAT (Port Address Translation) w3a Port
translation 1 ’ _

1119 %nauluy Route mode (Layer 3) Waz Transparent mode firewall (Bridges mode) it

1.11.10 ¥ Dynamic routing Wy RIP OSPF uag BGP 141

L1111 dunsansiagau Traffic VILEG’]‘i‘Viﬁ SSL fnan1svin SSL Decryption #auuu Inbound Ly
Outbound wagem15av11 Decryption broker 1@

11112 fmﬂ'ﬁammuﬁ’mﬂUiuUUﬂﬂiwqmuﬁhmu (Authentication systerns) ﬁﬂﬁ Active Diredtory,

LDAP uag RADIU@ 8§Lﬂ




11113 @unsahdeayaan Log inuansluguiuu Graphical Lﬁ@’iﬁﬁi@uaisuumu'ﬁmﬁu Activity
lunmsumesgunsal Tnsannsauansdoyalfetretian il
(1) Network activity
{(2)  Threat activity
L1114 smansouiuwiengeunueufans (Custom report) wagdsean (Export) Tuguuuy PDF It
Wuseaiay
11115 awngavin High Availability (HA) WU Active-Passive 1§ 8 Active-Standby LLag Active-Active
wzo Cluster 1e B '
L1116 vImsiansgunsaluuy Web-based management (HTTPS) uag Command line interface 1é
L1117 @wnsavi Log filtering uasela Log #ines s HTTP-based APl lugsqunsal Third-party
#ioams mnguUnsaiiealimunsedhld enseiieeszLBy 9 oatiuayunzyhnule
1.11.18 {1 Redundancy power supply WUy Hot-swappable

2
s

1.11.19  gunsaiantuusnTiifuwuy Rack type mminﬁmzﬂuﬁ Rack 1193g112WA 19 ﬁ'u"L@




HwIn 1.12
padnwasawIsamalia ngualngel Firewall

i

1.12 Subscription § %y Firewall wuufl 1 uaswuufl 3 ISmmudnsnrsidaudsl
1.12.1 Subscription dwiuaunsal Firewall WUu? 1 13 2 Subscriptions
1.12.2 Subscription dwiiugunsel Firewall wuuil 3 99 2 Subscri tions@l




Huan 1.13

AMANHAANIZATUMALA NAaNaUNTal UsK5ananas

1.13 i“wmvﬂunﬁu‘%msé’mmsaﬂﬂscﬁ, Network Core Switch WUUT 3 uag 4 ST 3 g ~
usiazynilgmuanvavadetion o1

1131 Bugunsal Appliance 38 Virtual apphance ﬂnﬂﬁzmua'mwLtlmvuumusamm'ﬁmmi
damsiaTetngangudnandiagianie \

1.13.2  flwiseUszanananate (CPU) agnetios 2 wiie uiaznuieddnunu Core lvsanin 10
Cores UWagmuiilitieenin 2.2 GHz

1.13.3  fmheaudn DRAM atsties 64 GB

1.13.4  fwunawed Storage hifoundn 2 T8

1.13.5 & Network interface wut 1 Gbps Wisafininadnetioy 4 Ports

1136  @ansafimiuaal Configuration (Provisioning) Tviffugunsnl Switch wiaunula

1137 @unsan1vun image n3@ Operating System (0S) Version Tifiugunsal Network core
switch wuudl 3uas 4 18

1138 @wwnsansiddevaniug (Monitor) 9899Unsed Switch 189 WeuLU Real-time uazuuy
Historical Tngfasanusagenlfagreiossueluil

(1) A" Statistics w89 Interface
{2)  MAC Address table
(3)  Routing table
(@) ACL Table
(5)  Buffer utilization
1,139 mmsnLLammwmiLfﬁ"aum'ama\aqﬂﬁiﬁﬁ (Network topology) 16 wazenu1sauandan
Bandwidth rate %58 Bandwidth utilization U Network topology Inluegratiay

1.13.10  @nN90¥9UuUL Zero Touch Provisioning (ZTP) 18

1.13.11  awnsavin Software upgrade Wiuaunsal Switch melussuuesatels

1.13.12 mmmmnmmsmaﬂuuﬂmm Conf‘gura‘uon w38 Image Wfugunsal Switch dmewdild
(Scheduling) ‘

1.13.13  lunsdlfidnsudausdase Confieuration Iifugunial Switch sruvannsaifiudoya
(Snapshot) L1 CPU Utilization, 97U MAC Address, 97173 ARP 1ag Routing table AnuLaswdIntg
Walsuuasan Confieuration Tilnedalusiale .

1.13.14  @wunsavi Rollback configuration Wﬁ’ﬁqﬂﬂ‘ﬁﬂi Switch Hessuundasile

1.13.15 aflmimmm\ﬂﬁ’agaLﬁ'mﬁ’uﬁaﬂwi (Vulnerability) 999 Software uag Scftware bugs 89
qﬂﬂ‘iﬂj Switch @ |

1.13.16  @wnsafiv Log Iunﬁaﬁﬁﬁmsmﬁauuﬂmm Configuration ¥aegunsal Switch Foanunsn
ATadeudaunadle _ |

11317 4 RESTRUL APIs Welifauisniaundevsteniothluiauuiussyluimssansduld

Tuauran @ 'Bglb




1.13.18
1.13.19
1.13.20
1.13.21

amnsavihnuluguuuy Cluster I Trenelu 1 Cluster dasusznauluding 3 Nodes Wustnatios
mwmﬁwuémﬁmswmﬁﬁqﬁlﬁﬁ’mu (Authentication systems) fiall TACACS uay RADIUS
ansaumsiamseneluslanaa HTTP, HTTPS, SSH, SCP, NTP wag gRPC I#iliuntaiee

i Redundant Power ::uppty WUy Hot?jabte j




Wuan 1.14
o 2 =y 3 ¢
AMANHIZIRWIATUNALA Nauaunsil l.oad Balancer

= ot ]

s
& T ¢ ar g
1.14 qUnsal Load Balancer 973U 4 Ya usinzymiinnisnvauzagnadon dall

L] 9
25

1.14.1 Lﬂuqﬂﬂizﬁ Application delivery Aty Intelligence load balancing %30 Application
traffic management 7l Throughput laitfesnin 10 Gbos

1.142 995U 125,000 Connections per second

1143 g09dy 600,000 HTTP Requests per second lusgfu Layer 4 Wag 350,000 Requests per
second Tusgay Layer 7

1.14.4  583¥U Concurrent session VLG’]’QG@W 14,000,000 Sessions Tusedu Layer 4

1145 i Out-of-Band management port se1suee 1 Port |

1146 1§ Gigabit Ethemet port iln SFP lsitfesnin & Ports wiastaieuia Module 1000Base-T $17u
laitiound 4 Modules

1.14.7 i 10 Gigabit Ethernet port #iin SFP+ laifoundn 2 Ports uagsassunIsifist Transceiver
module 10GBase-X Tuauanls

1.14.8 i Memory Liltleandt 16 GB wazdl Harddisk lsiifaendn 500 GB

1.14.9  ensnnviemukuy Hardware SSL Offload wagsassu RSA Talidaendn 2,500 TPS (2K Keys)
way ECC litlahfaeindn 2,100 TPS (ECDSA P-256) wawil Throughput Tdtaunin 5 Gbps Bulk encryption

1.14.10  anansadudadaya (Compression) talitaanin 3 Gbps

1.14.11 %1 Load balance Tngld Method wuu Round Robin, Ratio, Fastest, Least connections,
Weighted least connections, wag Least sessions Ialuaghelon

1.14.12 %1 Session pefsistence Imﬂgﬂﬂﬂ Cookie, Destination address, Hash, SIP, Source address
uaz SSL e

1.14.13 %1 Health monitor Idaehetioasisil ICMP, Oracle, POP3, PostgreSQL, RADIUS, RPC, SASP,
SIP, SMB, SOAP, HTTP, HTTPS, FTP, TCP Half open ey UDP
7 1.14.14  faywaansalunisas Server load fae OneConnect, Cache, SSL/TLS offload, TCP Express

11415 enuaavin High Availability (HA) Wy Active-Passive 938 Active-Standby g Active-Active 61

1.14.16  aansadsdaga Log Tuguuuu Syslog Tdaszuumenenld

1.14.17 ansadeu Code programing iiuisludigunsal ilensaaany Traffic Mswdgunaal
fgn1w TCL language @

1.14.18 §1 Redundant power supply WuU Hot-swappabte

1.14.19 gunsaloenuuumbiiliuuu Rack type ansnsndndciug Rack wwsgILIwg 19 '511@




Ryt 1.15

ﬂmé’nwmmawwé’ﬁumaﬁﬁ ng’uaﬂnsnj 33UU Software-Define Network

7 ¥
1.15  gunsal Controller $1uu 3 Y usinsynilnadnuazadradas fail

1151 JugUnsaluuy Hardware appliance fivhenusiaiudussuu Software Define Network
(SDN) wuv Clustering
1.15.2 1 Processors tltfeandn 44 Cores
1153 { Memory hifoendt 256 GB
1.15.4 mmaﬂﬂmwaua (Hard disk) WU SSD MSaMie U mmmim‘uaamw 197TB mmuiu
Woand 6 wine ¥namkuy RAID 1016
1.155 i 10 Gigabit Ethernet port %fln SFP+ ﬁﬁmuiaiﬁ’@an'h 2 Ports
1156  fisguu Software Define Network (SDN) ¥isthiiusmsdanis mmsaﬂﬂimma‘mmmu
LAN Switch ‘*/i‘l/]’lﬂ"iu%",mﬂuaﬂﬂ‘im Controller ulm
1157 vihnsmvaugunssimelussuuedetng ieadrafiu SON Fabric-based networking Tng
inealulad fuiolud
(1) Control plane : ldinalulal Locator/ID Separation Protocol (LISP} itensreaau
Mapping system meluszuuiaTatng SON auuasgIu RFC 6830
(2)  Data plane : WinalulaB Virtual Extensible LAN (VXLAN) titedsdayanmelussun
\58%78 SON A1siunnsg1u RFC 7348
(3)  Policy plane : THwnalulad Tagging protocol 1 SGT (Scalable Group Tag) vite
ﬁ’mumu‘lﬁﬂmafmﬁmGiéﬁaa'lﬂ@asjl%'maiuwwLfﬁmi'm SDN
1.15.8 ﬁ’l;u'liﬂ%’mﬂ’l'ﬁqﬁﬂ’iiﬁmﬂuiwuLﬂ%“th&l A Device credentials, Discovery, Inventory,
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