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2. Software dwisugunsaiuimsiansuleueanulaeadiy 5.2
ir3etnpansaALasLaUNBInduNgIAe Jesnauie
AvSnsldo il

2.1 avdmsldnudmiuiivisdanmsulewis uaspraaonds | 25 Licenses
Tumsldamgunsal Firewall -

2.2 Avismildendmurimsdanig mandeuuanlevy 25 Licenses
gunsnl Firewall Laglaundladunnagsnanuudnluida -
2.3 Avisnsldnudwiumsvhausiafugunsed Network 75 Licenses
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51  gunsaluinisiamauleuieaniasadeiniadneasaumnawasueuniiadunigsia

$1uau 2 o feuanddagredas feil

511 Hugunialuuy Hardware appliance feanuuusiiiaimiidingies
lgurenmssnenanulasasiy Firewall viazavie (Firewall analyzer)

5.12 dwiasdszuaananans (CPU) fiaantnanssutuy Intel Xeon processor
druliitiorndt 20 Cores (20 wnumdn) wiakind
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5.1.5 11 100/1000 %ila Base-T port w3efin1 s1uaulaitdounii 4 Ports

51.6 ﬁﬁm‘iaﬁw’mi’wﬁuqﬂﬂiﬂi Network Wwaz Firewall §%9 Check Point,
PaloAlto, Juniper, Fortinet, Cisco PIX, Cisco ASA, Cisco Firepower, Cisco ACl, Cisco ISE, Dell
Sonicwall, Symantec BlueCoat, F5 Networks ey Huawei tailustnatios

517  anunsavnaudaniiu Cloud wae SON Ee Amazon, Cisco, Microsoft Azure
waz Vmware NSX 1fifuegnetios

5.8 ansaiieusinfugunsaitadetne tietdhdeyaunadne Network map
Tuguuuunsviiala

519  awsenmraaumsitailuszuueiotis Taen1sdasin1sasasunssuy
\ATatne (Traffic simulation query) IitelvageuulsuiaduauLaanss (Firewall policy)

5.1.10 gansaieseiulaunemsdnweulaanst Firewall iWelfiuussandanw
(Optimize policy) t¥etton fail

(1) Wleveitliweldou (Unused rules)

@ slveiidrrag-douiu Covered rules, Redundant spedial case rules)
(3) lsueflansnsasauiulé (Consolidate rules)

@ lsveiilieglugisnaiimn (Time-nactive rules)

5011 awnsaadirenuifeuiulgaulsuefuauuaondy Firewall 1At
'«J'mui‘amarsfﬁum'm‘daaﬂﬁ'ﬂﬁﬁn’rz'ﬁvUﬂQmimmuﬁﬂ’mLﬁiﬂ‘d (Intelligent poticy tuner)

51.12 ﬂ”lmimLﬂi%‘lﬂﬁi&lU’]EJﬂ'Ti‘Sﬂ‘mm’mUﬁaﬁﬂ8 Firewall fflanuides (Risky Rutes)

5.1.13 mmmmwaa‘um‘ammmmm'ﬁmmmaﬂﬂm Firewall AUA1AIRAS MUY
19351 (Baseline compliance) LLaua‘ﬁ’N‘i'}EJQ’]uNaﬂ’]‘im‘ﬁ’Jﬁ]ﬁEUlﬂ

5.1.14 annsnafenenuniung sedeunnnigiu (Regulatory compliance) 16
athatior dail

(1) Payment Card Industry Data Security Standard (PCl DSS) Compliance
(2) 1SO/IEC 27007 Compliance |
) Financial Instruments and Exchange Law (Japan) Compliance
(4) Grémm~Leach~BLiLey Act (GLBA) Compliance Report
) Health Insurance Portability and Accountability Act (HIPAA)
(6) General Data Protection Regulation (GDPR)

5.1.15 ﬁ'}mammwﬁagamiuﬁl‘wL‘UﬁEJULL“LJawIaJmE;ﬂ']‘i%’ﬂmﬂ';mﬂaaﬂﬁﬂ Firewall
(Change history)

5.1.16 580U Firewall change management lagszuuansnsasiiumaUasuida
Wlpureanudasady Firewall Idogdnlulf IngUssnaudionsyuiums Request, Plan, Approve,
Review, Implement, Validate uag Match 1Juagatiae

5.1.17 a’nﬂiﬂLLamm‘iL‘fiamiafﬂmﬂ‘iamum% Reguest, Plan, Approve, Review,
Implement, Validate was Match Tugduuuniiin (Workflow Layouts)

5.1.18 gwnsaudlunszuiuniswdsuwlasleus (Workflows) Tugduwuunsiiln
(Visual Flow) 1 ansifislasnnsvin Duplicate Flow, uitla (edit), au (delete) wag ATEUIUNNT
(Workflow) Taillusestios ;g-&:y(

o
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5.1.19 a@unsasgyteyanisieue (Request) msv§uAsunlauviemiutaande
Firewall LwauﬂlﬂmﬁuiwUﬁﬂmmmﬂaamﬂa amauaﬂmu
(1) 93y Source IP Address
(2) 9y Destination IP Address
(3) 78y Service
(4) sy Action
5.1.20 awsodaseiaudsinndeuiensinmanuUaoads Firewall flgsu
ms¥esue (Request) uaguant iaygavieufiasnsuelfoulonnenissnunennulsendt Frewall
5.1.21 mmim’tﬁmmusﬂwgﬂquﬁaulm (Policy) vEonsusuussulaunemssnm
Auaenst Firewall Ifdunaunsiinde iislinsindadeueiiussansnm
5.1.22 annsensindounsinsaulautensinviniulasnde Firewal Thagng
gndies wasmsanudeyavinnisTeweldauleutenisshmnanuvasnsdy Firewall
5.1.23 ansadafivdeyamsiesveldinuloviensinwianulsends Firewall
luguuuy Historical Uaz Ticket number wiafwm Ticket number 1st
5.1.24 @1:17307M9180UWUU Schedule report kagseuasUluy edu sreduan
wazseliou tluse ey
5.1.25 ilutieeuans (Dashboard) Wiewansliiiufeadnlunisdesveldiunleve
mMsSnwrmnuUasaie Firewall 16
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